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Abstr act

Thi s docunent specifies a protocol useful in deternining the current
status of a digital certificate without requiring CRLs. Additiona
mechani sms addr essi ng PKI X operational requirenents are specified in
separ ate docunents.

An overview of the protocol is provided in section 2. Functiona
requi renents are specified in section 4. Details of the protocol are
in section 5. W cover security issues with the protocol in section
6. Appendi x A defines OCSP over HITP, appendi x B accunul ates ASN. 1
syntactic elenents and appendi x C specifies the mnme types for the
nessages.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent (in uppercase, as shown) are to be interpreted as descri bed
in [ RFC2119].
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2. Protocol Overview
In lieu of or as a supplenent to checking against a periodic CRL, it
may be necessary to obtain timely information regarding the
revocation status of a certificate (cf. [RFC2459], Section 3.3).
Exanpl es i nclude high-value funds transfer or |arge stock trades.
The Online Certificate Status Protocol (OCSP) enabl es applications to
determine the (revocation) state of an identified certificate. OCSP
may be used to satisfy sone of the operational requirenents of
providing nore tinely revocation information than is possible with
CRLs and may al so be used to obtain additional status information. An
OCSP client issues a status request to an OCSP responder and suspends
acceptance of the certificate in question until the responder
provi des a response.
This protocol specifies the data that needs to be exchanged between
an application checking the status of a certificate and the server
provi ding that status.

2.1 Request

An OCSP request contains the follow ng data:

-- protocol version

-- service request

-- target certificate identifier

-- optional extensions which MAY be processed by the OCSP Responder

Upon recei pt of a request, an OCSP Responder deternines if:

1. the nessage is well forned

2. the responder is configured to provide the requested service and
3. the request contains the infornmation needed by the responder |If
any one of the prior conditions are not net, the OCSP responder

produces an error nessage; otherwise, it returns a definitive
response.

2.2 Response

OCSP responses can be of various types. An OCSP response consists of
a response type and the bytes of the actual response. There is one
basi ¢ type of OCSP response that MJST be supported by all OCSP
servers and clients. The rest of this section pertains only to this
basi ¢ response type.
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Al'l definitive response nessages SHALL be digitally signed. The key
used to sign the response MJST bel ong to one of the follow ng:

-- the CA who issued the certificate in question

-- a Trusted Responder whose public key is trusted by the requester

-- a CA Designated Responder (Authorized Responder) who holds a
specially marked certificate issued directly by the CA indicating
that the responder nay issue OCSP responses for that CA

A definitive response nessage i s conposed of:

-- version of the response syntax

-- nanme of the responder

-- responses for each of the certificates in a request
-- optional extensions

-- signature algorithmQD

-- signature computed across hash of the response

The response for each of the certificates in a request consists of

-- target certificate identifier
-- certificate status val ue

-- response validity interva

-- optional extensions

This specification defines the follow ng definitive response
indicators for use in the certificate status val ue:

-- good
-- revoked
-- unknown

The "good" state indicates a positive response to the status inquiry.
At a minimum this positive response indicates that the certificate
is not revoked, but does not necessarily nean that the certificate
was ever issued or that the tine at which the response was produced
is within the certificate's validity interval. Response extensions
may be used to convey additional information on assertions nade by
the responder regarding the status of the certificate such as
positive statenent about issuance, validity, etc.

The "revoked" state indicates that the certificate has been revoked
(either permanantly or tenporarily (on hold)).

The "unknown" state indicates that the responder doesn’'t know about
the certificate being requested.
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2.3 Exception Cases

In case of errors, the OCSP Responder nmay return an error nessage
These nessages are not signed. Errors can be of the follow ng types:

-- mal f or nedRequest
-- internal Error

-- trylLater

-- sigRequired

-- unaut hori zed

A server produces the "nal fornedRequest” response if the request
recei ved does not conformto the OCSP synt ax.

The response "internal Error" indicates that the OCSP responder
reached an inconsistent internal state. The query should be retried,
potentially wi th another responder

In the event that the OCSP responder is operational, but unable to
return a status for the requested certificate, the "tryLater"
response can be used to indicate that the service exists, but is
tenporarily unable to respond.

The response "sigRequired" is returned in cases where the server
requires the client sign the request in order to construct a
response.

The response "unauthorized" is returned in cases where the client is
not authorized to make this query to this server

2.4 Semantics of thisUpdate, nextUpdate and producedAt

Responses can contain three tinmes in them- thisUpdate, nextUpdate
and producedAt. The senmantics of these fields are:

- thisUpdate: The tinme at which the status being indicated is known
to be correct

- nextUpdate: The tine at or before which newer information will be
avai |l abl e about the status of the certificate

- producedAt: The time at which the OCSP responder signed this
response.

If nextUpdate is not set, the responder is indicating that newer
revocation information is available all the tine.
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2.5 Response Pre-production

OCSP responders MAY pre-produce signed responses specifying the
status of certificates at a specified tine. The time at which the
status was known to be correct SHALL be reflected in the thisUpdate
field of the response. The tine at or before which newer infornmation
will be available is reflected in the nextUpdate field, while the
time at which the response was produced will appear in the producedAt
field of the response.

2.6 OCSP Signature Authority Del egation

The key that signs a certificate's status information need not be the
sanme key that signed the certificate. A certificate’s issuer
explicitly del egates OCSP signing authority by issuing a certificate
cont ai ni ng a uni que val ue for extendedKeyUsage in the OCSP signer’s
certificate. This certificate MJIST be issued directly to the
responder by the cogni zant CA.

2.7 CA Key Conprom se

If an OCSP responder knows that a particular CA s private key has
been conpromi sed, it MAY return the revoked state for al
certificates issued by that CA

3. Functional Requirenents
3.1 Certificate Content

In order to convey to OCSP clients a well-known point of information
access, CAs SHALL provide the capability to include the

Aut hori tyl nf oAccess extension (defined in [ RFC2459], section 4.2.2.1)
in certificates that can be checked using OCSP. Alternatively, the
accesslLocation for the OCSP provider may be configured locally at the
OCSP client.

CAs that support an OCSP service, either hosted locally or provided
by an Aut horized Responder, MJST provide for the inclusion of a value
for a uni formResourcelndicator (URI) accessLocation and the O D val ue
i d-ad-ocsp for the accessMethod in the AccessDescripti on SEQUENCE

The val ue of the accesslLocation field in the subject certificate

defines the transport (e.g. HITP) used to access the OCSP responder
and may contain other transport dependent information (e.g. a URL).
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3.2 Signed Response Acceptance Requirenents

Prior to accepting a signed response as valid, OCSP clients SHALL
confirmthat:

1. The certificate identified in a received response corresponds to
that which was identified in the correspondi ng request;

2. The signature on the response is valid;

3. The identity of the signer matches the intended recipient of the
request.

4. The signer is currently authorized to sign the response.

5. The tine at which the status being indicated is known to be
correct (thisUpdate) is sufficiently recent.

6. When available, the time at or before which newer information will
be avail abl e about the status of the certificate (nextUpdate) is
greater than the current tine

4. Detailed Protoco
The ASN. 1 syntax inmports terns defined in [ RFC2459]. For signature
calculation, the data to be signed is encoded using the ASN. 1
di stingui shed encoding rules (DER) [ X 690].

ASN. 1 EXPLICIT tagging is used as a default unless specified
ot her wi se.

The terms inported from el sewhere are: Extensions,
CertificateSerial Number, SubjectPublicKeylnfo, Nane,
Al gorithm dentifier, CRLReason

4.1 Requests
This section specifies the ASN. 1 specification for a confirmation
request. The actual formatting of the nessage could vary depending on
the transport nechani smused (HTTP, SMIP, LDAP, etc.).

4.1.1 Request Syntax

OCSPRequest = SEQUENCE {

t bsRequest TBSRequest ,

optional Si gnature [ 0] EXPLI CI T Signature OPTI ONAL }
TBSRequest = SEQUENCE {
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versi on [ 0] EXPLI CI T Version DEFAULT vl
request or Name [1] EXPLI CI T General Nane OPTI ONAL,
request Li st SEQUENCE COF Request,
request Ext ensi ons [2] EXPLI CI T Ext ensi ons OPTI ONAL }
Si gnature = SEQUENCE {
si gnat ureAl gorithm Al gorithmdentifier,
signature BI T STRI NG
certs [0] EXPLICIT SEQUENCE OF Certificate
OPTI ONAL}
Ver si on = I NTEGER { v1(0) }
Request D= SEQUENCE {
reqCert Certl| D
si ngl eRequest Ext ensi ons [0] EXPLICIT Extensions OPTI ONAL }
CertID = SEQUENCE {
hashAl gorithm Al gorithmdentifier,
i ssuer NaneHash OCTET STRING, -- Hash of Issuer’s DN
i ssuer KeyHash OCTET STRING, -- Hash of Issuers public key
seri al Nurber CertificateSerial Nunber }

i ssuer NameHash is the hash of the Issuer’s distinguished nane. The
hash shall be cal cul ated over the DER encodi ng of the issuer’s name
field in the certificate being checked. issuerKeyHash is the hash of
the Issuer’s public key. The hash shall be cal cul ated over the val ue
(excluding tag and length) of the subject public key field in the
issuer’s certificate. The hash algorithmused for both these hashes,
is identified in hashAl gorithm serial Nunber is the serial nunber of
the certificate for which status is being requested.

4.1.2 Notes on the Request Syntax

The primary reason to use the hash of the CA's public key in addition
to the hash of the CA's nane, to identify the issuer, is that it is
possi ble that two CAs may choose to use the sane Nane (uni queness in
the Nanme is a reconmendation that cannot be enforced). Two CAs will
never, however, have the same public key unless the CAs either
explicitly decided to share their private key, or the key of one of
the CAs was conprom sed

Support for any specific extension is OPTIONAL. The critical flag
SHOULD NOT be set for any of them Section 4.4 suggests severa
useful extensions. Additional extensions MAY be defined in
addi ti onal RFCs. Unrecogni zed extensi ons MJST be ignored (unless they
have the critical flag set and are not understood).
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The requestor MAY choose to sign the OCSP request. In that case, the
signature is conputed over the tbsRequest structure. If the request
is signed, the requestor SHALL specify its nanme in the requestorName
field. Also, for signed requests, the requestor MAY include
certificates that help the OCSP responder verify the requestor’s
signature in the certs field of Signature.

4.2 Response Syntax
This section specifies the ASN. 1 specification for a confirmation
response. The actual formatting of the message could vary dependi ng
on the transport nechani smused (HTTP, SMIP, LDAP, etc.).

4.2.1 ASN. 1 Specification of the OCSP Response
An OCSP response at a mini mum consi sts of a responseStatus field

i ndi cating the processing status of the prior request. If the val ue
of responseStatus is one of the error conditions, responseBytes are

not set.
OCSPResponse ::= SEQUENCE {
responsesSt at us OCSPResponseSt at us,
responseByt es [0] EXPLICIT ResponseBytes OPTI ONAL }
OCSPResponseSt at us :: = ENUMERATED {
successf ul (0), --Response has valid confirmations
mal f or mredRequest (1), ~--lllegal confirmation request
i nternal Error (2), --Internal error in issuer
tryLater (3), ~--Try again later
--(4) is not used
si gRequi red (5), --Must sign the request
unaut hori zed (6) --Request unaut hori zed
}

The val ue for responseBytes consists of an OBJECT | DENTI FI ER and a
response syntax identified by that O D encoded as an OCTET STRI NG

ResponseBytes :: = SEQUENCE {
responseType OBJECT | DENTI FI ER
response OCTET STRI NG }

For a basic OCSP responder, responseType will be id-pkix-ocsp-basic.

i d- pki x-ocsp OBJECT | DENTI FI ER :
i d- pki x-ocsp-basic OBJECT | DENTI FI ER :

{ id-ad-ocsp }
{ id-pkix-ocsp 1}
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OCSP responders SHALL be capabl e of produci ng responses of the id-
pki x- ocsp- basi ¢ response type. Correspondingly, OCSP clients SHALL be
capabl e of receiving and processing responses of the id-pkix-ocsp-
basi ¢ response type.

The val ue for response SHALL be the DER encodi ng of
Basi cOCSPResponse.

Basi cOCSPResponse 1= SEQUENCE ({
t bsResponseDat a ResponseDat a,
signatureAl gorithm Al gorithmdentifier,
signature BI T STRI NG
certs [0] EXPLICIT SEQUENCE OF Certificate OPTI ONAL }

The value for signature SHALL be conputed on the hash of the DER
encodi ng ResponseDat a.

ResponseDat a :: = SEQUENCE {
versi on [0] EXPLICIT Version DEFAULT v1,
responder | D Responder | D,
pr oducedAt Gener al i zedTi ne,
responses SEQUENCE OF Si ngl eResponse,
r esponseExt ensi ons [1] EXPLICIT Extensions OPTI ONAL }
Responder | D ::= CHO CE {
byNare [1] Nane,
byKey [2] KeyHash }
KeyHash ::= OCTET STRING -- SHA-1 hash of responder’s public key
(excluding the tag and | ength fields)
Si ngl eResponse :: = SEQUENCE {
certID Cert | D,
cert Status Cert St at us,
t hi sUpdat e Cener al i zedTi ne,
next Updat e [0] EXPLI CI' T GeneralizedTi ne OPTI ONAL,
si ngl eExt ensi ons [1] EXPLI CI T Ext ensi ons OPTI ONAL }
CertStatus ::= CHO CE {
good [ 0] | MPLI CI' T NULL,
revoked [1] | MPLI CI' T Revokedl nf o,
unknown [2] | MPLI CI' T Unknownl nfo }
Revokedl nfo ::= SEQUENCE {
revocati onTi me Gener al i zedTi ne,
revocati onReason [ 0] EXPLI CI' T CRLReason OPTI ONAL }
Unknownlnfo ::= NULL -- this can be replaced with an enuneration
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4.2.2 Notes on OCSP Responses
4.2.2.1 Tine

The thisUpdate and next Update fields define a reconmended validity
interval. This interval corresponds to the {thisUpdate, nextUpdate}
interval in CRLs. Responses whose nextUpdate value is earlier than
the I ocal systemtine value SHOULD be considered unreliable.
Responses whose thisUpdate tine is later than the I ocal systemtine
SHOULD be consi dered unreliable. Responses where the nextUpdate val ue
is not set are equivalent to a CRL with no tinme for nextUpdate (see
Section 2.4).

The producedAt tine is the tine at which this response was signed.
4.2.2.2 Authorized Responders

The key that signs a certificate's status information need not be the
sanme key that signed the certificate. It is necessary however to
ensure that the entity signing this information is authorized to do
so. Therefore, a certificate' s issuer MJST either sign the OCSP
responses itself or it MJST explicitly designate this authority to
anot her entity. OCSP signing delegation SHALL be designated by the

i nclusion of id-kp-OCSPSigning in an extendedKeyUsage certificate
extension included in the OCSP response signer’'s certificate. This
certificate MUST be issued directly by the CA that issued the
certificate in question.

i d- kp- OCSPSi gni ng OBJECT | DENTI FIER ::= {id-kp 9}

Systens or applications that rely on OCSP responses MJST be capabl e
of detecting and enforcing use of the id-ad-ocspSigning val ue as
descri bed above. They MAY provide a nmeans of locally configuring one
or nmore OCSP signing authorities, and specifying the set of CAs for
whi ch each signing authority is trusted. They MJST reject the
response if the certificate required to validate the signature on the
response fails to neet at |east one of the following criteria:

1. Matches a local configuration of OCSP signing authority for the
certificate in question; or

2. Is the certificate of the CA that issued the certificate in
guestion; or

3. Includes a value of id-ad-ocspSigning in an ExtendedKeyUsage

extension and is issued by the CA that issued the certificate in
question.”
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Addi tional acceptance or rejection criteria may apply to either the
response itself or to the certificate used to validate the signature
on the response.

4.2.2.2.1 Revocation Checking of an Authorized Responder

Since an Authorized OCSP responder provides status information for
one or nore CAs, OCSP clients need to know how to check that an
aut hori zed responder’s certificate has not been revoked. CAs nmay
choose to deal with this problemin one of three ways:

- A CA may specify that an OCSP client can trust a responder for the
lifetime of the responder’s certificate. The CA does so by including
t he extension id-pkix-ocsp-nocheck. This SHOULD be a non-critica
extension. The value of the extension should be NULL. CAs issuing
such a certificate should realized that a conprom se of the
responder’s key, is as serious as the conpronise of a CA key used to
sign CRLs, at least for the validity period of this certificate. CA's
may choose to issue this type of certificate with a very short
lifetime and renew it frequently.

i d- pki x-ocsp-nocheck OBJECT I DENTIFIER ::= { id-pkix-ocsp 5}

- A CA may specify how the responder’s certificate be checked for
revocation. This can be done using CRL Distribution Points if the
check shoul d be done using CRLs or CRL Distribution Points, or

Aut hority Information Access if the check should be done in sone
other way. Details for specifying either of these two nechani sns are
avai l abl e in [ RFC2459].

- A CA may choose not to specify any nethod of revocation checking
for the responder’s certificate, in which case, it would be up to the
OCSP client’s local security policy to deci de whether that
certificate should be checked for revocation or not.

4.3 Mandatory and Optional Cryptographic Al gorithns

Clients that request OCSP services SHALL be capabl e of processing
responses signed used DSA keys identified by the DSA sig-alg-oid
specified in section 7.2.2 of [RFC2459]. Cdients SHOULD al so be
capabl e of processing RSA signatures as specified in section 7.2.1 of
[ RFC2459]. OCSP responders SHALL support the SHA1 hashing al gorithm

4.4 Extensions
Thi s section defines sone standard extensions, based on the extension

nodel enployed in X 509 version 3 certificates see [ RFC2459]. Support
for all extensions is optional for both clients and responders. For
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each extension, the definition indicates its syntax, processing
performed by the OCSP Responder, and any extensions which are
i ncluded in the correspondi ng response.

4.4.1 Nonce

The nonce cryptographically binds a request and a response to prevent
replay attacks. The nonce is included as one of the requestExtensions
in requests, while in responses it would be included as one of the
responseExtensions. In both the request and the response, the nonce
will be identified by the object identifier id-pkix-ocsp-nonce, while
the extnValue is the value of the nonce.

i d- pki x-ocsp-nonce OBJECT IDENTIFIER ::= { id-pkix-ocsp 2 }
4.4.2 CRL References

It may be desirable for the OCSP responder to indicate the CRL on

whi ch a revoked or onHold certificate is found. This can be usefu
where OCSP is used between repositories, and also as an auditing
mechani sm The CRL nmay be specified by a URL (the URL at which the
CRL is available), a nunmber (CRL nunber) or a tine (the tinme at which
the relevant CRL was created). These extensions will be specified as
si ngl eExtensions. The identifier for this extension will be id-pkix-
ocsp-crl, while the value will be ClID

i d- pki x-ocsp-crl OBJECT IDENTIFIER ::= { id-pkix-ocsp 3}
Crl 1D ::= SEQUENCE {
crlUrl [ 0] EXPLICI T 1 A5String OPTI ONAL,
crl Num [1] EXPLI CI' T | NTEGER OPTI ONAL,
crlTine [ 2] EXPLICI' T GeneralizedTi me OPTI ONAL }

For the choice crlUl, the 1ASString will specify the URL at which
the CRL is available. For crlNum the INTEGER will specify the val ue
of the CRL nunber extension of the relevant CRL. For crlTine, the
CeneralizedTine will indicate the tine at which the relevant CRL was
i ssued.

4.4.3 Acceptabl e Response Types

An OCSP client MAY wish to specify the kinds of response types it
understands. To do so, it SHOULD use an extension with the QD id-
pki x- ocsp-response, and the val ue Acceptabl eResponses. This
extension is included as one of the requestExtensions in requests.
The A Ds included in Acceptabl eResponses are the O Ds of the various
response types this client can accept (e.g., id-pkix-ocsp-basic).
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i d- pki x-ocsp-response OBJECT IDENTIFIER ::= { id-pkix-ocsp 4}
Accept abl eResponses ::= SEQUENCE OF OBJECT | DENTI FI ER

As noted in section 4.2.1, OCSP responders SHALL be capabl e of
responding with responses of the id-pkix-ocsp-basic response type.
Correspondi ngly, OCSP clients SHALL be capabl e of receiving and
processi ng responses of the id-pkix-ocsp-basic response type.

4.4.4 Archive Cutoff

An OCSP responder MAY choose to retain revocation information beyond
a certificate's expiration. The date obtai ned by subtracting this
retention interval value fromthe producedAt time in a response is
defined as the certificate's "archive cutoff" date.

OCSP- enabl ed applications would use an OCSP archive cutoff date to
contribute to a proof that a digital signature was (or was not)
reliable on the date it was produced even if the certificate needed
to validate the signature has |ong since expired.

OCSP servers that provide support for such historical reference
SHOULD i ncl ude an archive cutoff date extension in responses. |f

i ncluded, this value SHALL be provided as an OCSP si ngl eExt ensi ons
extension identified by id-pkix-ocsp-archive-cutoff and of syntax
Ceneral i zedTi ne.

i d- pki x-ocsp-archive-cutoff OBJECT IDENTIFIER ::= { id-pkix-ocsp 6 }
ArchiveCutof f ::= CeneralizedTi me
To illustrate, if a server is operated with a 7-year retention

interval policy and status was produced at tinme t1 then the value for
ArchiveCutoff in the response would be (t1 - 7 years).

4.4.5 CRL Entry Extensions

Al'l the extensions specified as CRL Entry Extensions - in Section 5.3
of [RFC2459] - are al so supported as singl eExt ensi ons.

4.4.6 Service Locator

An OCSP server nmmy be operated in a node whereby the server receives
a request and routes it to the OCSP server which is known to be
authoritative for the identified certificate. The servicelLocator
request extension is defined for this purpose. This extension is

i ncluded as one of the singl eRequest Extensions in requests.
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i d- pki x-ocsp-service-locator OBJECT IDENTIFIER ::= { id-pkix-ocsp 7 }
Servi ceLocator ::= SEQUENCE ({
i ssuer Nane,

| ocat or Aut horityl nf oAccessSynt ax OPTI ONAL }

Val ues for these fields are obtained fromthe corresponding fields in
the subject certificate.

5. Security Considerations

For this service to be effective, certificate using systens nust
connect to the certificate status service provider. In the event such
a connection cannot be obtained, certificate-using systens could

i mpl ement CRL processing logic as a fall-back position

A denial of service vulnerability is evident with respect to a flood
of queries. The production of a cryptographic signature significantly
af fects response generation cycle tinme, thereby exacerbating the
situation. Unsigned error responses open up the protocol to another
deni al of service attack, where the attacker sends fal se error
responses.

The use of preconputed responses allows replay attacks in which an
ol d (good) response is replayed prior to its expiration date but
after the certificate has been revoked. Deploynents of OCSP shoul d
carefully evaluate the benefit of preconputed responses against the
probability of a replay attack and the costs associated with its
successful execution

Requests do not contain the responder they are directed to. This
all ows an attacker to replay a request to any nunber of OCSP
responders.

The reliance of HITP caching in sone deploynment scenarios may result
in unexpected results if internediate servers are incorrectly
configured or are known to possess cache nanagenent faults.

| mpl enmentors are advised to take the reliability of HTTP cache
nmechani sms i nto account when depl oyi ng OCSP over HTTP.
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Otawa, Ontario

K1V 1A7

Canada

EMmi | : cadanms@ntrust.com
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Appendi x A
A.1 CCSP over HTTP

This section describes the formatting that will be done to the
request and response to support HTTP.

A 1.1 Request

HTTP based OCSP requests can use either the GET or the POST nethod to
submit their requests. To enable HITP caching, small requests (that
after encoding are | ess than 255 bytes), MAY be subnitted using GET.
If HTTP caching is not inportant, or the request is greater than 255
bytes, the request SHOULD be subnitted using POST. Were privacy is
a requirenment, OCSP transacti ons exchanged using HTTP MAY be
protected using either TLS/ SSL or sone other |ower |ayer protocol

An OCSP request using the GET nethod is constructed as foll ows:

CET {url}/{url-encoding of base-64 encodi ng of the DER encodi ng of
t he OCSPRequest }

where {url} may be derived fromthe value of AuthoritylnfoAccess or
other local configuration of the OCSP client.

An OCSP request using the POST nethod is constructed as foll ows: The
Cont ent - Type header has the value "application/ocsp-request” while
the body of the nessage is the binary value of the DER encodi ng of

t he OCSPRequest .

A. 1.2 Response

An HTTP- based OCSP response is conposed of the appropriate HTTP
headers, followed by the binary value of the DER encodi ng of the
OCSPResponse. The Content-Type header has the val ue
"application/ocsp-response”. The Content-Length header SHOULD specify
the I ength of the response. O her HTTP headers NMAY be present and MAY
be ignored if not understood by the requestor.
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Appendix B. OCSP in ASN. 1

OCSP DEFI NI TIONS EXPLICI T TAGS: : =
BEG N

| MPORTS

-- Directory Authentication Framework (X 509)
Certificate, Algorithmdentifier, CRLReason
FROM Aut henti cati onFramework { joint-iso-itu-t ds(5)
nodul e(1) authenticationFranework(7) 3 }

-- PKIX Certificate Extensions
Aut hori tyl nf oAccessSynt ax
FROM PKI X1l npl i cit88 {iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechani sns(5) pkix(7)
i d-nmod(0) id-pkixl-inplicit-88(2)}

Nane, General Nane, CertificateSerial Nunber, Extensions,
i d-kp, id-ad-ocsp
FROM PKI X1Explicit88 {iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechani sns(5) pkix(7)
i d-nod(0) id-pkixl-explicit-88(1)};

OCSPRequest M SEQUENCE ({
t bsRequest TBSRequest ,
optional Signature [0] EXPLICI T Signature OPTI ONAL }
TBSRequest D= SEQUENCE {
ver sion [0] EXPLICIT Version DEFAULT v1,
request or Name [1] EXPLICIT General Name OPTI ONAL,
requestLi st SEQUENCE OF Request,
r equest Ext ensi ons [2] EXPLICIT Extensions OPTI ONAL }
Si gnat ure D= SEQUENCE {
signatureAl gorithm Al gorithmdentifier,
signature BI T STRI NG
certs [0] EXPLICIT SEQUENCE OF Certificate OPTIONAL }
Version ::= |INTEGER { v1(0) }
Request :: = SEQUENCE {
reqCert Certl D,

si ngl eRequest Ext ensi ons [0] EXPLICIT Extensions OPTI ONAL }

Myers, et al. St andards Track [ Page 18]



RFC 2560 PKI X OCSP June 1999

CertI D ::= SEQUENCE ({
hashAl gorithm Al gorithm dentifier,
i ssuer NaneHash OCTET STRING, -- Hash of Issuer’s DN
i ssuer KeyHash OCTET STRING -- Hash of Issuers public key
seri al Nunber CertificateSerial Nunber }
OCSPResponse ::= SEQUENCE {
responsesSt at us OCSPResponseSt at us,
responseByt es [0] EXPLICIT ResponseBytes OPTI ONAL }
OCSPResponseSt at us :: = ENUMERATED {
successf ul (0), --Response has valid confirmations
mal f or redRequest (1), --1l1legal confirmation request
i nternal Error (2), --Internal error in issuer
tryLater (3), --Try again later
--(4) is not used
si gRequi red (5), --Must sign the request
unaut hori zed (6) - - Request unaut hori zed
}
ResponseBytes :: = SEQUENCE {
responseType OBJECT | DENTI FI ER,
response OCTET STRI NG }
Basi cOCSPResponse .1 = SEQUENCE ({
t bsResponseDat a ResponseDat a,
signatureAl gorithm Al gorithmdentifier,
signature BI T STRI NG
certs [0] EXPLICIT SEQUENCE OF Certificate OPTI ONAL }
ResponseDat a :: = SEQUENCE {
version [0] EXPLICIT Version DEFAULT v1,
responder | D Responder | D,
pr oducedAt Cener al i zedTi ne,
responses SEQUENCE OF Si ngl eResponse,

r esponseExt ensi ons [1] EXPLICIT Extensions OPTI ONAL }

Responder | D ::= CHO CE {
byNare [1] Nare,
byKey [2] KeyHash }

KeyHash ::= OCTET STRI NG --SHA-1 hash of responder’s public key
--(excluding the tag and | ength fields)
Si ngl eResponse :: = SEQUENCE {
certlD Cert | D,
cert Status Cert St at us,
t hi sUpdat e Cener al i zedTi ne,
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next Updat e
si ngl eExt ensi ons

[ O]
[1]

CertStatus ::= CHO CE {
good [ 0]
r evoked [1]
unknown [2]

Revokedl nfo ::= SEQUENCE {

revocati onTi ne

revocati onReason
Unknownl nfo :: =
Ar chi veCut of f
Accept abl eResponses
Servi celLocat or

i ssuer
| ocat or

- Obj

i d- kp-

i d- pki
i d- pki
i d- pki
i d- pki
i d- pki
i d- pki
i d- pki
i d- pki

END

Myer s,

ect ldentifiers

OCSPSi gni ng
X-0CSsp
X-0csp-basic
X- 0CSp- nonce
X-ocsp-crl

X- 0CSp-response
X-0csp-nocheck

X-0csp-ar chi ve- cut of f
X-0csp-service-1locator OBJECT | DENTI FI ER :

et al.

[ 0]

PKI X OCSP

June 1999

EXPLICI T GeneralizedTi me OPTI ONAL,

EXPLI CI T Ext ensi ons OPTI ONAL }

| MPLI
| MPLI
| MPLI

Cl

cl
cl

T
T
T

NULL,
Revokedl nf o,
Unknownl nfo }

CGener al i zedTi ne,

EXPLI CI T CRLReason OPTI ONAL }

1= CeneralizedTine

1= SEQUENCE {
Nane,
Aut hori tyl nf oAccessSynt ax }

OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::

St andards Track

Lt Yt Yt Ve W Vo Ve Yo W}

NULL -- this can be replaced with an enuneration

: = SEQUENCE OF OBJECT | DENTI FI ER

id-kp 9}

i d-ad-ocsp }

i d- pki x-ocsp 1}
i d- pki x-ocsp 2 }
i d- pki x-ocsp 3}
i d- pki x-ocsp 4 }
i d- pki x-ocsp 5 }
i d- pki x-ocsp 6 }
i d- pki x-ocsp 7 }
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Appendix C. M ME registrations
C. 1 application/ocsp-request

To: ietf-types@ana.org
Subj ect: Registration of MM nedia type application/ocsp-request

M ME nedia type nane: application
M ME subtype nane: ocsp-request
Requi red paraneters: None
Optional paraneters: None

Encodi ng consi derati ons: binary

Security considerations: Carries a request for information. This
request may optionally be cryptographically signed.

I nteroperability considerations: None

Publ i shed specification: |ETF PKIX Wrking Goup Draft on Online
Certificate Status Protocol - OCSP

Applications which use this nmedia type: OCSP clients
Addi tional information:

Magi ¢ nunber(s): None

File extension(s): .ORQ

Maci ntosh File Type Code(s): none

Person & emnil address to contact for further infornmation:
Anbari sh Mal pani <anbari sh@alicert.conp

I nt ended usage: COVMON

Aut hor / Change controller:
Anbari sh Mal pani <anbari sh@alicert.conmp

C. 2 application/ ocsp-response

To: ietf-types@ana.org
Subj ect: Registration of MM nedia type application/ocsp-response

M ME nedia type nane: application
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M ME subtype nane: ocsp-response
Requi red paraneters: None

Optional paraneters: None
Encodi ng consi derations: binary

Security considerations: Carries a cryptographically signed response
Interoperability considerations: None

Publ i shed specification: |ETF PKIX Wrking Goup Draft on Online
Certificate Status Protocol - OCSP

Applications which use this nedia type: OCSP servers
Addi tional information

Magi ¢ nunber(s): None

File extension(s): .CORS

Maci ntosh File Type Code(s): none

Person & enmnil address to contact for further infornmation:
Anbari sh Mal pani <anbari sh@alicert.conp

I nt ended usage: COVMON

Aut hor / Change controller:
Anbari sh Mal pani <anbari sh@alicert.conp
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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