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Abst r act

Thi s docunent describes an extension to NHRP [1] which would all ow
Mobile NHCs to performa registration with and attach to an NHS in
their home LIS in an authenticated manner.

As described in this docunent, Mobile NHCs are NHCs which are not
configured with enough information to find a specific serving NHS in
their hone LIS, but which have a mechanismto find an NHS (which may
or may not be a serving NHS) to which they will attach. As described
in[1], an NHC nay attach to a 'surrogate’ NHS by using a nmechani sm
such as an anycast address. |In this case, the NHC may use the
surrogate NHS to send a NHRP Regi stration Request toward the NHC s
hone LIS where a serving NHS resides. However, as defined in [1],
packet authentication is perforned on a hop by hop basis. In the
nmobil e NHC case, it is not practical for the nobile NHC be in a
security relationship with every surrogate NHS, thus it is presunably
desirable to have some formof end to end only authentication for the
case of a mobile NHC s registration. This docunent describes an

aut henti cation extension for NHRP whi ch has such end to end only
semanti cs.
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1. Introduction

The keywords MJUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMMVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in [4].

Thi s docunent describes an extension for Mbile NHCs to use when they
wish to register with their home LIS but initially connect to a non-

serving NHS to do so. The reader is encouraged to read [1] for nore

details on the NHRP registration process.

2.0 Definition of the NHRP Mbbil e NHC Aut henticati on Extension

Conpul sory =1
Type = 10 (proposed)
Length = variable

The NHRP Mobil e NHC Aut hentication Extension is carried in NHRP

Regi strati on packets to convey end to end authentication |Information.
This extension is defined in contrast to the NHRP Aut hentication
Extensi on defined in [1] which has hop by hop semantics.

This new extension is used when a nobile NHC initially connects to an
NHS which is not one of its serving NHSs and t he nobile NHC and
nonserving NHS are not in a security relationship. The nobile NHC
does this in order to send an NHRP Regi strati on Request, via normal
routi ng and forwardi ng processes, to one of its serving NHSs wth
which it does have a security relationship. As defined in[1], a
serving NHS is an NHS in the NHC s honme LIS with which the NHC will
regi ster. Upon receiving such an NHRP Regi stration Request, the
serving NHS will do the follow ng: authenticate the sender NHC, set
up a VCto the NHC, and then send an NHRP Resol ution Reply in
response on that new VC.

Note that, as defined in [1l], a transit NHS (such as the one to which
the nmobile NHC initially connects) nust ignore an extension which it
does not understand and that an NHS nust not change the order of
extensions in an NHRP packet. Thus, the end to end semantics of this
extension are preserved w thout causing changes to existing

i mpl enent ati ons.

If a serving NHS receives a packet which fails the hop by hop

aut hentication test defined in [1] then the NHS MJST generate an
Error Indication of type 'Authentication Failure' and discard the
packet. However in the case where the NHRP Mbil e NHC Aut hentication
Extension is used as descri bed above, sending an Error Indication is
not possible since no route exists back toward the nmobile NHC
assunmi ng a VC does not already exist between the nobile NHC and the
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serving NHS which received the NHRP Regi stration Request. In this
case, the NHRP Regi stration Request is nerely dropped.

2.1 Header For mat
The aut hentication header has the follow ng format:
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Security Paraneter Index (SPlI) can be thought of as an index into a
tabl e that naintains the keys and other information such as a hash
algorithm Src and Dst conmunicate either offline using nanual keying
or online using a key nanagenent protocol to populate this table. The
sending NHRP entity always allocates the SPI and the paraneters
associated with it.

The Src Addr field is a variable length field which contains the
address assigned to the outgoing interface. The length of the field
is obtained fromthe source protocol length field in the mandatory
part of the NHRP header. The tuple <spi, src addr> uniquely
identifies the key and the other paraneters that are used in

aut henti cati on.

The I ength of the authentication data field is dependent on the hash
al gorithm used. The Authentication Data field contains the keyed hash
cal cul ated over the following fields: fixed part (with hop count,
packet size and checksumbeing treated as if set to zero), nandatory
part, and extensions up to and including the Mbile NHC

Aut henti cati on extension

Note that [1l] defines an explicit ordering of extensions such that:

(a) If the Responder Address extension exists then it nust appear
bef ore the Authentication Extension

(b) Any extensions that may be nodified in transit (e.g., Forward

Transit Extension, Hop by Hop Authentication Extension) nust
appear after the Mbile NHC Authenticati on Extension
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2.2 SPI and Security Paraneters Negotiation

SPI’s can be negotiated either manually or using an |Internet Key
Managenent protocol. Manual keying MJUST be supported. The foll ow ng
paraneters are associated with the tuple <SPI, src>- lifetineg,
Algorithm Key. Lifetine indicates the duration in seconds for which
the key is valid. In case of nmanual keying, this duration can be
infinite. Also, in order to better support manual keying, there may
be multiple tuples active at the sanme tinme (Dst being the sane).

Al gorithm specifies the hash al gorithm agreed upon by the two
entities. HVAC-MD5-128 [2] is the default algorithmand MUST be

i mpl enented. Ot her al gorithnms MAY be supported by defining new
values. | ANA will assign the nunbers to identify the algorithm being
used as described in [1].

Any Internet standard key managenent protocol MAY so be used to
negotiate the SPI and paraneters.

2.3 Message Processing

Unaut henticated ' Mobil e’ Registrati on Request processing proceeds as
follows [1]:

- the NHC inserts the internetwork address of a serving NHS in the
"Destination Protocol Address’ field; If the NHS address is
unknown, then the NHC inserts its own internetwork address. A’
responder address’ extension is optionally added.

- the non-serving NHS forwards the packet along the routed path
based on the contents of the 'Destination Protocol Address
field.

- the serving NHS which receives the NHRP Regi stration Request
will set up a direct VCC to NHC after authenticating the request

- the serving NHS will then send the NHRP Regi stration Reply back
to the NHC on that new VCC. Note that the NHS MJST wait some
configured interval before doing this reply in order to prevent
a race condition fromoccurring between the VC setup and sendi ng
the NHRP reply packet.

- the NHC will subsequently send all NHRP traffic to the serving
NHS on the direct VCC.
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When the NHC adds the authentication extension header, it perforns a
table ook up in order to fetch the SPI and the security paraneters
based on the outgoing interface address. If there are no entries in
the table and if there is support for key nanagenent, the NHC
initiates the key managenent protocol to fetch the necessary
paraneters. The NHC constructs the Authentication Extension payl oad
and cal cul ates the hash by zeroing out the authentication data field.
The result is placed in the authentication data field. The src
address field in the payload is the internetwork address assigned to
t he outgoing interface.

I f key managenent is not supported and authentication is nmandatory,
the packet is dropped and this information is | ogged.

On the receiving end, the serving NHS fetches the paraneters based on
the SPI and the internetwork address in the authentication extension
payl oad. The authentication data field is extracted before being
zeroed out in order to calculate the hash. It conputes the hash on
the entire payload and if the hash does not match, then an "abnor nal
event" has occurred.

The keys used by the nobile NHC for communi cating with the serving
NHS in NHRP Regi stration Requests can be used in subsequent

resol ution and purge requests nmade directly to the serving NHS after
receiving the NHRP Regi stration Reply. However, the authentication
extension defined in [1] MJUST be used when these keys are applied to
resol uti on and purge packets.

Hop by Hop Authentication[1l] and End to End authentication MAY be
used in conbination to provide protection agai nst both spoofing and
deni al of service attacks. |If only an end-to-end Mbile NHC

Aut hentication Extension is present, it MAY be the policy of each
transit NHS to reject the NHRP Regi strati on Request based on the
requi renent for having a Hop by Hop authentication present. Such a
requirenent is a local matter

2.4 Security Considerations

It is inmportant that the keys chosen are strong since the security of
the entire system depends on the keys being chosen properly.

End-to-end authenticati on counters spoofing attacks on the home
subnet through not relying on the potentially conprom sed chain of
trust. The use of end-end authentication is further described in [3].

Hop- by- hop aut henticati on prevents denial of service attacks by

i ntroduci ng access control at the first point of contact to the NHRP
infrastructure
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The security of this extension is perforned on an end to end basis.
The data received can be trusted only so nuch as one trusts the end
point entities in the path traversed. A chain of trust is established
anongst NHRP entities in the path of the NHRP Message. |If the
security in an NHRP entity is conprom sed, then security in the
entire NHRP domain is conpronised

Data integrity covers the entire NHRP payload up to and including the
Mobi | e NHC Aut henticati on Extension. This guarantees that the data
and extensions covered by this authentication hash were not nodified
and that the source is authenticated as well. If the authentication
extension is not used or if the security is conprom sed, then NHRP
entities are liable to both spoofing attacks, active attacks, and
passi ve attacks.

There is no mechanismto encrypt the nessages. It is assumed that a
standard | ayer 3 confidentiality nechanismw |l be used to encrypt
and decrypt nessages. It is recommended to use an Internet standard
key managenent protocol to negotiate the keys between the nei ghbors.
Transmitting the keys in clear text, if other nethods of negotiation
is used, conpronises the security conpletely.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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