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1.0 Abstract

This meno defines enhancenments to the OSPF protocol to support a new

cl ass of

link-state advertisenents (LSA) called Opaque LSAs. Opaque

LSAs provide a generalized nechanismto allow for the future
extensibility of OSPF. Qpaque LSAs consist of a standard LSA header
foll owed by application-specific information. The infornmation field
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may be used directly by OSPF or by other applications. Standard OSPF
I i nk-state database fl oodi ng nmechani sns are used to distribute Opaque
LSAs to all or sonme linmted portion of the OSPF topol ogy.

2.0 Overview

Over the | ast several years the OSPF routing protocol [OSPF] has been
wi dely depl oyed throughout the Internet. As a result of this

depl oynent and the evol ution of networking technol ogy, OSPF has been
extended to support many options; this evolution will obviously

conti nue.

This meno defines enhancenents to the OSPF protocol to support a new
class of link-state advertisenents (LSA) called Opaque LSAs. Opaque
LSAs provide a generalized mechanismto allow for the future
extensibility of OSPF. The information contained i n Opaque LSAs may
be used directly by OSPF or indirectly by some application wi shing to
distribute information throughout the OSPF domain. For exanple, the
OSPF LSA may be used by routers to distribute IP to Iink-Iayer
address resolution information (see [ARA] for nore information). The
exact use of Opaque LSAs is beyond the scope of this nmeno.

Opaque LSAs consist of a standard LSA header followed by a 32-bit
gal i gned application-specific information field. Like any other LSA,
the OQpaque LSA uses the |ink-state database distribution nmechani sm
for flooding this information throughout the topology. The |ink-
state type field of the Opaque LSA identifies the LSA' s range of
topol ogi cal distribution. This range is referred to as the Fl ooding
Scope.

It is envisioned that an inplenentation of the Opaque option provides
an application interface for 1) encapsul ating application-specific
information in a specific Opaque type, 2) sending and receiving
application-specific information, and 3) if required, inform ng the
application of the change in validity of previously received

i nformati on when topol ogi cal changes are detected.

2.1 Oganization O This Docunent
This docunent first defines the three types of Opaque LSAs foll owed
by a description of OSPF packet processing. The packet processing

sections include nodifications to the flooding procedure and to the
nei ghbor state nachi ne. Appendi x A then gives the packet fornats.
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3.0 The Opaque LSA

Opaque LSAs are types 9, 10 and 11 link-state advertisenments. Opaque
LSAs consist of a standard LSA header followed by a 32-bit aligned
application-specific information field. Standard |ink-state database
fl oodi ng nmechani sns are used for distribution of Qpaque LSAs. The
range of topological distribution (i.e., the flooding scope) of an
Opaque LSA is identified by its link-state type. This section
docunents the floodi ng of Opaque LSAs.

The fl oodi ng scope associated with each Opaque link-state type is
defined as foll ows.

0 Link-state type 9 denotes a |link-local scope. Type-9 Opaque
LSAs are not fl ooded beyond the | ocal (sub)network

o Link-state type 10 denotes an area-local scope. Type-10 Opaque
LSAs are not fl ooded beyond the borders of their associated area.

0 Link-state type 11 denotes that the LSA is flooded throughout
t he Aut ononmous System (AS). The fl oodi ng scope of type-11
LSAs are equivalent to the flooding scope of AS-external (type-5)
LSAs. Specifically type-11 Opaque LSAs are 1) fl ooded throughout
all transit areas, 2) not flooded into stub areas fromthe
backbone and 3) not originated by routers into their connected
stub areas. As with type-5 LSAs, if a type-11 Opaque LSA is
received in a stub area froma nei ghboring router within the
stub area the LSA is rejected.

The link-state I D of the OQpaque LSA is divided into an Opaque type
field (the first 8 bits) and a type-specific ID (the renmaining 24
bits). The packet format of the Opaque LSA is given in Appendix A
Section 7.0 describes Opaque type allocation and assignment.

The responsibility for proper handling of the OQpaque LSA' s fl ooding
scope is placed on both the sender and receiver of the LSA. The
receiver nmust always store a valid received Opaque LSA in its |ink-
state database. The receiver nust not accept Opaque LSAs that

viol ate the flooding scope (e.g., a type-11 (donmai n-wi de) Opaque LSA
is not accepted in a stub area). The flooding scope effects both the
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synchroni zati on of the |ink-state database and the fl oodi ng
procedure.

The follow ng describes the nodifications to these procedures that
are necessary to insure confornmance to the Opaque LSA' s Scoping
Rul es.

3.1 Flooding Opaque LSAs

The fl oodi ng of Opaque LSAs nust follow the rules of Flooding Scope
as specified in this section. Section 13 of [OSPF] describes the
OSPF fl oodi ng procedure. The followi ng describes the OQpaque LSA' s
type-specific flooding restrictions.

o If the Opaque LSA is type 9 (the flooding scope is link-1ocal)
and the interface that the LSA was received on is not the same as
the target interface (e.g., the interface associated with a
particul ar target neighbor), the Opaque LSA nust not be flooded
out that interface (or to that neighbor). An inplenentation
shoul d keepk track of the IP interface associated with each
Opaque LSA having a link-local flooding scope.

o If the Opaque LSA is type 10 (the flooding scope is area-local)
and the area associated with Opaque LSA (upon reception) is not
the sane as the area associated with the target interface, the
Opaque LSA nmust not be flooded out the interface. An
i mpl erent ati on should keep track of the OSPF area associ at ed
wi th each Opaque LSA having an area-l|ocal flooding scope.

o If the Opaque LSA is type 11 (the LSA is flooded throughout the
AS) and the target interface is associated with a stub area the
Opaque LSA nust not be flooded out the interface. A type-11
Opaque LSA that is received on an interface associated with a
stub area must be di scarded and not acknow edged (the
nei ghboring router has flooded the LSA in error).

When opaque-capabl e routers and non-opaque-capabl e OSPF routers are
m xed together in a routing domain, the Opaque LSAs are not fl ooded
to the non-opaque-capabl e routers. As a general design principle,
optional OSPF advertisements are only flooded to those routers that
under stand t hem

An opaque-capabl e router learns of its neighbor’s opaque capability
at the begi nning of the "Database Exchange Process" (see Section 10.6
of [OSPF], receiving Database Description packets froma neighbor in
state ExStart). A neighbor is opaque-capable if and only if it sets
the Obit in the Options field of its Database Description packets;
the Obit is not set in packets other than Database Description
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packets. Then, in the next step of the Database Exchange process,
Opaque LSAs are included in the Database sunmary list that is sent to
t he nei ghbor (see Sections 3.2 below and 10.3 of [OSPF]) if and only
i f the neighbor is opaque capable.

When fl oodi ng Opaque-LSAs to adj acent nei ghbors, a opaque-capabl e
router | ooks at the neighbor’s opaque capability. Opaque LSAs are
only flooded to opaque-capabl e nei ghbors. To be nore precise, in
Section 13.3 of [OSPF], Opaque LSAs are only placed on the link-state
retransm ssion |lists of opaque-capabl e nei ghbors. However, when send
ing Link State Update packets as nulticasts, a non-opaque-capabl e

nei ghbor may (inadvertently) receive Qpaque LSAs. The non-opaque-
capabl e router will then sinply discard the LSA (see Section 13 of

[ CSPF], receiving LSAs havi ng unknown LS types).

3.2 Modifications To The Nei ghbor State Machine

The state nmachine as it exists in section 10.3 of [COSPF] renmins
unchanged except for the action associated with State: ExStart,
Event: Negoti ati onDone which is where the Database sunmary list is
built. To incorporate the Opaque LSA in OSPF this action is changed
to the follow ng.

State(s): ExStart
Event: Negoti ati onDone
New state: Exchange

Action: The router nust list the contents of its entire area
i nk-state database in the nei ghbor Database sunmary
list. The area |link-state database consists of the
Rout er LSAs, Network LSAs, Sunmary LSAs and types 9 and
10 Opaque LSAs contained in the area structure, along
with AS External and type-11 Opaque LSAs contained in
the global structure. AS External and type-11 Opaque
LSAs are onmitted froma virtual neighbor’s Database
sunmary list. AS External LSAs and type-11 Opaque LSAs
are onmitted fromthe Database summary list if the area
has been configured as a stub area (see Section 3.6 of
[ CSPF]) .

Type-9 OQpaque LSAs are onitted fromthe Database summary
list if the interface associated with the neighbor is
not the interface associated with the Opaque LSA (as

not ed upon reception).
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Any advertisenent whose age is equal to MaxAge is
omtted fromthe Database sunmary list. It is instead
added to the neighbor’s link-state retransm ssion |ist.
A summary of the Database summary list will be sent to
t he nei ghbor in Database Description packets. Each
Dat abase Description Packet has a DD sequence nunber,
and is explicitly acknow edged. Only one Dat abase
Descri ption Packet is allowed to be outstanding at any
one tine. For nore detail on the sending and receiving
of Dat abase Description packets, see Sections 10.6 and
10.8 of [OsSPF].

4.0 Protocol Data Structures

The OQpaque option is described herein in ternms of its operation on
various protocol data structures. These data structures are included
for explanatory uses only, and are not intended to constrain an

i npl enentation. In addition to the data structures listed below, this
specification references the various data structures (e.g., OSPF

nei ghbors) defined in [ CSPF].

In an OSPF router, the following itemis added to the list of globa
OSPF data structures described in Section 5 of [CSPF]:

0 Opaque capability. Indicates whether the router is running the
Opaque option (i.e., capable of storing Opaque LSAs). Such a
router will continue to inter-operate with non-opaque-capabl e
OSPF routers.

4.1 Additions To The OSPF Nei ghbor Structure

The OSPF nei ghbor structure is defined in Section 10 of [CSPF]. In
an opaque-capabl e router, the following itens are added to the OSPF
nei ghbor structure:

0 Nei ghbor Options. This field was already defined in the OSPF
speci fication. However, in opaque-capable routers there is a new
option which indicates the neighbor’s Opaque capability. This new
option is learned in the Database Exchange process through
reception of the neighbor’s Database Description packets, and
det ermi nes whet her Opaque LSAs are fl ooded to the neighbor. For a
nore detailed explanation of the flooding of the Opaque LSA see
section 3 of this docunent.
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5.0 Managenent Consi derations

This section identifies the current OSPF M B [ OSPFM B] capabilities
that are applicable to the Opaque option and lists the additiona
managenent information which is required for its support.

Opaque LSAs are types 9, 10 and 11 link-state advertisenents. The
link-state I D of the OQpaque LSA is divided into an Opaque type field
(the first 8 bits) and a type-specific ID (the remaining 24 bits).
The packet format of the Opaque LSA is given in Appendix A The
range of topological distribution (i.e., the flooding scope) of an
Opaque LSAis identified by its link-state type.

o0 Link-State type 9 Opaque LSAs have a link-1ocal scope. Type-9
Opaque LSAs are flooded on a single |local (sub)network but are
not flooded beyond the | ocal (sub)network

0 Link-state type 10 OQpaque LSAs have an area-local scope. Type-10
Opaque LSAs are flooded throughout a single area but are not
fl ooded beyond the borders of the associated area.

0 Link-state type 11 Opaque LSAs have an Aut ononous- System w de
scope. The flooding scope of type-11 LSAs are equivalent to the
floodi ng scope of AS-external (type-5) LSAs.

The OSPF M B provides a nunmber of objects that can be used to nmanage
and nonitor an OSPF router’s Link-State Database. The ones that are
rel evant to the Opaque option are as foll ows.

The ospf General G oup defines two objects for keeping track of newy
originated and newy received LSAs (ospfOigi nateNewLsas and
ospf RxNewLsas respectively).

The OSPF M B defines a set of optional traps. The ospfOriginatelsa
trap signifies that a new LSA has been originated by a router and

t he ospf MaxAgelLsa trap signifies that one of the LSAs in the
router’s link-state database has aged to MaxAge

The ospf AreaTabl e descri bes the configured paraneters and

curmul ative statistics of the router’s attached areas. This table

i ncludes a count of the nunmber of LSAs contained in the area’s

i nk-state database (ospfArealLsaCount), and a sumof the LSA's LS
checksuns contained in this area (ospfAreaLsaCksunSunm). This sum
can be used to deternine if there has been a change in a router’s

i nk-state database, and to conpare the |ink-state database of two
routers.
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The ospflLsdbTabl e descri bes the OSPF Process’s |ink-state database
(excluding AS-external LSAs). Entries in this table are indexed
with an Area ID, a link-state type, a link-state ID and the
originating router’s Router 1D

The managenent objects that are needed to support the Opaque option
are as foll ows.

An Opaque-option-enabl ed object is needed to indicate if the Opaque
option is enabled on the router.

The origination and reception of new Opaque LSAs shoul d be
reflected in the counters ospfOigi nateNewisas and ospf RxNewLsas
(inclusive for types 9, 10 and 11 Opaque LSAs).

If the OSPF trap option is supported, the origination of new Qpaque
LSAs and purgi ng of MaxAge Opaque LSAs should be reflected in the
ospf Ori gi nateLsa and ospf MaxAgelLsa traps (inclusive for types 9, 10
and 11 Opaque LSAs).

The nunber of type-10 Opaque LSAs should be reflected in
ospf AreaLsaCount; the checksunms of type-10 Opaque LSAs shoul d be
i ncl uded in ospf AreaLsaChksunSum

Type-10 Opaque LSAs should be included in the ospflLsdbTable. Note
that this table does not include a nethod of exam ning the Opaque

type field (in the Opaque option this is a sub-field of the Iink-

state ID).

Up until now, LSAs have not had a link-local scope so there is no
met hod of requesting the nunber of, or exam ning the LSAs that are
associ ated with a specific OSPF interface. A new group of
managenent objects are required to support type-9 Opaque LSAs.
These obj ects should include a count of type-9 Opaque LSAs, a
checksum sum and a table for displaying the |ink-state database for
type-9 OQpaque LSAs on a per-interface basis. Entries in this table
shoul d be indexed with an Area ID, interface's | P address, Opaque
type, link-state ID and the originating router’s Router |D

Prior to the introduction of type-11 Opaque LSAs, AS-Externa
(type-5) LSAs have been the only link-state types which have an

Aut ononobus- Syst em wi de scope. A new group of objects are required
to support type-11 Opaque LSAs. These objects should include a
count of type-11 Opaque LSAs, a type-11 checksum sum and a table
for displaying the type-11 |ink-state database. Entries in this
tabl e should be indexed with the Opaque type, link-state I D and the
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originating router’s Router ID. The type-11 |ink-state database
table will allow type-11 LSAs to be displayed once for the router
rat her than once in each non-stub area.

6.0 Security Considerations

There are two types of issues that need be addressed when | ooking at
protecting routing protocols from m sconfigurations and malicious
attacks. The first is authentication and certification of routing
protocol information. The second is denial of service attacks
resulting fromrepetitive origination of the same router
advertisenent or origination a |arge nunber of distinct
advertisenents resulting in database overflow. Note that both of

t hese concerns exist independently of a router’s support for the
Opaque opti on.

To address the authentication concerns, OSPF protocol exchanges are
aut henticated. OSPF supports nultiple types of authentication; the
type of authentication in use can be configured on a per network
segnent basis. One of OSPF s authentication types, nanmely the

Crypt ographi ¢ authentication option, is believed to be secure agai nst
passi ve attacks and provide significant protection against active
attacks. When using the Cryptographic authentication option, each
router appends a "nessage digest" to its transmtted OSPF packets.
Recei vers then use the shared secret key and received digest to
verify that each received OSPF packet is authentic

The quality of the security provided by the Cryptographic

aut henti cation opti on depends conpletely on the strength of the
message digest algorithm (MD5 is currently the only nessage di gest

al gorithm specified), the strength of the key being used, and the
correct inplenentation of the security nmechanismin all comrunicating
OSPF i nplementations. It also requires that all parties maintain the
secrecy of the shared secret key. None of the standard OSPF

aut hentication types provide confidentiality. Nor do they protect
against traffic analysis. For nore information on the standard OSPF
security nechani sns, see Sections 8.1, 8.2, and Appendi x D of [ OSPF].

[DIA] describes the extensions to OSPF required to add digital
signature authentication to Link State data and to provide a
certification nechanismfor router data. [D @] also describes the
added LSA processing and key managenent as well as a nethod for
mgration from or co-existence with, standard OSPF V2.

Repetitive origination of advertisenments are addressed by OSPF by
mandating a limt on the frequency that new instances of any
particul ar LSA can be originated and accepted during the fl oodi ng
procedure. The frequency at which new LSA i nstances nmay be
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originated is set equal to once every MnLSInterval seconds, whose
value is 5 seconds (see Section 12.4 of [OSPF]). The frequency at
whi ch new LSA i nstances are accepted during flooding is once every
M nLSArrival seconds, whose value is set to 1 (see Section 13,
Appendi x B and G 5 of [OSPF]).

Proper operation of the OSPF protocol requires that all OSPF routers
mai ntain an identical copy of the OSPF |ink-state database. However
when the size of the Iink-state database beconmes very |arge, sone
routers may be unable to keep the entire database due to resource
shortages; we termthis "database overflow'. Wen database overflow
is anticipated, the routers with limted resources can be
acconmodat ed by configuring OSPF stub areas and NSSAs. [ OVERFLOW
details a way of gracefully handling unanticipated database

overfl ows.

7.0 | ANA Consi derations

Opaque types are naintained by the | ANA.  Extensions to OSPF which
require a new Opaque type nust be reviewed by the OSPF wor ki ng group
In the event that the OSPF working group has di sbanded the review
shal | be performed by a recomrended Designated Expert.

Following the policies outlined in [I ANA], Opaque type values in the
range of 0-127 are allocated through an | ETF Consensus acti on and
Opaque type values in the range of 128-255 are reserved for private
and experinental use.
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Appendi x A: OSPF Data formats

Thi s appendi x describes the format of the Options Field foll owed by
t he packet format of the Opaque LSA

A.1 The Options Field

The OSPF Options field is present in OSPF Hell o packets, Database
Description packets and all link-state advertisements. The Options
field enables OSPF routers to support (or not support) optiona
capabilities, and to communi cate their capability level to other OSPF
routers. Through this mechanismrouters of differing capabilities can
be nmixed within an OSPF routing donain

When used in Hello packets, the Options field allows a router to
reject a neighbor because of a capability msmatch. Alternatively,
when capabilities are exchanged in Database Description packets a
router can choose not to forward certain |ink-state advertisenments to
a nei ghbor because of its reduced functionality. Lastly, listing
capabilities in link-state advertisenents allows routers to forward
traffic around reduced functionality routers by excluding themfrom
parts of the routing table calculation

Six bits of the OSPF Options field have been assigned, although only
the Obit is described completely by this neno. Each bit is
described briefly below Routers should reset (i.e., clear)
unrecogni zed bits in the Options field when sending Hello packets or
Dat abase Description packets and when originating link-state

adverti senents. Conversely, routers encountering unrecogni zed Option
bits in received Hell o Packets, Database Description packets or
link-state advertisenents should ignore the capability and process

t he packet/advertisement normally.

The Options Field

E-bit
This bit describes the way AS-external -LSAs are fl ooded, as
described in Sections 3.6, 9.5, 10.8 and 12.1.2 of [CGSPF].

MC- bi t

This bit describes whether IP nmulticast datagrans are forwarded
according to the specifications in [ MOSPF].
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N P- bi t
This bit describes the handling of Type-7 LSAs, as specified in
[ NSSA] .

DC- bi t

This bit describes the router’s handling of demand circuits, as
specified in [ DEM]] .

EA- bi t
This bit describes the router’s willingness to receive and
forward External - Attributes-LSAs, as specified in [EAL].

O bit
This bit describes the router’s willingness to receive and
forward Opaque-LSAs as specified in this docunent.

A. 2 The Opaque LSA

Opaque LSAs are Type 9, 10 and 11 link-state advertisenents. These
adverti senents may be used directly by OSPF or indirectly by sone
application wishing to distribute information throughout the OSPF
domain. The function of the Opaque LSA option is to provide for
future extensibility of OSPF.

Opaque LSAs contain sone nunber of octets (of application-specific
data) padded to 32-bit alignnment. Like any other LSA, the Opaque LSA
uses the link-state database distribution nmechanismfor flooding this
i nformati on throughout the topology. However, the Opaque LSA has a
floodi ng scope associated with it so that the scope of flooding nmay
be link-local (type 9), area-local (type 10) or the entire OSPF
routing domain (type 11). Section 3 of this docunment describes the
fl oodi ng procedures for the Opaque LSA
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0 1 2 3
01234567890123456789012345678901
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| LS age | Opti ons | 9, 10 or 11 |
B T e o i S I i i S S N iy St S I S S
Opaque Type | Opaque 1D |

T e i i e e e e b o S S SR N SR
| Adverti sing Router |
i T i i e e e e e S et o i s o SR R S
| LS Sequence Number |
B T e o i S I i i S S N iy St S I S S
| LS checksum | Length |
e e i i e e e i S S S e
+
+

Opaque | nformation

— — +—

Li nk- St ate Type

The link-state type of the Opaque LSA identifies the LSA's range of
topol ogi cal distribution. This range is referred to as the Fl ooding
Scope. The followi ng explains the flooding scope of each of the
link-state types.

0 A value of 9 denotes a link-local scope. Opaque LSAs with a
Iink-1ocal scope are not flooded beyond the |ocal (sub)network.

o A value of 10 denotes an area-local scope. Opaque LSAs with a
area-1 ocal scope are not flooded beyond the area that they are
originated into.

0 A value of 11 denotes that the LSA is fl ooded throughout the
Aut ononbus System (e.g., has the sane scope as type-5 LSAs).
Opaque LSAs with AS-wi de scope are not flooded into stub areas.

Syntax OF The Opaque LSA's Link-State ID
The link-state I D of the OQpaque LSA is divided into an Opaque Type
field (the first 8 bits) and an Opaque ID (the renmining 24 bits).

See section 7.0 of this docunent for a description of Opaque type
al | ocati on and assi gnment.
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Appendi x B. Full Copyright Statenent
Copyright (C) The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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