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c. to avoid del ayi ng the advancenent and depl oynent of other Internet
standards-track protocols which require the ability to query, but
not update, LDAPv3 directory servers.

Readers are hereby warned that until mandatory authentication
mechani sns are standardi zed, clients and servers witten according to
this specification which make use of update functionality are

UNLI KELY TO | NTEROPERATE, or MAY | NTEROPERATE ONLY | F AUTHENTI CATI ON
| S REDUCED TO AN UNACCEPTABLY WEAK LEVEL.

| mpl enentors are hereby di scouraged from depl oyi ng LDAPv3 clients or
servers which i npl enent the update functionality, until a Proposed
Standard for nmandatory aut hentication in LDAPv3 has been approved and
publ i shed as an RFC

2. Abstract

The Lightweight Directory Access Protocol (LDAP) [1] requires that
the contents of AttributeValue fields in protocol elenents be octet
strings. This docunent defines a set of syntaxes for LDAPv3, and the
rules by which attribute values of these syntaxes are represented as
octet strings for transm ssion in the LDAP protocol. The syntaxes
defined in this docunent are referenced by this and other documents
that define attribute types. This docunent al so defines the set of
attribute types which LDAP servers shoul d support.

3. Overview

Thi s docunent defines the franework for devel opi ng schemas for
directories accessible via the Lightweight Directory Access Protocol

Schena is the collection of attribute type definitions, object class
definitions and other information which a server uses to determ ne
how to match a filter or attribute value assertion (in a conpare
operation) against the attributes of an entry, and whether to permt
add and nodi fy operations.

Section 4 states the general requirenments and notations for attribute
types, object classes, syntax and matching rule definitions.

Section 5 lists attributes, section 6 syntaxes and section 7 object
cl asses.

Addi tional docunents define schemas for representing real-world
objects as directory entries.
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4. General |ssues

Thi s docunent describes encodings used in an Internet protocol.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [4].

Attribute Type and Object Cass definitions are witten in a string
representation of the AttributeTypeDescription and

hj ect A assDescription data types defined in X 501(93) [3].

I mpl enentors are strongly advised to first read the description of
how schema is represented in X 500 before reading the rest of this
docunent .

4.1. Common Encodi ng Aspects

For the purposes of defining the encoding rules for attribute
syntaxes, the following BNF definitions will be used. They are based
on the BNF styles of RFC 822 [13].

a ="a" [/ "b" [ "c" [ "d" [ "e" [ “f" [ "g" [/ "h" [ "i" [/
B T A G A R A o o Y AN ¢ R Ao R A o R A o L A
T R S A U L A VA A A G A A A A B S
"B/ "C [/ "D/ "E" /[ “F" /[ "G [ "H [ """ [ "3
"KL/ "M "N ro P ) " "R TS
n Tll / n UI / n \/ll / n W / n Xll / n YII / n le
d ="o" / 1"/ "2" / "3 4"
5"/ “e" [/ "7t/ "8 [ "9"
hex-di git = d/ "a" [/ "b* [/ "c" [ "d" [ "e" [ "f" [
n All / n Bll / n CI / n DI / n Ell / n Fll
k =al/ d/ "-"
p =a/ d/ ety o o
-t Forr e [t
letterstring = 1*a
nunericstring = 1*d
anhstring = 1*k
keystring = a [ anhstring ]
printablestring = 1*p
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space = 1*" "

whsp = [ space ]

utf8 = <any sequence of octets formed fromthe UTF-8 [9]
transformation of a character from |SOL0646 [ 10] >

dstring = 1*utf8

gdstring = whsp "' " dstring "'" whsp

gdstringli st = [ qdstring *( qdstring ) ]

gdstrings = qdstring / ( whsp "(" qgdstringlist ")" whsp )

In the following BNF for the string representation of OBJECT

| DENTI FI ERs, descr is the syntactic representati on of an object
descriptor, which consists of letters and digits, starting with a
letter. An OBJECT IDENTIFIER in the nunericoid format shoul d not
have | eading zeroes (e.g. "0.9.3" is pernitted but "0.09.3" should
not be generated).

When encoding 'oid elenents in a value, the descr encoding option
SHOULD be used in preference to the nunericoid. An object descriptor
is a nore readable alias for a nunmber OBJECT | DENTI FI ER, and these
(where assigned and known by the inplenentation) SHOULD be used in
preference to nunmeric oids to the greatest extent possible. Exanples
of object descriptors in LDAP are attribute type, object class and
mat chi ng rul e namnes.

oid descr / nunericoid

descr keystring

nuneri coi d nunericstring *( "." nunericstring )

whsp oi d whsp

woi d

; set of oids of either form

oi ds =wid/ ( "(" oidlist ")" )

oi dlist =wid *( "$" woid)

; object descriptors used as schema el enent nanes

gdescrs = qdescr / ( whsp "(" qdescrlist ")" whsp )
gdescrli st = [ qdescr *( qdescr ) ]
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gdescr = whsp "'" descr "'" whsp
4.2. Attribute Types

The attribute types are described by sanple values for the subschema
"attributeTypes" attribute, which is witten in the
AttributeTypeDescription syntax. Wile |ines have been folded for
readability, the values transferred in protocol would not contain
new i nes.

The AttributeTypeDescription is encoded according to the foll ow ng
BNF, and the productions for oid, qdescrs and qdstring are given in
section 4.1. Inplenentors should note that future versions of this
docunent nmay have expanded this BNF to include additional terns.
Terms which begin with the characters "X-" are reserved for private
experinments, and MUST be foll owed by a <qdstrings>.

AttributeTypeDescription = "(" whsp

nuneri coi d whsp ; AttributeType identifier
[ "NAVE" qgdescrs ] ; name used in AttributeType
[ "DESC' qdstring ] ; description
[ "OBSCLETE" whsp ]
[ "SUP" woid ] ; derived fromthis other

; AttributeType
"EQUALI TY" woid ; Matchi ng Rul e nane
" ORDERI NG' woi d ; Matchi ng Rul e nane
"SUBSTR" woi d ] ; Matchi ng Rul e nane
" SYNTAX" whsp noidlen whsp ] ; see section 4.3
"SI NGLE- VALUE" whsp ] ; default nmulti-val ued
" COLLECTI VE" whsp ] ; default not collective
"NO USER- MODI FI CATI ON' whsp ]; default user nodifiable
"USAGE" whsp AttributeUsage ]; default userApplications

— —— ——————

whsp ")"
AttributeUsage =
"user Appl i cations" /
"di rectoryQperation” /
"distributedOperation" / ; DSA-shared
"dSAQper ati on" ; DSA-specific, value depends on server

Servers are not required to provide the same or any text in the
description part of the subschema val ues they naintain. Servers
SHOULD provide at |east one of the "SUP' and "SYNTAX" fields for each
AttributeTypeDescription.

Servers MJUST inplenment all the attribute types referenced in sections
5.1, 5.2 and 5. 3.
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Servers MAY recogni ze additional nanes and attributes not listed in
this docunent, and if they do so, MJST publish the definitions of the
types in the attributeTypes attribute of their subschenma entries.

Schema devel opers MJST NOT create attribute definitions whose nanes
conflict with attributes defined for use with LDAP in existing
st andards-track RFCs.

An AttributeDescription can be used as the value in a NAME part of an
AttributeTypeDescription. Note that these are case insensitive.

Note that the AttributeTypeDescription does not list the matching
rul es which can can be used with that attribute type in an
extensi bl eMatch search filter. This is done using the

mat chi ngRul eUse attribute described in section 4.5.

Thi s docunent refines the schema description of X 501 by requiring
that the syntax field in an AttributeTypeDescription be a string
representation of an OBJECT | DENTI FI ER for the LDAP string syntax
definition, and an optional indication of the nmaxi numIlength of a
val ue of this attribute (defined in section 4.3.2).

4.3. Syntaxes

This section defines general requirenents for LDAP attribute val ue
syntax encodi ngs. Al docunents defining attribute syntax encodi ngs
for use with LDAP are expected to conformto these requirenents.

The encoding rules defined for a given attribute syntax nust produce
octet strings. To the greatest extent possible, encoded octet
strings should be usable in their native encoded form for display
purposes. In particular, encoding rules for attribute syntaxes
defini ng non-bi nary val ues shoul d produce strings that can be

di splayed with little or no translation by clients inplenenting LDAP
There are a few cases (e.g. audio) however, when it is not sensible
to produce a printable representation, and clients MJST NOT assune
that an unrecogni zed syntax is a string representation

In encodi ngs where an arbitrary string, not a Distinguished Narme, is
used as part of a larger production, and other than as part of a

Di sti ngui shed Nane, a backsl ash quoting mechanismis used to escape
the follow ng separator synbol character (such as """, "$" or "#") if
it should occur in that string. The backslash is followed by a pair
of hexadecimal digits representing the next character. A backsl ash
itself in the string which fornms part of a larger syntax is always
transmitted as '\5C or '\5c’. An exanple is given in section 6.27.
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Syntaxes are al so defined for nmatching rul es whose assertion val ue
syntax is different fromthe attribute val ue syntax.

4.3.1 Binary Transfer of Values

This encoding format is used if the binary encoding is requested by
the client for an attribute, or if the attribute syntax nane is
"1.3.6.1.4.1.1466.115.121.1.5". The contents of the LDAP
AttributeValue or AssertionValue field is a BER encoded i nstance of
the attribute value or a matching rule assertion value ASN. 1 data
type as defined for use with X.500. (The first byte inside the OCTET
STRI NG wrapper is a tag octet. However, the OCTET STRINGis stil
encoded in primtive form)

Al'l servers MJST inplenent this formfor both generating attribute
val ues in search responses, and parsing attribute values in add,
conmpare and nodify requests, if the attribute type is recognized and
the attribute syntax nane is that of Binary. Cients which request
that all attributes be returned fromentries MJIST be prepared to
receive values in binary (e.g. userCertificate;binary), and SHOULD
NOT sinply display binary or unrecogni zed val ues to users.

4.3.2. Syntax Object ldentifiers
Syntaxes for use with LDAP are nanmed by OBJECT | DENTI FI ERs, which are
dotted-deci mal strings. These are not intended to be displayed to

users.

noidlen = nunericoid [ "{" len "}" ]

I en nunericstring

The following table lists some of the syntaxes that have been defined
for LDAP thus far. The H R colum suggests whether a value in that
syntax would likely be a human readable string. Cdients and servers
need not inplenment all the syntaxes |listed here, and MAY i npl enent

ot her synt axes.

O her docunents may define additional syntaxes. However, the
definition of additional arbitrary syntaxes is strongly deprecated
since it will hinder interoperability: today' s client and server

i mpl enent ati ons generally do not have the ability to dynam cally
recogni ze new syntaxes. |In nost cases attributes will be defined
with the syntax for directory strings.
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Val ue bei ng represented H R OBJECT | DENTI FI ER

ACl Item
Access Poi nt
Attribute Type Description

. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.

Audi o . 1466. 115. 121.
Bi nary . 1466. 115. 121.
Bit String . 1466. 115. 121.
Bool ean . 1466. 115. 121.
Certificate . 1466. 115. 121.

CoOo~NOO~WNE

Certificate List

Certificate Pair

Country String

DN

Data Quality Syntax

Del i very Met hod

Directory String

DIT Content Rule Description
DIT Structure Rule Description
DL Submit Pernission

DSA Quality Syntax

DSE Type

Enhanced Cui de

Facsim | e Tel ephone Nunber

. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.

Fax . 1466. 115. 121.

CGeneralized Tine . 1466. 115. 121. 1. 24
Qui de .1466. 115. 121.1. 25
I A5 String . 1466. 115.121. 1. 26
| NTEGER . 1466. 115. 121. 1. 27
JPEG .1466. 115. 121. 1. 28

. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.
. 1466. 115. 121.

LDAP Syntax Description

LDAP Schema Definition

LDAP Schema Description

Mast er And Shadow Access Points
Mat chi ng Rul e Description

Mat chi ng Rul e Use Description
Mai | Preference

VHS OR Address

Modi fy Rights

Name And Optional U D

Name Form Descri ption

Nuneric String

bj ect Class Description
Cctet String

ab

O her Mail box

Post al Address

Prot ocol |Information

PRERPRPRPRRRERRRRERERERRRERERRRERERERRERERERRERERERRRERERERRRERERRRERRRRE

S S S i e S S S e S S e S R S e S S S S S R i
PRERPRPRPRRRERRRRERERERRRERERRRERERERRERERERRERERERRRERERERRRERERRRERRRRE

K<L Z KL Z KL K K LKLK<KZZZ<K<Z22Z2<<2Z
bl il ol il sl i i sl el all ol lle il ol el sl i el ol lib i sl i ol nlle i anlie anli e il e ol ol il anlie i
RPRRRPRRPRRPRPRRRPREPRPRPRRPRREPRPRPRRPRRPREPRPRRPRRERPRRREPREPRPRRPRRREPREPRRERREPREPRRRERRERRRRERE
PRrPRERPERPERERRPRPREPEPRERRRERERERERERPRRPRPREERRERERPRPRPERPRRERERERRRERRERERERERRPRRERRERRERRPRERERRERE
N
w
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Present ati on Address Y 1.3.6.1.4.1.1466.115.121.1. 43
Printable String Y 1.3.6.1.4.1.1466.115.121.1. 44
Substring Assertion Y 1.3.6.1.4.1.1466.115.121.1.58
Subtree Specification Y 1.3.6.1.4.1.1466.115.121.1. 45
Supplier Information Y 1.3.6.1.4.1.1466.115.121.1. 46
Supplier O Consuner Y 1.3.6.1.4.1.1466.115.121.1. 47
Suppl i er And Consuner Y 1.3.6.1.4.1.1466.115.121.1. 48
Supported Al gorithm N 1.3.6.1.4.1.1466.115.121.1.49
Tel ephone Nunber Y 1.3.6.1.4.1.1466.115.121.1.50
Tel etex Term nal ldentifier Y 1.3.6.1.4.1.1466.115.121.1.51
Tel ex Number Y 1.3.6.1.4.1.1466.115.121.1.52
UTC Ti e Y 1.3.6.1.4.1.1466.115.121.1.53

A suggested m ni num upper bound on the nunber of characters in val ue
with a string-based syntax, or the nunber of bytes in a value for al
ot her syntaxes, may be indicated by appendi ng this bound count inside
of curly braces follow ng the syntax nanme’s OBJECT I DENTIFIER in an
Attribute Type Description. This bound is not part of the syntax
nane itself. For instance, "1.3.6.4.1.1466.0{64}" suggests that
server inplementations should allow a string to be 64 characters

I ong, although they may allow |l onger strings. Note that a single
character of the Directory String syntax may be encoded in nore than
one byte since UTF-8 is a variabl e-1ength encodi ng.

4.3.3. Syntax Description

The following BNF may be used to associate a short description with a
syntax OBJECT | DENTI FI ER. | npl enmentors should note that future
versions of this docunment may expand this definition to include
additional terns. Terns whose identifier begins with "X-" are
reserved for private experinments, and MJIST be foll owed by a
<qdstrings>.

Synt axDescription = "(" whsp
nunericoi d whsp
[ "DESC' qdstring ]
whsp ")"

4.4. (bject O asses

The format for representation of object classes is defined in X 501
[3]. In general every entry will contain an abstract class ("top" or
"alias"), at least one structural object class, and zero or nore
auxiliary object classes. Whether an object class is abstract,
structural or auxiliary is defined when the object class identifier
is assigned. An object class definition should not be changed

wi t hout having a new identifier assigned to it.
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bj ect class descriptions are witten according to the foll ow ng BNF.
| mpl enmentors should note that future versions of this document nay
expand this definition to include additional terms. Termnms whose
identifier begins with "X-" are reserved for private experinents, and
MUST be foll owed by a <qdstrings> encodi ng.

bj ect d assDescription = "(" whsp

nuneri coi d whsp ; ObjectC ass identifier
"NAME" qdescrs ]
"DESC' qdstring ]
" OBSOLETE" whsp ]
"SUP" oids ] ; Superior (bjectd asses
( "ABSTRACT" / "STRUCTURAL" / "AUXILIARY" ) whsp ]

; default structura
[ "MJST" oids ] ; AttributeTypes
"MAY" oids ] ; AttributeTypes

whsp ")"

— ————

These are described as sanple values for the subschema

"obj ect Cl asses" attribute for a server which inplenents the LDAP
schenma. Wiile lines have been folded for readability, the val ues
transferred in protocol would not contain newines.

Servers SHOULD i npl enent all the object classes referenced in section
7, except for extensibleCbject, which is optional. Servers MY

i mpl ement addi tional object classes not listed in this docunent, and
if they do so, MJUST publish the definitions of the classes in the

obj ectC asses attribute of their subschema entries.

Schena devel opers MJST NOT create object class definitions whose
nanes conflict with attributes defined for use with LDAP in existing
standards-track RFCs.

4.5. Matching Rul es

Mat ching rules are used by servers to conpare attribute val ues

agai nst assertion val ues when perform ng Search and Conpare
operations. They are also used to identify the value to be added or
del eted when nodi fying entries, and are used when conparing a
purported distinguished nanme with the nanme of an entry.

Most of the attributes given in this docunent will have an equality
mat chi ng rul e defi ned.

Mat ching rul e descriptions are witten according to the follow ng
BNF. Inplenmentors should note that future versions of this docunent
may have expanded this BNF to include additional ternms. Termnms whose
identifier begins with "X-" are reserved for private experinents, and
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MUST be followed by a <qdstrings> encodi ng.

Mat chi ngRul eDescription = "(" whsp
nunericoid whsp ; MtchingRule identifier
[ "NAVE' qgdescrs ]
[ "DESC' qdstring ]
[ "OBSOLETE" whsp ]
" SYNTAX" nunericoid
whsp ")"

Val ues of the matchingRul eUse Iist the attributes which are suitable
for use with an extensible nmatching rule.

Mat chi ngRul eUseDescription = "(" whsp
numericoid whsp ; MtchingRule identifier
[ "NAVE" qgdescrs ]
[ "DESC' qdstring ]
[ "OBSCLETE" ]
"APPLI ES" oi ds ; AttributeType identifiers
whsp ")"

Servers whi ch support matching rules and the extensibl eMat ch SHOULD
i npl ement all the matching rules in section 8.

Servers MAY inpl enent additional matching rules not listed in this
docunent, and if they do so, MJST publish the definitions of the

mat ching rules in the matchingRul es attribute of their subschena
entries. If the server supports the extensibl evatch, then the server
MUST publish the rel ationship between the matching rul es and
attributes in the matchi ngRul eUse attri bute.

For exanple, a server which inplenents a privatel y-defined matching
rule for performi ng sound-alike matches on Directory String-val ued
attributes would include the following in the subschema entry
(1.2.3.4.5 is an exanple, the O D of an actual matching rule would be
different):

mat chi ngRul e: ( 1.2.3.4.5 NAME ' soundAl i keMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

If this matching rule could be used with the attributes 2.5.4.41 and
2.5.4.15, the followi ng would al so be present:

mat chi ngRul eUse: ( 1.2.3.4.5 APPLIES (2.5.4.41 $ 2.5.4.15) )

Wahl, et. al. St andards Track [ Page 11]
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A client could then nake use of this matching rule by sending a
search operation in which the filter is of the extensibleMatch
choice, the matchingRule field is "soundAl i keMatch", and the type
field is "2.5.4.41" or "2.5.4.15".

5. Attribute Types

Al'l LDAP server inplenentations MJIST recognize the attribute types
defined in this section.

Servers SHOULD al so recogni ze all the attributes fromsection 5 of
[12].

5.1. Standard Operational Attributes

Servers MUST nmmi ntain values of these attributes in accordance with
the definitions in X 501(93).

5.1. 1. createTinestanp

This attribute SHOULD appear in entries which were created using the
Add operati on.

( 2.5.18.1 NAME 'createTi nestanp’ EQUALITY generalizedTi neMat ch
ORDERI NG gener al i zedTi neOr deri nghat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 24
SI NGLE- VALUE NO- USER- MODI FI CATI ON USACE directoryQOperation )

5.1. 2. nodifyTi mestanp

This attribute SHOULD appear in entries which have been nodified
using the Modify operation.

( 2.5.18.2 NAME 'nodi fyTi mestanp’ EQUALI TY general i zedTi meMat ch
ORDERI NG gener al i zedTi neOr der i nghat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 24
SI NGLE- VALUE NO- USER- MODI FI CATI ON USAGE di rectoryQperation )

5.1.3. creatorsNane

This attribute SHOULD appear in entries which were created using the
Add operati on.

( 2.5.18.3 NAME ’'creatorsNane’ EQUALITY distingui shedNaneMat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
SI NGLE- VALUE NO- USER- MODI FI CATI ON USACE directoryQOperation )
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5.1.4. nodifiersName

This attribute SHOULD appear in entries which have been nodified
usi ng the Mdify operation

( 2.5.18.4 NAME 'nodi fiersNanme’ EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.12
SI NGLE- VALUE NO- USER- MODI FI CATI ON USACE di rectoryQOperation )

5.1.5. subschemaSubentry

The value of this attribute is the nane of a subschenma entry (or
subentry if the server is based on X 500(93)) in which the server
makes avail able attributes specifying the schena.

( 2.5.18.10 NAME ' subschemaSubentry’
EQUALI TY di sti ngui shedNanmeMat ch
SYNTAX 1.3.6.1.4.1.1466.115. 121. 1. 12 NO USER- MODI FI CATI ON
SI NGLE- VALUE USACE di rectoryQOperation )

5.1.6. attributeTypes
This attribute is typically located in the subschema entry.
( 2.5.21.5 NAME '"attributeTypes
EQUALI TY obj ectldentifierFirst Conponent Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.3 USACGE directoryQOperation )
5.1.7. objectd asses
This attribute is typically located in the subschema entry.
( 2.5.21.6 NAME ' objectd asses
EQUALI TY obj ectldentifierFirstConmponent Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 37 USAGE directoryQperation )
5.1.8. matchingRul es
This attribute is typically located in the subschema entry.
( 2.5.21.4 NAME ' mat chi ngRul es

EQUALI TY obj ectldentifierFirstConponent Vat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 30 USAGE directoryQperation )
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5.1.9. matchi ngRul eUse

This attribute is typically located in the subschema entry.
( 2.5.21.8 NAME ' mat chi ngRul eUse’
EQUALI TY obj ectldentifierFirstConponent Vat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 31 USAGE directoryQperation )

5.2. LDAP Qperational Attributes
These attributes are only present in the root DSE (see [1] and [3]).
Servers MJST recogni ze these attribute names, but it is not required
that a server provide values for these attributes, when the attribute
corresponds to a feature which the server does not inplenent.

5.2.1. nam ngContexts

The val ues of this attribute correspond to naning contexts which this

server masters or shadows. |f the server does not naster any
information (e.g. it is an LDAP gateway to a public X 500 directory)
this attribute will be absent. |If the server believes it contains

the entire directory, the attribute will have a single value, and
that value will be the enpty string (indicating the null DN of the
root). This attribute will allow a client to choose suitable base
obj ects for searching when it has contacted a server

( 1.3.6.

1. 466. 101. 120. 5 NAME ' nam ngCont ext s
SYNTAX 1.

4,
3. .4.1.1466. 115.121. 1. 12 USAGE dSACperation )

1.1
6.1
5.2.2. altServer

The values of this attribute are URLs of other servers which nay be
contacted when this server becones unavailable. |f the server does
not know of any other servers which could be used this attribute wll
be absent. Cdients nmay cache this information in case their preferred
LDAP server |ater becones unavail abl e.

( 1.3.6.1.4.
1. 3.

1466. 101. 120. 6 NAME ' al t Server’
SYNTAX 1

1
6.1.4.1.1466. 115.121. 1. 26 USAGE dSAQperation )
5. 2. 3. supportedExt ensi on

The values of this attribute are OBJECT | DENTI FI ERs identifying the
supported extended operations which the server supports.

If the server does not support any extensions this attribute will be
absent .
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1466. 101. 120. 7 NAME ' support edExt ensi on

( 1.3.6.1.4.1.
3.6.1.4.1.1466. 115. 121. 1. 38 USAGE dSAOper ati on )

SYNTAX 1.

9]

.2.4. supportedContro

The values of this attribute are the OBJECT | DENTI FI ERs identifying
controls which the server supports. |f the server does not support
any controls, this attribute will be absent.

( 1.3.6.

1. 466. 101. 120. 13 NAME ' support edContr ol
SYNTAX 1.

4,
3. .4.1.1466. 115. 121. 1. 38 USAGE dSACperation )

1.1
6.1
5.2.5. supportedSASLMechani sns

The values of this attribute are the names of supported SASL
mechani sms whi ch the server supports. |If the server does not support
any nechanisns this attribute will be absent.

1466. 101. 120. 14 NAME ' support edSASLMechani sns’

( 1.3.6.1.4.1.
3.6.1.4.1.1466. 115. 121. 1. 15 USAGE dSAOper ati on )

SYNTAX 1.

9]

. 2.6. supportedLDAPVersi on

The values of this attribute are the versions of the LDAP protoco
whi ch the server inplenents.

( 1.3.6.1.4

.1.1466. 101. 120. 15 NAME ' support edLDAPVer si on
SYNTAX 1. 3. 6.

1.4.1.1466.115.121.1.27 USAGE dSAQperation )
5. 3. LDAP Subschema Attribute

This attribute is typically located in the subschema entry.
5.3. 1. | dapSyntaxes

Servers MAY use this attribute to list the syntaxes which are
i mpl enented. Each val ue corresponds to one syntax.

( 1.3.6.1.4.1.1466.101. 120. 16 NAME ' | dapSynt axes
EQUALI TY obj ectldentifierFirstConmponent Mat ch
SYNTAX 1.3.6.1.4.1.1466.115. 121. 1. 54 USAGE directoryQperation )
5.4. X. 500 Subschena attributes
These attributes are located in the subschema entry. Al servers

SHOULD recogni ze their nanme, although typically only X 500 servers
will inmplenent their functionality.
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5.4.1. dlI TStructureRul es

( 2.5.21.1 NAME "dI TStructureRul es’ EQUALITY i ntegerFirstConponent Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.17 USAGE directoryQperation )

5.4.2. nameForns
( 2.5.21.7 NAME ' naneFor s’
EQUALI TY obj ectldentifierFirst Conponent Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.35 USAGE directoryQperation )
5.4.3. ditContentRul es
( 2.5.21.2 NAME ' dIl TCont ent Rul es
EQUALI TY obj ectldentifierFirst Conponent Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.16 USAGE directoryQperation )
6. Synt axes
Servers SHOULD recogni ze all the syntaxes described in this section
6.1. Attribute Type Description
( 1.3.6.1.4.1.1466.115.121.1.3 DESC ' Attribute Type Description’ )

Values in this syntax are encoded according to the BNF given at the
start of section 4.2. For exanple,

( 2.5.4.0 NAME ’'objectd ass
SYNTAX 1.3.6.1.4.1.1466.115.121.1.38 )

6.2. Binary
( 1.3.6.1.4.1.1466.115.121.1.5 DESC 'Binary’ )
Values in this syntax are encoded as described in section 4.3.1.
6.3. Bit String
( 1.3.6.1.4.1.1466.115.121.1.6 DESC 'Bit String )
Values in this syntax are encoded according to the foll ow ng BNF:
bitstring = """ *binary-digit "’ B"

bi nary-digit ="0" / "1"
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Exanpl e:
’0101111101' B
6. 4. Bool ean
( 1.3.6.1.4.1.1466.115.121.1.7 DESC ' Bool ean’ )
Values in this syntax are encoded according to the follow ng BNF:
bool ean = "TRUE" / "FALSE"

Bool ean val ues have an encoding of "TRUE" if they are logically true,
and have an encodi ng of "FALSE" ot herwi se.

6.5. Certificate
( 1.3.6.1.4.1.1466.115.121.1.8 DESC 'Certificate )

Because of the changes from X 509(1988) and X. 509(1993) and
addi ti onal changes to the ASN. 1 definition to support certificate
extensions, no string representation is defined, and values in this
syntax MJST only be transferred using the binary encoding, by
requesting or returning the attributes with descriptions
"userCertificate; binary" or "caCertificate;binary". The BNF notation
in RFC 1778 for "User Certificate" is not recormended to be used.

6.6. Certificate List
( 1.3.6.1.4.1.1466.115.121.1.9 DESC 'Certificate List’ )

Because of the inconpatibility of the X 509(1988) and X 509(1993)
definitions of revocation lists, values in this syntax MJST only be
transferred using a binary encoding, by requesting or returning the
attributes with descriptions "certificateRevocationList; bi nary" or
"aut hori tyRevocationList; binary". The BNF notation in RFC 1778 for
"Authority Revocation List" is not recommended to be used.

6.7. Certificate Pair
( 1.3.6.1.4.1.1466.115.121.1.10 DESC ’'Certificate Pair’ )
Because the Certificate is being carried in binary, values in this
syntax MJST only be transferred using a binary encodi ng, by
requesting or returning the attribute description

"crossCertificatePair; binary". The BNF notation in RFC 1778 for
"Certificate Pair" is not reconmended to be used.
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6.8. Country String
( 1.3.6.1.4.1.1466.115.121.1.11 DESC 'Country String' )

A value in this syntax is encoded the sane as a value of Directory
String syntax. Note that this syntax is linmted to values of exactly
two printable string characters, as listed in | SO 3166 [ 14].

CountryString =p p

Exanpl e:
us

6.9. DN
( 1.3.6.1.4.1.1466.115.121.1.12 DESC 'DN )

Val ues in the Distinguished Nanme syntax are encoded to have the
representation defined in [5]. Note that this representation is not
reversible to an ASN. 1 encoding used in X 500 for Distinguished
Names, as the CHO CE of any DirectoryString elenent in an RDN is no
| onger known.

Exanpl es (from[5]):
CN=Steve Kille, O=l sode Linmited, C=GB
OU=Sal es+CN=J. Smith, O=Wdget Inc., C=US
CN=L. Eagl e, O=Sue\, Grabbit and Runn, C=GB
CN=Bef or e\ ODAf t er , O=Test , C=GB
1.3.6.1.4.1. 1466. 0=#04024869, O=Test, C=GB
SN=Lu\ C4\ 8Di \ C4\ 87

6.10. Directory String
( 1.3.6.1.4.1.1466.115.121.1.15 DESC 'Directory String' )
A string in this syntax is encoded in the UTF-8 form of |1SO 10646 (a
superset of Unicode). Servers and clients MJST be prepared to
recei ve encodings of arbitrary Unicode characters, including
characters not presently assigned to any character set.

For characters in the PrintableString form the value is encoded as
the string value itself.

If it is of the TeletexString form then the characters are

transliterated to their equivalents in Universal String, and encoded
in UTF-8 [9].
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If it is of the Universal String or BMPString forns [10], UTF-8 is
used to encode them

Note: the formof DirectoryString is not indicated in protocol unless
the attribute value is carried in binary. Servers which convert to
DAP MUST choose an appropriate form Servers MJST NOT reject val ues
nmerely because they contain | egal Unicode characters outside of the
range of printable ASCII.

Exanpl e:
This is a string of DirectoryString containing #! %@
6.11. DIT Content Rule Description
( 1.3.6.1.4.1.1466.115.121.1.16 DESC 'DI T Content Rule Description )
Values in this syntax are encoded according to the foll ow ng BNF.

| mpl enentors should note that future versions of this docunent nay
have expanded this BNF to include additional terns.

Dl TCont ent Rul eDescri ption = "("

nuneri coi d ; Structural ObjectClass identifier
"NAME" qdescrs ]
"DESC' qdstring ]

[

[

[ "OBSCLETE" ]

[ "AUX" oids ] ; Auxiliary Objectd asses

[ "MJST" oids ] ; AttributeType identifiers
[ "MAY" oids ] ; AttributeType identifiers
[ "NOT" oids ] ; AttributeType identifiers
)

6.12. Facsimle Tel ephone Nunber

( 1.3.6.1.4.1.1466.115.121.1.22 DESC ' Facsi m | e Tel ephone Nunber’ )
Values in this syntax are encoded according to the follow ng BNF:
f ax- nunber = printablestring [ "$" faxparanmeters ]
faxparaneters = faxparm/ ( faxparm"$" faxparaneters )
faxparm = "twoDi mensional " / "fineResolution" /

"unlimtedLength" /
"b4Lengt h" / "a3Wdth" / "b4Wdth" / "unconpressed”
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In the above, the first printablestring is the tel ephone nunber,
based on E. 123 [15], and the faxparm tokens represent fax paraneters.

6. 13. Fax
( 1.3.6.1.4.1.1466.115.121.1.23 DESC ' Fax’ )

Values in this syntax are encoded as if they were octet strings
containing G oup 3 Fax inmages as defined in [7].

6.14. Ceneralized Tine
( 1.3.6.1.4.1.1466.115.121.1.24 DESC ' Ceneralized Tine' )
Values in this syntax are encoded as printable strings, represented
as specified in X.208. Note that the time zone nust be specified.
It is strongly recommended that GMI tinme be used. For exanpl e,
1994121610327
6.15. I A5 String
( 1.3.6.1.4.1.1466.115.121.1.26 DESC 'I A5 String' )
The encoding of a value in this syntax is the string value itself.
6. 16. | NTEGER
( 1.3.6.1.4.1.1466.115.121.1.27 DESC ' | NTEGER )
Values in this syntax are encoded as the decinal representation of
their values, with each decinmal digit represented by the its
character equivalent. So the nunber 1321 is represented by the
character string "1321".
6.17. JPEG
( 1.3.6.1.4.1.1466.115.121.1.28 DESC ' JPEG )

Values in this syntax are encoded as strings containing JPEG i mages
in the JPEG File Interchange Format (JFIF), as described in [8].

6.18. Matching Rul e Description
( 1.3.6.1.4.1.1466.115.121.1.30 DESC ' Matching Rul e Description’ )

Val ues of type matchi ngRul es are encoded as strings according to the
BNF given in section 4.5.
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6.19. Matching Rule Use Description

( 1.3.6.1.4.1.1466.115.121.1. 31 DESC ' Matching Rul e Use Descri ption’
)

Val ues of type natchi ngRul eUse are encoded as strings according to
the BNF given in section 4.5.

6.20. MHS OR Address
( 1.3.6.1.4.1.1466.115.121.1.33 DESC ' MHS OR Address’ )

Values in this syntax are encoded as strings, according to the fornat
defined in [11].

6.21. Nanme And Optional U D
( 1.3.6.1.4.1.1466.115.121.1.34 DESC 'Nane And Optional UD )
Values in this syntax are encoded according to the follow ng BNF:
NameAndOpti onal U D = Di stingui shedName [ "#" bitstring ]
Al though the '# character nmay occur in a string representation of a
di stingui shed nane, no additional special quoting is done. This
syntax has been added subsequent to RFC 1778.
Exanpl e:
1.3.6.1.4.1. 1466. 0=#04024869, O=Test, C=GB#' 0101’ B
6.22. Narme Form Description
( 1.3.6.1.4.1.1466.115.121.1.35 DESC ' Name Form Description’ )
Values in this syntax are encoded according to the foll ow ng BNF.
| mpl enentors should note that future versions of this docunent nay
have expanded this BNF to include additional terns.
NameFor mDescription = "(" whsp
nunericoid whsp ; NameFormidentifier
[ "NAVE" qgdescrs ]

[ "DESC' qdstring ]
[ "OBSOLETE" whsp ]

"OC' woi d Structural Objectd ass
"MUST" oids AttributeTypes
[ "MAY" oids ] AttributeTypes

whsp ")"
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6.23. Numeric String
( 1.3.6.1.4.1.1466.115.121.1.36 DESC 'Nuneric String' )

The encoding of a string in this syntax is the string value itself.
Exanpl e:

1997
6.24. (Object O ass Description
( 1.3.6.1.4.1.1466.115.121.1.37 DESC ' Object O ass Description’ )

Values in this syntax are encoded according to the BNF in section
4. 4.

6.25. AD
( 1.3.6.1.4.1.1466.115.121.1.38 DESC ' A D )

Values in the Object Identifier syntax are encoded according to
the BNF in section 4.1 for "oid"

Exanpl e:

1.2.3.4
cn

6.26. O her Mil box
( 1.3.6.1.4.1.1466.115.121.1.39 DESC ' O her Muil box’ )

Values in this syntax are encoded according to the follow ng BNF:

ot her Mai | box = mai |l box-type "$" mail box
mai | box-type = printablestring
mai | box = <an encoded | A5 String>
In the above, mmil box-type represents the type of mail systemin
which the mail box resides, for exanple "MCIMail"; and mailbox is the
actual mailbox in the mail system defined by mail box-type.
6.27. Postal Address

( 1.3.6.1.4.1.1466.115.121.1.41 DESC ' Postal Address’ )
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Values in this syntax are encoded according to the foll ow ng BNF:
postal -address = dstring *( "$" dstring )

In the above, each dstring conponent of a postal address value is

encoded as a value of type Directory String syntax. Backslashes and

dol lar characters, if they occur in the conponent, are quoted as

described in section 4.3. Many servers limt the postal address to

six lines of up to thirty characters.

Exanpl e:

1234 Main St.$Anyt own, CA 12345$USA
\ 241, 000, 000 Sweepst akes$PO Box 1000000$Anyt own, CA 12345$USA

6.28. Presentation Address
( 1.3.6.1.4.1.1466.115.121.1.43 DESC ' Presentati on Address’ )

Values in this syntax are encoded with the representati on described
in RFC 1278 [6].

6.29. Printable String
( 1.3.6.1.4.1.1466.115.121.1.44 DESC ' Printable String’ )
The encoding of a value in this syntax is the string value itself.
PrintableString is limted to the characters in production p of
section 4.1.
Exanpl e:

This is a PrintableString

6.30. Tel ephone Nunmber
( 1.3.6.1.4.1.1466.115.121.1.50 DESC ' Tel ephone Nunber’ )
Values in this syntax are encoded as if they were Printable String
types. Tel ephone nunbers are recomended in X. 520 to be in
international form as described in E 123 [15].

Exanpl e:

+1 512 305 0280
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6.31. UTC Tinme
( 1.3.6.1.4.1.1466.115.121.1.53 DESC ' UTC Tine’ )
Values in this syntax are encoded as if they were printable strings

with the strings containing a UTCTine value. This is historical; new
attribute definitions SHOULD use GeneralizedTi ne instead.

6.32. LDAP Syntax Description
( 1.3.6.1.4.1.1466.115.121. 1. 54 DESC ' LDAP Syntax Description’ )

Values in this syntax are encoded according to the BNF in section
4, 3. 3.

6.33. DIT Structure Rule Description

( 1.3.6.1.4.1.1466.115.121.1.17 DESC 'DI T Structure Rule Description’
)

Val ues with this syntax are encoded according to the follow ng BNF:

DI TSt ruct ureRul eDescription = "(" whsp
rul eidentifier whsp ; DITStructureRule identifier

[ "NAVE" qgdescrs ]

[ "DESC' qdstring ]

[ "OBSCLETE" whsp ]

"FORM' woi d whsp ; NameForm

[ "SUP" ruleidentifiers whsp | ; superior DITStructureRul es

II)II
rul eidentifier = integer

ruleidentifiers = ruleidentifier |
"(" whsp ruleidentifierlist whsp ")"

ruleidentifierlist = [ ruleidentifier *( ruleidentifier ) ]

7. (bject O asses

Servers SHOULD recogni ze all the nanes of standard cl asses from
section 7 of [12].

7.1. Extensible Object Cass
The extensibl eObj ect object class, if present in an entry, permits

that entry to optionally hold any attribute. The MAY attribute |ist
of this class is inplicitly the set of all attributes.
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( 1.3.6.1.4.1.1466.101. 120. 111 NAME ’ ext ensi bl e(bj ect’
SUP top AUXI LI ARY )

The mandatory attributes of the other object classes of this entry
are still required to be present.

Note that not all servers will inplenent this object class, and those
whi ch do not will reject requests to add entries which contain this
object class, or nodify an entry to add this object class.

7.2. subschema
This object class is used in the subschenma entry.

( 2.5.20.1 NAME 'subschena’ AUXI LI ARY
MAY ( dI TStructureRules $ nameFornms $ ditContentRules $
objectClasses $ attributeTypes $ matchi ngRules $
mat chi ngRul eUse ) )

The | dapSynt axes operational attribute may al so be present in
subschenma entries.

8. Matching Rul es

Servers which i npl enent the extensiblevatch filter SHOULD al | ow al |
the matching rules listed in this section to be used in the
extensi bl eMatch. I n general these servers SHOULD al | ow mat chi ng
rules to be used with all attribute types known to the server, when
the assertion syntax of the matching rule is the same as the val ue
syntax of the attribute.

Servers MAY inplement additional matching rules.
8.1. Matching Rules used in Equality Filters
Servers SHOULD be capabl e of performng the follow ng matching rules.

For all these rules, the assertion syntax is the same as the val ue
synt ax.

( 2.5.13.0 NAME ' objectldentifierMtch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.38 )

If the client supplies a filter using an objectldentifierMtch whose
mat chValue oid is in the "descr" form and the oid is not recognized
by the server, then the filter is Undefined.

( 2.5.13.1 NAME ' di sti ngui shedNaneMat ch’
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.4.1.1466. 115.121.1.12 )

' casel gnoreMat ch’
.4.1.1466. 115.121.1.15 )

"nunericStringhat ch’
.4.1.1466. 115.121.1.36 )

' casel gnor elLi st Mat ch’
.4.1.1466. 115.121.1.41 )

i nteger Mat ch’
.4.1.1466. 115.121. 1. 27 )

"bitStringhatch’
.4.1.1466.115.121.1.6 )

"t el ephoneNunber Mat ch’
.4.1.1466. 115.121.1.50 )

' present ati onAddr essiat ch’
.4.1.1466.115.121.1.43)

" uni queMenber Mat ch’
.4.1.1466. 115.121.1.34 )

" protocol | nformati onvat ch’
.4.1.1466.115.121.1.42 )

"general i zedTi neMat ch’
.4.1.1466. 115.121.1.24 )

1.3.6.1.4.1.1466. 109. 114. 1 NAME ' caseExact | A5Mat ch’
SYNTAX 1.3.6.1.4.1.1466. 115.121.1. 26 )

1.3.6.1.4.1.1466. 109. 114. 2 NAME ’ casel gnor el A5Mat ch’
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26 )

When perform ng the casel gnoreMatch, casel gnoreli st Match,

t el ephoneNunber Mat ch,

caseExact | ASvat ch and casel gnor el ASMat ch,

mul ti pl e adj oi ni ng whi tespace characters are treated the sane as an
and | eading and trailing whitespace is ignored.

i ndi vi dual

space,

Cients MUST NOT assune that servers are capable of transliteration
of Uni code val ues.
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8.2. Matching Rules used in Inequality Filters

Servers SHOULD be capabl e of perform ng the follow ng matching rules,
which are used in greaterOrEqual and | essOrEqual filters

( 2.5.13.28 NAME ’'generalizedTi neOrderi nghat ch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.24 )

( 2.5.13.3 NAME 'casel gnhoreOrderi nghat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )

The sort ordering for a casel gnoreOrderingMatch is inplenentation-
dependent.

8.3. Syntax and Matching Rules used in Substring Filters
The Substring Assertion syntax is used only as the syntax of
assertion values in the extensible match. It is not used as the
syntax of attributes, or in the substring filter
( 1.3.6.1.4.1.1466.115.121.1.58 DESC ' Substring Assertion’ )

The Substring Assertion is encoded according to the foll ow ng BNF:

substring = [initial] any [final]

initial = val ue
any - ll*ll *(Val ue ll*ll)
final = val ue

The <val ue> production is UTF-8 encoded string. Should the backsl ash
or asterix characters be present in a production of <value> they are
quot ed as described in section 4.3.

Servers SHOULD be capabl e of perform ng the follow ng matching rules,
which are used in substring filters.

( 2.5.13.4 NAME ' casel gnoreSubstri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.58 )

( 2.5.13.21 NAME 'tel ephoneNunber Subst ri ngshat ch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.58 )

( 2.5.13.10 NAME 'nunericStringSubstringsiatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.58 )
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8.4. Matching Rules for Subschema Attributes

9.

Servers which all ow subschema entries to be nodified by clients MJST
support the following matching rules, as they are the equality
mat ching rules for several of the subschenma attributes.

( 2.5.13.29 NAME 'integerFirst Conponent Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27 )

( 2.5.13.30 NAME ’objectldentifierFirstConponent Mat ch’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.38 )

| mpl enentors should note that the assertion syntax of these natching
rules, an INTECER or O D, is different fromthe val ue syntax of
attributes for which this is the equality matching rule.

If the client supplies an extensible filter using an

obj ectldentifierFirstConponent Match whose matchValue is in the
"descr" form and the O D is not recognized by the server, then the
filter is Undefined.

Security Considerations

9.1. Disclosure

Attributes of directory entries are used to provide descriptive

i nformati on about the real-world objects they represent, which can be
peopl e, organi zations or devices. Mbst countries have privacy | aws
regarding the publication of information about people.

9.2. Use of Attribute Values in Security Applications

The transformati ons of an AttributeValue value fromits X 501 formto
an LDAP string representation are not always reversible back to the
same BER or DER form An exanple of a situation which requires the
DER form of a distinguished nane is the verification of an X 509
certificate.

For exanpl e, a distinguished nane consisting of one RDN with one AVA
in which the type is conmonNanme and the value is of the TeletexString
choice with the letters *Sami would be represented in LDAP as the
string CN=Sam  Anot her distingui shed nane in which the value is
still *Sami but of the PrintableString choice would have the sane
representati on CN=Sam

Applications which require the reconstruction of the DER form of the
val ue SHOULD NOT use the string representation of attribute syntaxes
when converting a value to LDAP format. Instead it SHOULD use the
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Bi nary syntax.
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13. Full Copyright Statenent
Copyright (C) The Internet Society (1997). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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