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PPP Defl ate Protoco
Status of This Meno

This meno provides information for the Internet comunity. This neno
does not specify an Internet standard of any kind. Distribution of
this meno is unlinted.

Abstract

The Poi nt-to-Point Protocol (PPP) [1] provides a standard nethod for
transporting nmulti-protocol datagrans over point-to-point |inks.

The PPP Conpression Control Protocol [2] provides a nmethod to
negotiate and utilize conpression protocols over PPP encapsul at ed
I'i nks.

Thi s docunent describes the use of the PPP Deflate conpression
protocol for conpressing PPP encapsul ated packets.
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1. Introduction

The 'deflate’ conpression format[3], as used by the PKZI P and gzip
conpressors and as enbodied in the freely and w dely distributed
zlib[4] library source code, has the follow ng features:

- an apparently unencunbered encodi ng and conpressi on
algorithm wth an open and publically-available
speci fication.

- | ow overhead escape nechani smfor inconpressible data. The
PPP Defl ate specification offers options to reduce that
over head further.

- heavily used for many years in networks, on nodem and ot her

1996

point-to-point links to transfer files for personal conputers

and wor kst ati ons.

- easily achieves 2:1 conpression on the Cal gary corpus[5]
using |l ess than 64KBytes of nenory on both sender and
receive.

1.1. Licensing

The zlib source is widely and freely avail able, subject to the
foll owi ng copyright:

(CQ 1995 Jean-Loup Gailly and Mark Adl er

This software is provided "as-is’, w thout any express or inplied
warranty. In no event will the authors be held Iiable for any

damages arising fromthe use of this software

Permission is granted to anyone to use this software for any

pur pose, including comrercial applications, and to alter it and

redistribute it freely, subject to the following restrictions

1. The origin of this software nust not be m srepresented; you
must not claimthat you wote the original software. |If you

use this software in a product, an acknow edgnment in the
product docunentation would be appreciated but is not
required.

2. Altered source versions nust be plainly narked as such, and

must not be mi srepresented as being the original software.
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3. This notice may not be renobved or altered fromany source
di stribution.

Jean-Loup Gailly Mar k Adl er
gzi p@rep.ai.mt.edu madl er @l umi . cal t ech. edu

If you use the zlib library in a product, we woul d appreciate
*not* receiving lengthy | egal docunents to sign. The sources are
provided for free but without warranty of any kind. The library
has been entirely witten by Jean-Loup Gailly and Mark Adler; it
does not include third-party code.

The deflate fornmat and conpression algorithmare based on Lenpel -Ziv
LZ77 conpression; extensive research has been done by the GNU Project
and the Portabl e Network Graphics working group supporting its patent
free status.

2. PPP Defl ate Packets

Bef ore any PPP Defl ate packets may be communi cated, PPP nust reach
t he Network-Layer Protocol phase, and the CCP Control Protocol nust
reach the Opened state.

Exactly one PPP Defl ate datagramis encapsulated in the PPP
Information field, where the PPP Protocol field contains OxFD or
OxFB. OxFD is used when the PPP nultilink protocol is not used or
"above" multilink. OxFB is used "below' nultilink, to conpress

i ndependently on individual links of a nmultilink bundle.

The maxi num | ength of the PPP Defl ate datagramtransnitted over a PPP
link is the sanme as the maxinumlength of the Information field of a
PPP encapsul at ed packet.

Only packets with PPP Protocol nunbers in the range 0x0000 to Ox3FFF
and neither OxFD nor OxFB are conpressed. Oher PPP packets are

al ways sent unconpressed. Control packets are infrequent and should
not be conpressed for robustness.

Paddi ng
PPP Defl ate packets require the previous negotiation of the Self-
Descri bi ng- Paddi ng Configuration Option [6] if padding is added to

packets. |If no padding is added, than Self-Describing-Padding is
not required.
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Reliability and Sequenci ng

Woods

PPP Deflate requires the packets to be delivered in sequence. It
relies on Reset-Request and Reset-Ack LCP packets or on
renegoti ati on of the Conpression Control Protocol [2] to indicate
| oss of synchroni zation between the transmitter and receiver. The
LCP FCS detects corrupted packets and the nornmal nechanisns
discard them M ssing or out of order packets are detected by the
sequence nunmber in each packet. The packet sequence nunber ought
to be checked before decodi ng the packet.

Instead of transmitting a Reset-Request packet when detecting a
sequence error, the receiver MAY nonentarily force CCP to drop out
of the Opened state by transnmitting a new CCP Confi gure-Request.
This method i s nore expensive than using Reset-Requests.

When the receiver first encounters an unexpected sequence nunber
it SHOULD send a Reset-Request LCP packet as defined in the
Conpression Control Protocol. Wen the transmitter sends the
Reset - Ack or when the receiver receives a Reset-ACK, they nust
reset the sequence nunber to zero, clear the conpression

di ctionary, and resune sending and receiving conpressed packets.
The recei ver MIST discard all conpressed packets after detecting
an error and until it receives a Reset-Ack. This strategy can be
t hought of as abandoni ng the transm ssion of one "file" and
starting the transmission of a new "file."

The transmitter nust clear its conpression history and respond
with a Reset-Ack each tinme it receives a Reset-Request, because it
cannot know if previ ous Reset-Acks reached the receiver. The
recei ver need not do anything to its history when it receives a
Reset - Ack, because the transmitter will sinply not refer to any
prior history ('deflate’ is a sliding-w ndow conpressor).

When the link is busy, one deconpression error is usually followed
by several nore before the Reset-Ack can be received. It is
undesirable to transmt Reset-Requests nore frequently than the
round-trip-time of the link, because redundant Reset-Requests
cause unnecessary conpression dictionary clearing. The receiver
MAY transmit an additional Reset-Request each tinme it receives a
conpressed or unconpressed packet until it finally receives a
Reset - Ack, but the receiver ought not transnit another Reset-
Request until the Reset-Ack for the previous one is late. The
receiver MJST transnmit enough Reset-Request packets to ensure that
the transnmitter receives at |east one. For exanple, the receiver
m ght choose to not transmit another Reset-Request until after one
second (or, of course, a Reset-Ack has been received and
deconpressi on resuned).
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Dat a Expansi on

Woods

"Deflate’, as used in this standard, expands inconpressible data
by approxi mately 14-18 bytes (8 bytes worst-case at the 'deflate
level, two further bytes for the ’deflate’ end-of-block and the
zero-1ength synchroni zati on bl ock header, two bytes of sequence
nunber, and two bytes to account for adding the PPP Protocol Field
to the transmitted data unit).

The BSD Conpress draft proposal[7] describes an escape nechani sm
for inconpressible data that trades off a layering violation for
the irritating conplications of variable and potentially

unpredi ctabl e effective MRU | engths. That direct escape nechani sm
(and nuch of the text of its description) is used here as well.

If an inconpressible data packet does not fit within the MRU of
the Iink, the packet MJST be sent in its original formw thout CCP
encapsul ati on; PPP packets with significant data expansion that do
not exceed the MRU of the Iink SHOULD be sent in their origina
formwi thout CCP encapsulation. In both of these cases, the
transmtter must increnment the sequence nunber, as future
encapsul at ed packets will depend on the correct reception of somne
nunber of unencapsul ated packets.

When a PPP packet is received with PPP Protocol nunbers in the
range 0x0000 to Ox3FFF, (except, of course, OxFD and OxFB) it is
assuned that the packet woul d have caused expansion. The packet
is locally added to the conpression history. (G ven the
definition of the "deflate’ format, a convenient nethod of doing
this is to locally "deconpress"” a stored-bl ock header of the
appropriate length, followed by the actual data bl ock; or the data
can sinply be appended to the receiver’'s history, depending on

i mpl erent ation details.)

Sendi ng i nconpressi bl e packets in their native encapsul ation
avoi ds maxi mumtransnission unit conplications. |f unconpressed
packets could be larger than their native form then it would be
necessary for the upper layers of an inplenentation to treat the
PPP link as if it had a srmaller MIU, to ensure that conpressed

i nconpressi bl e packets are never |arger than the negoti ated PPP
MTU.

Usi ng native encapsul ation for inconpressible packets conplicates
the inplenentation. The transnmitter and the receiver must start
putting information into the conpression dictionary starting with
the sane packets, wi thout relying upon seeing a conpressed packet
for synchroni zation. The first few packets after clearing the
dictionary are usually inconpressible, and so are likely to sent
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in their native encapsul ation, just |ike packets before
conpression is turned on. |If CCP or LCP packets are handl ed
separately from Network-Layer packets (e.g. a "daermon" for contro
packets and "kernel code" for data packets), care must be taken to
ensure that the transmtter synchronizes clearing the dictionary
with the transm ssion of the configure-ACK or Reset-Ack that
starts conpression, and the receiver nmust sinmlarly ensure that
its dictionary is cleared before it processes the next packet.

2.1. Packet Format
A sunmary of the PPP Defl ate packet format is shown bel ow.
The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| PPP Pr ot ocol | Sequence |
B Lt r s i i i o o T s ks S R S

| Data ..
+- - - - - - - -+

PPP Pr ot ocol

The PPP Protocol field is described in the Point-to-Point Protoco
Encapsul ation [1].

When the PPP Defl ate conpression protocol is successfully
negoti ated by the PPP Conpression Control Protocol [2], the val ue
of the protocol field is OxFD or OxFB. This value MAY be
conpressed when Protocol - Fi el d- Conpressi on i s negoti at ed.

Sequence

The sequence nunber is sent nost significant octet first. It
starts at 0 when the dictionary is cleared, and is increnented by
1 for each packet, including unconpressed packets. The sequence
nunber after 65535 is zero. |In other words, the sequence nunber
"wraps” in the usual way.

The sequence nunber ensures that |ost or out of order packets do
not cause the conpression databases of the peers to becone
unsynchroni zed. When an unexpected sequence nunber is
encountered, the dictionaries nust be resynchronized with a CCP
Reset - Request or Configure-Request. The packet sequence nunber
can be checked before a conpressed packet is decoded.
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Dat a

Woods

The conpressed PPP encapsul ated packet, consisting of the Protoco
and Data fields of the original, unconpressed packet foll ows.

The Protocol field conpression MJST be applied to the protoco
field in the original packet before the sequence nunber is
conmputed or the entire packet is conpressed, regardl ess of whether
the PPP protocol field conpression has been negotiated. Thus, if
the original protocol nunber was |ess than 0x100, it nust be
conmpressed to a single byte.

The basic format of the conpressed data is precisely described by
the ' Deflate’ Conpressed Data Format Specification[3]. Each
transmitted packet nust begin at a 'deflate’ bl ock boundary, to
ensure synchroni zati on when i nconpressible data resets the
transmitter’s state; to ensure this, each transmtted packet nust
be termnated with a zero-length 'deflate’ non-conpressed bl ock
(BTYPE of 00). This nmeans that the |ast four bytes of the
conpressed format nust be 0x00 0x00 OxFF OxFF. These bytes MJST
be renoved before transmission; the receiver can reinsert themif
required by the inplenentation
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3.

Configuration Option Fornat

Description

The CCP PPP Deflate Configuration Option negotiates the use of PPP
Deflate on the link. By default or ultinmate disagreenent, no
conpression is used.

A summary of the PPP Deflate Configuration Option format is shown
below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| Type | Length | Wndow | Met hod] vVBZ | Chk]|
B T e o i S I i i S S N iy St S I S S

Type
26 for PPP Defl ate.

Length
3

W ndow
Represents the maxi num wi ndow si ze the deconpressor is willing to
al | ocate; expressed as the base-2 logarithmof the LZ77 wi ndow
size, mnus 8 'Deflate’ conpliant deconpressors nust be willing

to accept the maxi num 32KB wi ndow si ze, represented by a val ue of
7. A ’deflate’ conpliant conpressor is at liberty to use a
reduced wi ndow size, so a PPP Defl ate conpressor MJST either honor
the restriction requested or reject the option.

Met hod
Must be the binary nunber 1000. Represents the 'zlib’" Conpression
Met hod identifier of "8 for "deflate conpression with up to 32K
wi ndow si ze.

MBZ

Must be all O bits.
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Chk
Must be 00 to specify sequence number check nethod.
Security Considerations
Security issues are not discussed in this neno.
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