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Aut ononbus Syst em Confederations for BGP
Status of this Meno

This meno defines an Experinental Protocol for the Internet
community. This neno does not specify an Internet standard of any
ki nd. Discussion and suggestions for inprovement are requested.

Di stribution of this meno is unlimnted.

Abstract

Border Gateway Protocol [1] is an inter-autononmous systemrouting
protocol designed for TCP/IP networks.

Thi s docunent describes an extension to BGP which nay be used to
create a confederation of autononous systens which is represented as
one single autononbus systemto BGP peers external to the

conf ederati on.

The intention of this extension is to aid in policy administration
and reduce the managenent conplexity of maintaining a |arge
aut ononous system

The extension this docunent describes is w dely deployed in the
I nternet today.

I nt roducti on

It may be useful to subdivide autononous systens with a very large
nunber of BGP speakers into snmaller domains for purposes of
controlling routing policy via information contained in the BGP
AS PATH attribute. For exanple, one nay chose to consider all BGP
speakers in a geographic region as a single entity.

In addition to inprovenents in routing policy control, current
techni ques for depl oyi ng BGP anbng speakers in the sane autononous
system establish a full mesh of TCP connections anong all speakers
for the purpose of exchanging exterior routing information. In

aut ononous systenms the nunber of intra-domain connections that need
to be maintai ned by each border router can becone significant.

Subdi viding a | arge autononous system allows a significant reduction
in the total nunber of intra-donmain BGP connections, as the

Tr ai na Experi ment al [ Page 1]



RFC 1965 AS Conf ederations for BGP June 1996

connectivity requirenents sinplify to the nodel used for inter-donain
connecti ons.

Unfortunately subdividing an aut ononmous system nay i ncrease the
complexity of policy routing based on AS PATH i nformation for al
menbers of the Internet. Additionally, this division increases the
mai nt enance over head of coordi nating external peering when the
internal topology of this collection of autonomous systens is
nodi fi ed.

Finally, dividing a |arge AS may unnecessarily increase the | ength of
t he sequence portions of the AS PATH attribute. Several common BGP

i mpl enent ati ons can use the nunber of "hops" required to reach a
given destination as part of the path selection criteria. Wile this
is not an optimal method of deternining route preference, given the

| ack of other in-band information, it provides a reasonable default
behavi or which is widely used across the Internet. Therefore,

di vi si on of an autononpbus systeminto separate systens may adversely
af fect optimal routing of packets through the Internet.

However, there is usually no need to expose the internal topology of
this divided autononpbus system which neans it is possible to regard
a collection of autononobus systenms under a comon administration as a
single entity or autononous system when viewed from outside the
confines of the confederati on of autononous systens itself.

Ternms and Definitions

AS Conf ederation
A col l ection of autononobus systens advertised as a single AS
nunber to BGP speakers that are not nenbers of the confederation

AS Confederation Identifier
An externally visible autononous system nunber that identifies the
confederation as a whol e.

Menber - AS
An aut ononopus systemthat is contained in a given AS
conf eder ati on.

Overvi ew
| DRP[ 2] has the concept of a routing donain confederation. An |DRP
routi ng donai n confederation appears to | DRP speakers external to the

confederation as a single admnistrative entity. This extension is
based upon that work
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In IDRP, routing domain confederations nay be nested w thin each
other or disjoint portions of still larger confederations. The

al gorithm BGP defines for additions to the AS PATH attri bute inposes
an additional restriction that AS confederations nust be strictly

hi erarchical in nature.

AS CONFED segnent type extension

Currently, BGP specifies that the AS PATH attribute is a well-known
mandatory attribute that is conposed of a sequence of AS path
segnents. [Each AS path segnent is represented by a type/length/val ue
triple.

In [1], the path segnent type is a 1-octet long field with the two
foll owi ng val ues defi ned:

Val ue Segnent Type

1 AS SET: unordered set of ASs a route in the
UPDATE nessage has traversed

2 AS SEQUENCE: ordered set of ASs a route in
t he UPDATE nessage has traversed

Thi s docunent reserves two additional segnment types

3 AS _CONFED_SET: unordered set of ASs in the |oca
confederation that the UPDATE nessage
has traversed

4 AS CONFED SEQUENCE: ordered set of ASs in the
| ocal confederation that the UPDATE
nmessage has traversed

Oper ati on

A nmenber of a BGP confederation will use its confederation identifier
in all transactions with peers that are not nenbers of its
confederation. This confederation identifier is considered to be the
"externally visible" AS number and this nunber is used in OPEN
messages and advertised in the AS PATH attri bute.

A nmenber of a BGP confederation will use its routing donain
identifier (the internally visible AS nunber) in all transactions
with peers that are nenbers of the same confederation as the given
router.
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A BGP speaker receiving an AS PATH attribute containing a
confederation ID matching its own confederation shall treat the path
in the same fashion as if it had received a path containing its own
AS nunber .

AS PATH nodi fication rules
Section 5.1.2 of [1] is replaced with the follow ng text.

When a BGP speaker propagates a route which it has | earned from
anot her BGP speaker’s UPDATE nessage, it shall nodify the route’s
AS PATH attribute based on the location of the BGP speaker to which
the route will be sent:

a) When a gi ven BGP speaker advertises the route to another BGP
speaker located in its own autononpus system the advertising
speaker shall not nodify the AS PATH attribute associated with
the route.

b) Wen a given BGP speaker advertises the route to a BGP
speaker located in a neighboring autononous systemthat is a
menber of the | ocal autonompbus system confederation, then the
advertising speaker shall update the AS PATH attribute as
fol | ows:

1) if the first path segnent of the AS PATH is of type

AS _CONFED SEQUENCE, the |ocal systemshall prepend its own AS
nunber as the last element of the sequence (put it in the

| ef t nost position).

2) if the first path segnent of the AS PATH is not of type
AS_CONFED_SEQUENCE t he | ocal systemshall prepend a new path
segrment of type AS _CONFED SEQUENCE to the AS _PATH, incl uding
its own confederation identifier in that segnent.

c) Wien a given BGP speaker advertises the route to a BGP
speaker located in a neighboring autononous systemthat is not a
menber of the current routing domai n confederation, then the
advertising speaker shall update the AS_PATH attribute as
fol | ows:

1) if the first path segnent of the AS PATH is of type

AS CONFED SEQUENCE, that segnent and any i medi ately

foll owi ng segnents of the type AS CONFED SET are renpoved from
the AS PATH attribute, leaving the sanitized AS PATH
attribute to be operated on by steps 2, or 3.
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2) if the first path segnment of the renmaining AS PATH is of
type AS SEQUENCE, the | ocal systemshall prepend its own
confederation identifier as the last elenent of the sequence
(put it in the leftnost position).

3) if there are no path segnents followi ng the renoval of the
first AS CONFED SET/ AS CONFED SEQUENCE segnents, or if the
first path segnent of the remaining AS PATH is of type AS SET
the I ocal system shall prepend a new path segnent of type

AS SEQUENCE to the AS PATH, including its own confederation
identifier in that segnent.

When a BGP speaker originates a route:

a) the originating speaker shall include an enpty AS PATH
attribute in all UPDATE nmessages sent to BGP speakers located in
its own autononmous system (An enpty AS PATH attribute is one
whose length field contains the val ue zero).

b) the originating speaker shall include its own AS nunber in an
AS_CONFED _SEQUENCE segnent of the AS PATH attribute of all
UPDATE nmessages sent to BGP speakers |l ocated in neighboring

aut ononous systens that are nmenbers of the |ocal confederation.
(I'n this case, the AS nunber of the originating speaker’s nenber
aut ononous system nunber will be the only entry in the AS PATH
attribute).

c) the originating speaker shall include its own confederation
identifier in a AS SEQUENCE segnent of the AS PATH attribute of
al | UPDATE nessages sent to BGP speakers | ocated in neighboring
aut ononous systens that are not nmenbers of the |oca
confederation. (In this case, the confederation identifier of
the originating speaker’s nenber confederation will be the only
entry in the AS PATH attribute).

Conmon Admi ni stration |ssues

It is reasonable for nenber ASs of a confederation to share a compn
adm nistration and I1GP information for the entire confederation

It shall be legal for a BGP speaker to advertise an unchanged
NEXT_HOP and MULTI _EXIT DI SCRIM NATOR attribute to peers in a

nei ghboring AS within the sane confederation. |In addition, the
restriction against sending the LOCAL_PREFERENCE attribute to peers
in a neighboring AS within the sanme confederation is renoved. Path
selection criteria for information received from menbers inside a
confederation may follow the same rules used for information received
from menbers inside the sanme autononbus system
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Conpatibility

Al'l BGP speakers participating in a confederation nust recognize the
AS _CONFED _SET and AS_CONFED SEQUENCE segnent type extensions to the
AS PATH attri bute.

Any BGP speaker not supporting these extensions will generate a
notification message specifying an "UPDATE Message Error" and a sub-
code of "Malformed AS_PATH'.

This conmpatibility issue inplies that all BGP speakers participating
in a confederation nust support BGP confederations, however BGP
speakers outside the confederati on need not support these extensions.

Conpatibility Di scussion

We considered the use of a distinct, optional, transitive attribute
to carry AS confederation information as opposed to specifying new
types in the existing AS path attribute. This would relax the
requirenent that all BGP speakers participating in a confederation to
all ow the use of |egacy units provided they have no external (i.e.
neither inter-AS nor intra-confederation) connectivity.

At the time of this witing, an inplenentation of this extension as
docunented is widely deployed t hroughout the Internet, therefore the
val ue of any change that is inconpatible with this document nust be
wei ghed agai nst the benefit gained froma relaxation of this
restriction.
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Security Considerations
Security issues are not discussed in this nmeno.
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