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Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Abst ract

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network managenent protocols in TCP/|P-based internets.
In particular, it defines objects for nmanagi ng the Qpen Shortest Path
First Routing Protocol.

Tabl e of Contents

The SNWPv2 Networ k Managenment Framework ..............
.1 Qpbject Definitions ...
OVEBI VI BW . ettt e e e e e e e e
Changes from RFC 1253 ... . ... ... . .. ..
Textual Conventions ............ ..
Structure of MB ... .. . .
1 General Variables ......... ... .. . .,
2 Area Data Structure and Area Stub Metric Table ....
3 Link State Database and External Link State

Dat abase . ....... . ... e
Address Table and Host Tables .....................
Interface and Interface Metric Tables .............
Virtual Interface Table ........ ... ... ... .. .. ... ...
Nei ghbor and Virtual Neighbor Tables ..............
Conceptual Row Creation .......... ... . ...,
Default Configuration ............ .. .. . .. . .. . ...
Defini tioNs ... .. 10
.1 OSPF CGeneral Variables ........ ... ... ... . .. . .. . .. . ... 13
.2 OSPF Area Table ....... . . . 17

NN
NO OO WWWN

W W wN e

WRWNNNNNN
G W W w
~No o b~

0~~~ N~

Baker & Col tun St andards Track [ Page 1]



RFC 1850 CSPF M B Novenber 1995

3.3 OSPF Area Default Metrics ....... ... ... 21
3.4 OSPF Link State Database ............................ 25
3.5 OSPF Address Range Table ........ ... ... .. ... ... .... 27
3.6 OSPF Host Table ....... ... ... .. 29
3.7 CSPF Interface Table ........ .. .. . .. .. . . . . ... 32
3.8 OSPF Interface MetricCs ... ... 39
3.9 OSPF Virtual Interface Table ........ ... ... ... .... 42
3.10 OSPF Neighbor Table ........ ... .. .. . . . . . . . . ... 46
3.11 OSPF Virtual Neighbor Table ............ ... ... .... 51
3.12 OSPF External Link State Database .................. 54
3.13 OSPF Route Table Use ....... ... ... .. ... 57
3.14 OSPF Area Aggregate Table .......................... 58
A, OBPF TrapPS ot ittt e e e 66
4.1 Format OF Trap Definitions .......... ... ... .. ... .... 67
4.2 Approach .. ... 67
4.3 Ignoring Initial Activity ....... .. .. . .. . . . .. . . ..., 67
4.4 Throttling Traps ... ... e e 67
4.5 One Trap Per OSPF Event . .......... ... ... 68
4.6 Polling Event Counters .............uiiiiiiinnnnan. 68
5. OSPF Trap Definitions ........ ... . .. . ... 69
5.1 Trap Support Qbjects ........ .. 69
D 2 TIPS .o e 71
6. Acknowl edgenments ... ... .. ... 78
7. References ....... ... 78
8. Security Considerations ............... .. 80
9. Authors’ AddressSes ... ...... ..t e 80

1. The SNWPv2 Networ k Management Framework

The SNWVPv2 Networ k Managenment Framework consists of four nmjor
conponents. They are:

0 RFC 1441 which defines the SM, the nechani sns used for
descri bing and nani ng objects for the purpose of
nmanagenent .

o STD 17, RFC 1213 defines MB-11, the core set of nmnaged objects
for the Internet suite of protocols.

0 RFC 1445 which defines the admi nistrative and ot her
architectural aspects of the framework.

0 RFC 1448 which defines the protocol used for network
access to managed objects.

The Framework permits new objects to be defined for the purpose of
experinentation and eval uati on.
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1.

2.

2.

1. (Object Definitions

Managed objects are accessed via a virtual information store, terned
the Managenent |Information Base or MB. hjects in the MB are
defined using the subset of Abstract Syntax Notation One (ASN. 1)
defined in the SM. |In particular, each object object type is naned
by an OBJECT | DENTI FI ER, an admi ni stratively assigned name. The

obj ect type together with an object instance serves to uniquely
identify a specific instantiation of the object. For human

conveni ence, we often use a textual string, termed the descriptor, to
refer to the object type.

Overvi ew
1. Changes from RFC 1253
The changes from RFC 1253 are the foll ow ng:

(1) The textual convention Positivelnteger was changed from
1..' FFFFFFFF h to 1..’' 7FFFFFFF h at the request of
Mar shal | Rose.

(2) The textual convention TOSType was changed to reflect the
TGOS val ues defined in the Router Requirenents Draft, and
in accordance with the I P Forwarding Table M B' s val ues.

(3) The nanes of sone objects were changed, conformng to the
convention that an acronym (for exanple, LSA) is a single
word ("Lsa") in nobst SNMP nanes.

(4) textual changes were nade to nake the M B readabl e by
Dave Perkins’ SMC M B Conpiler in addition to Msy.
This involved changi ng the case of sone characters in
certain names and renoving the DEFVAL cl auses for
Count er s.

(5) The variabl es ospfAreaStatus and ospflfStatus were added,
havi ng been overl ooked in the original MB.

(6) The range of the variable ospfLsdbType was extended to
i nclude mul ticastLink (G oup-nmenbership LSA) and
nssaExt er nal Li nk (NSSA LSA).

(7) The variable ospflfMetricMetric was renaned
ospflfMetricValue, and the followi ng text was renoved
fromits description:

"The value FFFF is distinguished to nmean 'no route via
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this TOS . "

(8) The variabl e ospf NomaNbr Per manence was added, with the
val ues 'dynam ¢’ and ’'permanent’; by this means,
dynamically | earned and confi gured nei ghbors can be
di sti ngui shed.

(9) The DESCRI PTION of the variabl e ospfNorl pAddr was changed
from

"The I P address of this neighbor."
to

"The | P address this neighbor is using in its IP Source

Address. Note that, on addressless links, this will not
be 0.0.0.0, but the address of another of the neighbor’s
interfaces."

This is by way of clarification and does not change the
speci fication.

(10) The OSPF External Link State Database was added. The
OSPF Link State Database used to display all LSAs stored
inthis MB, it displays all but the AS External LSAs.
This is because there are usually a | arge nunber of
External LSAs, and they are relicated in all non-Stub
Ar eas.

(11) The variabl e ospf AreaSummary was added to control the

i mport of summary LSAs into stub areas. |If it is
noAreaSunmary (default) the router will neither originate
nor propagate summary LSAs into the stub area. It will
rely entirely on its default route. If it is

sendAreaSummary, the router will both summarize and
propagate summary LSAs.

(12) The general variabl es ospfExtLsdbLinit and
ExitOverflowl nterval were introduced to hel p handl e LSDB
overfl ow

(13) The use of the IP Forwarding Table is defined.

(14) The ospf AreaRangeTabl e was obsol eted and replaced with
t he ospf AreaAggregateTabl e to accombdate two additiona
i ndexes. The ospf AreaAggregat eEntry keys now i ncl ude a
LsdbType (which can be used to differentiate between the
traditional type-3 Aggregates and NSSA Aggregates) and an
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(18)

(19)

(20)

(21)

(22)

(23)

(24)
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ospf AreaAggr egat eMask (which will nore clearly express
t he range).

The vari abl e ospf AreaAggregat eEf f ect was added. This
permts the network nmanager to hide a subnet wthin an
ar ea.

Normal Iy, the border router of a stub area advertises a
default route as an OSPF network sunmary. An NSSA border
router will generate a type-7 LSA indicating a default
route, and inport it into the NSSA. ospfStubMetricType
(ospf internal, type 1 external, or type 2 external)

i ndi cates the type of the default netric advertised.

ospfMul ti cast Extensions is added to the OSPF Cenera
Goup. This indicates the router’s ability to forward IP
mul ticast (O ass D) datagrans.

ospflfMilticastForwarding is added to the Interface
Group. It indicates whether, and if so, how, nulticasts
shoul d be forwarded on the interface.

The MB is converted to SNWP Version 2. Beyond sinple
text changes and the addition of the MODULE-IDENTITY and
MODULE- COVPLI ANCE macros, this involved trading the

Trut hVal ue Textual Convention for SNWP Version 2's, which
has the sane val ues, and trading the Validation Textua
Convention for SNMP Version 2's RowSt at us.

ospf Aut hType (area authentication type) was changed to an
interface authentication type to match the key. It also
has an additional value, to indicate the use of MD5 for
aut henti cati on.

ospflflintfType has a new val ue, point ToMil ti point.

ospflfDemand (read/wite) is added, to permit control of
Demand OSPF features

ospf Nor Hel | oSuppr essed and ospf Vi rt Nbor Hel | oSuppr essed
were added, (read only). They indicate whether Hellos are
bei ng suppressed to the nei ghbor

ospf DemandExt ensi ons was added to indicate whet her the
Demand OSPF ext ensi ons have been inplemented, and to
di sable themif appropriate.

1995
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2.2. Textual Conventions

Several new data types are introduced as a textual convention in this
M B docunent. These textual conventions enhance the readability of
the specification and can ease conparison with other specifications
if appropriate. It should be noted that the introduction of the
these textual conventions has no effect on either the syntax nor the
semanti cs of any nanaged objects. The use of these is nerely an
artifact of the explanatory nmethod used. bjects defined in terns of
one of these nmethods are always encoded by neans of the rules that
define the primtive type. Hence, no changes to the SM or the SNW
are necessary to accommpdate these textual conventions which are
adopted nerely for the conveni ence of readers and witers in pursuit
of the elusive goal of clear, concise, and unanbi guous M B documents.

The new data types are Areal D, Routerl D, TOSType, Metric, BigMetric,
Status, Positivelnteger, Hell oRange, UpToMaxAge, Interfacelndex, and
Desi gnat edRout erPriority.

2.3. Structure of MB
The M B is conposed of the follow ng sections:

Ceneral Vari abl es

Area Data Structure
Area Stub Metric Table
Li nk St ate Dat abase
Addr ess Range Tabl e
Host Tabl e

Interface Tabl e
Interface Metric Table
Virtual Interface Table
Nei ghbor Tabl e

Vi rtual Nei ghbor Tabl e
Ext ernal Link State Database
Aggr egat e Range Tabl e

There exists a separate MB for notifications ("traps"), which is
entirely optional

2.3.1. GCeneral Variables

The General Variables are about what they sound |ike; variables which
are gl obal to the OSPF Process
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2.3.2. Area Data Structure and Area Stub Metric Table

The Area Data Structure describes the OSPF Areas that the router
participates in. The Area Stub Metric Tabl e describes the netrics
advertised into a stub area by the default router(s).

2.3.3. Link State Database and External Link State Database

The Link State Database is provided primarily to provide detailed
i nformati on for network debuggi ng.

2.3.4. Address Tabl e and Host Tabl es

The Address Range Tabl e and Host Table are provided to view
configured Network Summary and Host Route information

2.3.5. Interface and Interface Metric Tabl es

The Interface Table and the Interface Metric Tabl e together describe
the various IP interfaces to OSPF. The nmetrics are placed in
separate tables in order to sinplify dealing with nultiple types of
service, and to provide flexibility in the event that the IP TGS
definition is changed in the future. A Default Value specification
is supplied for the TOS 0 (default) netric.

2.3.6. Virtual Interface Table

Li kewi se, the Virtual Interface Table describe virtual links to the
OSPF Process.

2.3.7. Neighbor and Virtual Nei ghbor Tabl es

The Nei ghbor Tabl e and the Virtual Neighbor Tabl e describe the
nei ghbors to the OSPF Process.

2.4. Conceptual Row Creation

For the benefit of rowcreation in "conceptual" (see [9]) tables,
DEFVAL (Default Value) clauses are included in the definitions in
section 3, suggesting val ues which an agent should use for instances
of variables which need to be created due to a Set-Request, but which
are not specified in the Set-Request. DEFVAL cl auses have not been
specified for sone objects which are read-only, inplying that they
are zeroed upon row creation. These objects are of the SYNTAX
Counter32 or CGauge32.

For those objects not having a DEFVAL cl ause, both managenent
stations and agents shoul d heed the Robustness Principle of the
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Internet (see RFC-791):

"be liberal in what you accept, conservative in what you
send"

That is, managenent stations should include as many of these col umar
obj ects as possible (e.g., all read-wite objects) in a Set-Request
when creating a conceptual row, agents should accept a Set-Request
with as few of these as they need (e.g., the minimmcontents of a
row creating SET consists of those objects for which, as they cannot
be intuited, no default is specified.).

There are nunerous read-wite objects in this MB, as it is designed
for SNVP managenent of the protocol, not just SNMP nonitoring of its
state. However, in the absence of a standard SNWP Security

architecture, it is acceptable for inplenentations to inplenent these
as read-only with an alternative interface for their nodification

2.5. Default Configuration
OSPF is a powerful routing protocol, equipped with features to handl e
virtually any configuration requirenment that night reasonably be
found within an Autononobus System Wth this power comes a fair
degree of conplexity, which the sheer nunber of objects in the MB
will attest to. Care has therefore been taken, in constructing this
M B, to define default values for virtually every object, to minimze
t he anount of paraneterization required in the typical case. That
default configuration is as foll ows:
G ven the follow ng assunptions:
- | P has al ready been confi gured
- The i fTabl e has al ready been confi gured
- i fSpeed is estinated by the interface drivers

- The OSPF Process automatically discovers all IP
Interfaces and creates correspondi ng OSPF I nterfaces

- The TOS O netrics are autononously derived fromif Speed

- The OSPF Process automatically creates the Areas required
for the Interfaces

The sinplest configuration of an OSPF process requires that:

- The OSPF Process be Enabl ed
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can be acconplished with a single SET:
ospf Adm nStat : = enabl ed.
onfigured systemw |l have the follow ng attributes:

The RouterID will be one of the I P addresses of the
devi ce

The device will be neither an Area Border Router nor an
Aut ononbus Syst em Bor der Router.

Every IP Interface, with or without an address, wll be
an OSPF | nterface.

The Areal D of each interface will be 0.0.0.0, the
Backbone.

Aut hentication will be disabl ed
All Broadcast and Point to Point interfaces will be
operational. NBMA Interfaces require the configuration

of at |east one nei ghbor.

Tinmers on all direct interfaces will be:

Hell o I nterval: 10 seconds
Dead Ti neout: 40 Seconds
Ret ransm ssi on: 5 Seconds
Transit Del ay: 1 Second

Pol |l Interval: 120 Seconds

no direct links to hosts will be configured.
no addresses will be summarized

Metrics, being a neasure of bit duration, are unanbi guous
and intelligent.

No Virtual Links will be configured.

1995
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3. Definitions
OSPF-M B DEFI NI TIONS ::= BEGA N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, Counter32, Gauge32,
I nt eger 32, | pAddress
FROM SNVPv2- SM
TEXTUAL- CONVENTI ON, Trut hVal ue, RowSt at us
FROM SNWVPv2- TC
MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNWPv 2- CONF
m b-2 FROM RFC1213- M B;

-- This M B npdul e uses the extended OBJECT- TYPE nacro as
-- defined in [9].

ospf MODULE- | DENTI TY
LAST- UPDATED "9501201225Z7" -- Fri Jan 20 12: 25:50 PST 1995
ORGANI ZATI ON "I ETF OSPF Wor ki ng G oup”
CONTACT- | NFO
' Fred Baker
Postal : Cisco Systens
519 Lado Drive
Santa Barbara, California 93111
Tel : +1 805 681 0115
E-Mail: fred@i sco.com

Rob Col tun
Post al : Rai nbowBri dge Communi cati ons
Tel : (301) 340-9416
E-Mail: rcol tun@ ai nbow bri dge. cont'
DESCRI PTI ON
"The M B nodule to describe the OSPF Version 2
Pr ot ocol "
:={ mb-2 14 }

-- The Area ID, in OSPF, has the sane format as an | P Address,
-- but has the function of defining a summarization point for
-- Link State Advertisenents

Areal D :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"An OSPF Area ldentifier."
SYNTAX | pAddr ess

-- The Router ID, in OSPF, has the sane format as an | P Address,
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-- but identifies the router independent of its |IP Address.

Rout erl D :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"A OSPF Router ldentifier."
SYNTAX | pAddr ess

-- The OSPF Metric is defined as an unsigned value in the range

Metric ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The OSPF Internal Metric."
SYNTAX I nteger32 (0..' FFFF' h)
Bi gvetric ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The OSPF External Metric."
SYNTAX I nt eger32 (0..' FFFFFF' h)

-- Status Val ues

Status ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The status of an interface: ’'enabled indicates that
it iswilling to communicate with other OSPF Routers
while 'disabled indicates that it is not."
SYNTAX | NTEGER { enabled (1), disabled (2) }

-- Tinme Durations neasured in seconds

Posi tivel nteger ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"A positive integer. Values in excess are precluded as
unnecessary and prone to interoperability issues.”

SYNTAX I nt eger32 (0..’ 7FFFFFFF h)
Hel | oRange :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The range of intervals on which hell o nessages are
exchanged. "
SYNTAX I nteger32 (1..’ FFFF h)
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UpToMaxAge :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The val ues that one might find or configure for
vari abl es bounded by the maxi num age of an LSA."
SYNTAX I nteger32 (0..3600)

-- The range of iflndex

I nterfacel ndex ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The range of iflndex."
SYNTAX I nt eger 32

-- Potential Priorities for the Designated Router Election

Desi gnat edRout erPriority ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The val ues defined for the priority of a systemfor
becom ng the designated router."

SYNTAX Integer32 (0.." FF h)
TOSType ::= TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON

"Type of Service is defined as a napping to the IP Type of
Service Flags as defined in the IP Forwarding Table M B

O O O O O O O O +
| |
| PRECEDENCE | TYPE OF SERVI CE | O
| | | |
oo oo oo oo oo oo oo oo +
IP TGS IP TGS
Field Pol i cy Field Pol i cy
Cont ent s Code Cont ent s Code
0000 == 0 0001 ==> 2
0010 == 4 0011 ==> 6
0100 == 8 0101 ==> 10
0110 ==> 12 0111 ==> 14
1000 ==> 16 1001 ==> 18
1010 ==> 20 1011 ==> 22
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=> 24
==> 28

==> 26

1100 1101
1110 1111 ==> 30

Novenber 1995

The remai ning values are left for future definition."

SYNTAX I nteger32 (0..30)

-- OSPF General Variables

-- These paraneters apply globally to the Router’s

-- OSPF Process.

ospf General G oup OBJECT IDENTIFIER ::={ ospf 1}

ospf Rout erl d OBJECT- TYPE
SYNTAX Rout er| D
MAX- ACCESS read-wite
STATUS  current
DESCRI PTI ON
"A 32-bit integer uniquely
router in the Autononbus System

By convention, to ensure uniqueness,

should default to the value of

router’s |P interface addresses."
REFERENCE

"OSPF Version 2, C 1 d obal
::={ ospfCeneral Goup 1}

par anet er s"

ospf Adm nSt at OBJECT- TYPE

i dentifying

t he

this

one of the

t he

inter-
inter-

SYNTAX St at us
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The administrative status of OSPF
router. The value 'enabled denotes that the
OSPF Process is active on at |east one
face; ’'disabled” disables it on all
faces."

::={ ospfGeneral Goup 2 }

ospf Ver si onNunber OBJECT- TYPE
SYNTAX | NTEGER { version2 (2) }
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

Baker & Col tun St andards Track
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"The current version nunber of the OSPF proto-
col is 2."
REFERENCE
"OSPF Version 2, Title"
::={ ospfCeneral Goup 3}

ospf AreaBdr Rt r St at us OBJECT- TYPE
SYNTAX  Trut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A flag to note whether this router is an area
border router."
REFERENCE
"OSPF Version 2, Section 3 Splitting the AS into
Ar eas”
::={ ospfGeneral Goup 4 }

ospf ASBdr Rt r St at us OBJECT- TYPE
SYNTAX  Trut hval ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"Aflag to note whether this router is config-
ured as an Aut ononmous System border router."
REFERENCE
"OSPF Version 2, Section 3.3 Cassification of
routers”
::={ ospfGeneral Goup 5 }

ospf Ext er nLsaCount OBJECT- TYPE
SYNTAX  Gauge32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON
"The nunber of external (LS type 5) link-state
advertisenents in the |link-state database."
REFERENCE

"OSPF Version 2, Appendix A 4.5 AS external |ink
advertisements”

::={ ospfGeneral Goup 6 }

ospf Ext er nLsaCksunSum OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-only

1995

Baker & Coltun St andards Track [ Page 14]



RFC 1850 CSPF M B Novenber 1995

STATUS current

DESCRI PTI ON
"The 32-bit unsigned sumof the LS checksuns of
the external link-state advertisenents con-
tained in the link-state database. This sum

can be wused to determine if there has been a
change in a router’'s link state database, and
to conpare the link-state database of two
routers.”

::={ ospfCeneral Goup 7 }

ospf TOSSupport OBJECT- TYPE
SYNTAX  TruthVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The router’s support for type-of-service rout-
ing."
REFERENCE
"OSPF Version 2, Appendix F.1.2 Optional TOS
support™
::={ ospfCeneral Goup 8 }

ospf Ori gi nat eNewLsas OBJECT- TYPE

SYNTAX  Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of new link-state advertisenents
that have been originated. This nunber is in-
crenented each time the router originates a new
LSA. "

::={ ospfCeneral Goup 9 }

ospf RxNewLsas OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of |I|ink-state advertisenents re-
ceived determned to be newinstantiations.
This nunber does not include newer instantia-
tions of self-originated Iink-state advertise-
ments. "

::={ ospfCeneral Goup 10 }
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ospf Ext LsdbLi nmit OBJECT- TYPE

SYNTAX Integer32 (-1..’ 7FFFFFFF h)

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The nmaxi num nunber of non- def aul t AS-
external -LSAs entries that can be stored in the
link-state database. |If the value is -1, then
there is nolimt.

Wien the nunber of non-default AS-external-LSAs

in a router’s link-state database reaches
ospf ExtLsdbLinmit, the router enters Overflow
State. The router never holds npbre than

ospf Ext LsdbLinmit non-default AS-external-LSAs
in its database. OspfExtLsdbLimt MJIST be set
identically in all routers attached to the OSPF
backbone and/or any regular OSPF area. (i.e.
OSPF stub areas and NSSAs are excl uded)."
DEFVAL { -1}
::= { ospfGeneral Goup 11 }

ospf Mul ti cast Ext ensi ons OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"A Bit Mask indicating whether the router is
forwarding IP nulticast (Cass D) datagrans
based on the algorithns defined in the Milti-
cast Extensions to OSPF.

Bit O, if set, indicates that the router can
forward |P nmulticast datagrans in the router’s
directly attached areas (called intra-area nul -
ticast routing).

Bit 1, if set, indicates that the router can
forward IP nulticast datagrams between OSPF
areas (called inter-area nulticast routing).

Bit 2, if set, indicates that the router can
forward |IP nmulticast datagrans between Auto-
nonmous Systens (called inter-AS nulticast rout-

i ng).

Only certain conbinations of bit settings are
all owed, nanely: 0 (no nulticast forwarding is

Baker & Col tun St andards Track
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enabled), 1 (intra-area multicasting only), 3
(intra-area and inter-area nulticasting), 5
(intra-area and inter-AS nmulticasting) and 7
(rmulticasting everywhere). By default, no mul-
ticast forwarding is enabled.”

DEFVAL { O }

::={ ospfCGeneral Goup 12 }

ospf Exi t Overfl ow nt erval OBJECT- TYPE

SYNTAX  Positivel nt eger

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The nunber of seconds that, after entering
OverflowState, a router will attenpt to |eave
OverflowState. This allows the router to again
originate non-default AS-external-LSAs. Wen
set to 0, the router will not |eave Overflow
State until restarted.”

DEFVAL { 0 }

::= { ospfGeneral Goup 13 }

ospf DemandExt ensi ons OBJECT- TYPE

SYNTAX  Trut hVal ue

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The router’s support for demand routing."
REFERENCE
"OSPF Version 2, Appendi x on Denmand Routi ng"
::={ ospfCeneral Goup 14 }

-- The OSPF Area Data Structure contains information
-- regarding the various areas. The interfaces and

-- virtual links are configured as part of these areas.
-- Area 0.0.0.0, by definition, is the Backbone Area

ospf AreaTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Gspf AreaEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Informati on describing the configured parane-
ters and cunul ative statistics of the router’s
attached areas."
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REFERENCE
"OSPF Version 2, Section 6 The Area Data Struc-
ture"

:={ ospf 2}

ospf AreaEntry OBJECT- TYPE

SYNTAX  OspfAreaEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Information describing the configured parane-
ters and cunulative statistics of one of the
router’'s attached areas."

| NDEX { ospfAreald }

::={ ospfAreaTable 1 }

Cspf AreaEntry :: =
SEQUENCE {

ospf Areal d
Ar eal D,

ospf Aut hType
I nt eger 32,

ospf | nport AsExt ern
| NTEGER,

ospf Spf Runs
Count er 32,

ospf Ar eaBdr Rt r Count
Gauge32,

ospf AsBdr Rt r Count
Gauge32,

ospf Ar eaLsaCount
Gauge32,

ospf AreaLsaCksuntSum
I nt eger 32,

ospf AreaSunmary
| NTEGER,

ospf Ar eaSt at us
RowSt at us

}

ospf Areal d OBJECT- TYPE
SYNTAX Areal D
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A 32-bit integer uniquely identifying an area.
Area ID 0.0.0.0 is used for the OSPF backbone."
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REFERENCE

"OSPF Version 2, Appendix C. 2 Area paraneters"
c:={ ospfAreaEntry 1 }

ospf Aut hType OBJECT- TYPE
SYNTAX I nt eger 32
-- none (0),
-- sinpl ePassword (1)
-- md5 (2)
-- reserved for specification by 1ANA (> 2)
MAX- ACCESS read-create
STATUS obsol ete
DESCRI PTI ON
"The aut hentication type specified for an area.
Addi tional authentication types nay be assigned
locally on a per Area basis.”

REFERENCE
"OSPF Version 2, Appendi x E Authentication"
DEFVAL { 0 } -- no authentication, by default

c:={ ospfAreaEntry 2 }

ospf | mpor t AsExt ern OBJECT- TYPE
SYNTAX | NTECER {
i mport External (1),
i mport NoExt ernal (2),
i mport Nssa (3)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The area’s support for inporting AS external
link- state advertisenments."
REFERENCE
"OSPF Version 2, Appendix C. 2 Area paraneters”
DEFVAL { inportExternal }
::={ ospfAreaEntry 3}

ospf Spf Runs OBJECT- TYPE

SYNTAX  Counter 32

MAX- ACCESS read-only

STATUS  current

DESCRI PTI ON
"The nunber of times that the intra-area route
table has been calculated wusing this area’'s
link-state database. This is typically done
using Dijkstra's algorithm"
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::={ ospfAreaEntry 4 }

ospf AreaBdr Rt r Count OBJECT- TYPE
SYNTAX  Gauge32
MAX- ACCESS read-only
STATUS  current
DESCRI PTI ON

"The total nunber of area border routers reach-
able within this area. This is initially zero

and is calculated in each SPF Pass."
::={ ospfAreaEntry 5 }

ospf AsBdr Rt r Count OBJECT- TYPE
SYNTAX  Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of Autononobus System border

routers reachable wthin this area

initially zero, and is calculated in
Pass. "
::={ ospfAreaEntry 6 }

ospf AreaLsaCount OBJECT- TYPE
SYNTAX  Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

This is
each SPF

"The total nunber of link-state advertisenents

in this area s link-state database,
AS External LSA' s.'
::={ ospfAreaEntry 7 }

ospf Ar eaLsaCksunSum OBJECT- TYPE
SYNTAX  Integer32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

excl udi ng

"The 32-bit unsigned sumof the link-state ad-
vertisenents’ LS checksuns contained in this
area’'s link-state database. This sum excludes
external (LS type 5) link-state advertisenents.

The sum can be used to deternine if

there has

been a <change in a router’s link state data-
base, and to conpare the |ink-state database of
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two routers.”
DEFVAL { 0}
::={ ospfAreaEntry 8 }

ospf AreaSummary OBJECT- TYPE
SYNTAX | NTECER {
noAr eaSunmary (1),
sendAr eaSunmary (2)

}
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON
"The variabl e ospf AreaSumary controls the im
port of sunmary LSAs into stub areas. |t has

no effect on other areas.

If it is noAreaSummary, the router will neither
originate nor propagate sunmary LSAs into the
stub area. It will rely entirely on its de-
fault route.

If it is sendAreaSummary, the router will both
summari ze and propagate summary LSAs."

DEFVAL { noAreaSunmary }

::={ ospfAreaEntry 9 }

ospf AreaSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS  current
DESCRI PTI ON
"This variable displays the status of the en-
try. Setting it to 'invalid has the effect of
rendering it inoperative. The internal effect
(row renoval ) is inplenentation dependent.”
::={ ospfAreaEntry 10 }

-- OSPF Area Default Metric Tabl e
-- The OSPF Area Default Metric Table describes the netrics

-- that a default Area Border Router will advertise into a
- - Stub area.

ospf St ubAr eaTabl e OBJECT- TYPE
SYNTAX  SEQUENCE OF Gspf St ubAreaEntry

1995
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MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON
"The set of netrics that will be advertised by
a default Area Border Router into a stub area.”
REFERENCE
"OSPF Version 2, Appendix C. 2, Area Paraneters"
o= { ospf 3}

ospf St ubAreaEntry OBJECT- TYPE
SYNTAX  Gspf St ubAreaEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON
"The metric for a given Type of Service that
will be advertised by a default Area Border
Router into a stub area.”

REFERENCE

"OSPF Version 2, Appendix C. 2, Area Paraneters"
| NDEX { ospf St ubAreal d, ospfStubTGCS }
::={ ospfStubAreaTable 1 }

Gspf St ubAreaEntry :: =
SEQUENCE {

ospf St ubAr eal d
Ar eal D,

ospf St ubTCs
TCSType,

ospf StubMetric
Bi gvetri c,

ospf St ubSt at us
RowSt at us,

ospf St ubMet ri cType
| NTEGER

}

ospf St ubAreal d OBJECT- TYPE

SYNTAX  Areal D

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The 32 bit identifier for the Stub Area. On
creation, this can be derived fromthe in-
stance. "

::={ ospfStubAreaEntry 1 }

1995
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ospf St ubTCs OBJECT- TYPE
SYNTAX  TOSType
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON
"The Type of Service associated wth t he
netric. On creation, this can be derived from

the instance."
::={ ospfStubAreaEntry 2 }

ospf St ubMetri ¢ OBJECT- TYPE
SYNTAX  Bighetric
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The metric value applied at the indicated type
of service. By default, this equals the |east
metric at the type of service anong the inter-
faces to other areas."

::= { ospfStubAreaEntry 3 }

ospf St ubSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable displays the status of the en-

try. Setting it to 'invalid has the effect of

rendering it inoperative. The internal effect

(row renoval ) is inplenmentation dependent."
::={ ospfStubAreaEntry 4 }

ospf St ubMet ri cType OBJECT- TYPE
SYNTAX | NTECER {

ospfMetric (1), -- OSPF Metric
conpar abl eCost (2), -- external type 1
nonConpar able (3) -- external type 2

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This variable displays the type of netric ad-
vertised as a default route."

DEFVAL { ospfMetric }

::={ ospfStubAreaEntry 5 }
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-- OSPF Link State Database

-- The Link State Database contains the Link State
-- Advertisenments fromthroughout the areas that the
- - device is attached to.

ospf LsdbTabl e OBJECT- TYPE
SYNTAX  SEQUENCE OF GspfLsdbEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The OSPF Process’s Link State Database.™
REFERENCE
"OSPF Version 2, Section 12 Link State Adver-
tisenments"
::={ ospf 4}

ospf LsdbEntry OBJECT- TYPE
SYNTAX  GspfLsdbEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A single Link State Advertisenent."
| NDEX { ospfLsdbAreal d, ospflLsdbType,
ospf LsdbLsi d, ospflLsdbRouterld }
::={ ospflLsdbTable 1 }

GspfLsdbEntry :: =
SEQUENCE {
ospf LsdbAreal d
Areal D
ospf LsdbType
| NTEGER,
ospf LsdbLsi d
| pAddr ess,
ospfLsdbRouterld
Rout er | D,
ospf LsdbSequence
I nt eger 32,
ospf LsdbAge
I nt eger 32,
ospf LsdbChecksum
I nt eger 32,
ospf LsdbAdverti senent
OCTET STRI NG

}
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ospf LsdbAreal d OBJECT- TYPE
SYNTAX  Areal D
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The 32 bit identifier of the Area from which
the LSA was received."
REFERENCE
"OSPF Version 2, Appendix C. 2 Area paraneters”
::={ ospflLsdbEntry 1 }

-- External Link State Advertisenents are permtted
-- for backward conpatibility, but should be displayed in
-- the ospfExtLsdbTabl e rather than here.

ospf LsdbType OBJECT- TYPE
SYNTAX | NTEGER {

routerLink (1),
net wor kLi nk (2),
sunmar yLi nk (3),
asSunmar yLi nk (4),
asExternal Link (5), -- but see ospfExtLsdbTable
mul ti castLink (6),
nssakxt ernal Li nk (7)

}
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON
"The type of the Ilink state advertisenent.
Each |ink state type has a separate adverti se-
ment format."

REFERENCE

"OSPF Version 2, Appendix A 4.1 The Link State
Advertisenent header"
::={ ospflLsdbEntry 2}

ospf LsdbLsi d OBJECT- TYPE
SYNTAX | pAddress
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The Link State IDis an LS Type Specific field
containing either a Router ID or an | P Address;
it identifies the piece of the routing donain
that is being described by the advertisenent."
REFERENCE
"OSPF Version 2, Section 12.1.4 Link State ID'
::={ ospflLsdbEntry 3}
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ospf LsdbRout erl d OBJECT- TYPE
SYNTAX Routerl D
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The 32 bit nunber that uniquely identifies the
originating router in the Autononous System"
REFERENCE
"OSPF Version 2, Appendix C.1 dobal paraneters”
::={ ospflLsdbEntry 4 }

-- Note that the OSPF Sequence Nunber is a 32 bit signed
-- integer. It starts with the value 80000001’ h,

-- or -'"7FFFFFFF h, and increnents until '7FFFFFFF h

-- Thus, a typical sequence nunmber will be very negative.

ospf LsdbSequence OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON
"The sequence nunmber field is a signed 32-bit
i nteger. It is used to detect old and dupli -
cate link state advertisenents. The space of
sequence nunbers is linearly ordered. The

| arger the sequence nunmber the nore recent the
advertisenent."
REFERENCE
"OSPF Version 2, Section 12.1.6 LS sequence
nunber”
::={ ospflLsdbEntry 5 }

ospf LsdbAge OBJECT- TYPE
SYNTAX  Integer32 -- Shoul d be 0..MaxAge
MAX- ACCESS read-only
STATUS  current
DESCRI PTI ON
"This field is the age of the link state adver-
tisement in seconds."
REFERENCE
"OSPF Version 2, Section 12.1.1 LS age"
::={ ospflLsdbEntry 6 }

ospf LsdbChecksum OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"This field is the checksum of the conplete
contents of the advertisenent, excepting the
age field. The age field is excepted so that
an advertisenent’s age can be incremented
wi t hout updating the checksum The checksum
used is the sane that is used for |SO connec-
tionless datagranms; it is commonly referred to
as the Fletcher checksum”
REFERENCE
"OSPF Version 2, Section 12.1.7 LS checksunt
::={ ospflLsdbEntry 7 }

ospf LsdbAdverti senent OBJECT- TYPE
SYNTAX  OCTET STRING (Sl ZE (1..65535))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The entire Link State Advertisenent, including
its header."
REFERENCE
"OSPF Version 2, Section 12 Link State Adver-
ti senments”
::={ ospflLsdbEntry 8 }

-- Address Range Table

-- The Address Range Table acts as an adjunct to the Area
-- Tabl e; It describes those Address Range Sumari es that
-- are configured to be propagated froman Area to reduce
-- t he anount of information about it which is known beyond
-- its borders.

ospf Ar eaRangeTabl e OBJECT- TYPE
SYNTAX  SEQUENCE OF Ospf AreaRangeEntry
MAX- ACCESS not-accessible
STATUS obsolete

DESCRI PTI ON
"Arange if |IP addresses specified by an IP
address/I P network nask pair. For exanpl e,

class B address range of X. X. X. X with a network
mask of 255.255.0.0 includes all |P addresses
fromX X. 0.0 to X X 255.255"
REFERENCE
"OSPF Version 2, Appendix C.2 Area paraneters”
.= { ospf 5}
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ospf AreaRangeEnt ry OBJECT- TYPE
SYNTAX  Ospf AreaRangeEntry
MAX- ACCESS not-accessible
STATUS obsol ete

DESCRI PTI ON
"Arange if |IP addresses specified by an IP
address/I P network nask pair. For exanpl e,

class B address range of X. X. X. X with a network
mask of 255.255.0.0 includes all |P addresses
fromX X 0.0 to X X 255. 255"
REFERENCE
"OSPF Version 2, Appendix C.2 Area paraneters"
| NDEX { ospf AreaRangeAreal d, ospfAreaRangeNet }
.. = { ospfAreaRangeTable 1 }

Gspf AreaRangeEntry :: =
SEQUENCE {

ospf AreaRangeAreal d
Areal D

ospf Ar eaRangeNet
| pAddr ess,

ospf Ar eaRangeMask
| pAddr ess,

ospf Ar eaRangeSt at us
RowSt at us,

ospf Ar eaRangeEf f ect
| NTEGER

}

ospf AreaRangeAr eal d OBJECT- TYPE

SYNTAX  Areal D

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The Area the Address Range is to be found
within. "

REFERENCE
"OSPF Version 2, Appendix C. 2 Area paraneters"

::= { ospfAreaRangeEntry 1 }

ospf Ar eaRangeNet OBJECT- TYPE
SYNTAX | pAddress
MAX- ACCESS read-only
STATUS obsolete
DESCRI PTI ON
"The I P Address of the Net or Subnet i ndicated
by the range.”
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REFERENCE

"OSPF Version 2, Appendix C. 2 Area paraneters"
::= { ospfAreaRangeEntry 2 }

ospf Ar eaRangeMask OBJECT- TYPE
SYNTAX | pAddress
MAX- ACCESS read-create
STATUS obsol ete
DESCRI PTI ON
"The Subnet Mask that pertains to the Net or
Subnet . "
REFERENCE
"OSPF Version 2, Appendix C. 2 Area paraneters"
i1 = { ospfAreaRangeEntry 3}

ospf Ar eaRangeSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS obsol ete
DESCRI PTI ON
"This variable displays the status of the en-
try. Setting it to 'invalid has the effect of
rendering it inoperative. The internal effect
(row renoval ) is inplenmentation dependent."
.= { ospfAreaRangeEntry 4 }

ospf Ar eaRangeEf f ect OBJECT- TYPE
SYNTAX | NTECER {
advertiseMatching (1),
doNot Adverti seMat ching (2)

}
MAX- ACCESS read-create
STATUS obsolete
DESCRI PTI ON
"Subnets subsuned by ranges either trigger the
advertisement of the indicated sunmary (adver-
tiseMatching), or result in the subnet’s not
bei ng advertised at all outside the area."
DEFVAL { advertiseMatching }
::= { ospfAreaRangeEntry 5 }

-- OSPF Host Table

-- The Host/Metric Table indicates what hosts are directly
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-- attached to the Router, and what netrics and types of
-- service should be advertised for them

ospf Host Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF CspfHost Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON
"The list of Hosts, and their nmetrics, that the
router will advertise as host routes."
REFERENCE
"OSPF Version 2, Appendix C. 6 Host route param
eters”
o= { ospf 6}

ospf Host Entry OBJECT- TYPE
SYNTAX  GspfHostEntry
MAX- ACCESS  not - accessi bl e
STATUS current
DESCRI PTI ON
"Ametric to be advertised, for a given type of
service, when a given host is reachable.”
| NDEX { ospf Host | pAddress, ospfHost TCS }
::={ ospfHostTable 1 }

CspfHostEntry :: =
SEQUENCE {

ospf Host | pAddr ess
| pAddr ess,

ospf Host TOS
TOSType,

ospf Host Metric
Metric,

ospf Host St at us
RowsSt at us,

ospf Host Areal D
Areal D

}

ospf Host | pAddr ess OBJECT- TYPE
SYNTAX | pAddress
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The I P Address of the Host."
REFERENCE
"OSPF Version 2, Appendix C 6 Host route parane-
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ters”
::={ ospfHostEntry 1 }

ospf Host TOS OBJECT- TYPE
SYNTAX  TOSType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The Type of Service of the route being config-
ured. "
REFERENCE
"OSPF Version 2, Appendix C. 6 Host route parane-
ters”
::={ ospfHostEntry 2 }

ospf Host Metri ¢ OBJECT- TYPE

SYNTAX  Metric

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The Metric to be advertised.”
REFERENCE
"OSPF Version 2, Appendix C. 6 Host route parane-
ters"
::={ ospfHostEntry 3}

ospf Host St at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This variable displays the status of the en-
try. Setting it to 'invalid has the effect of
rendering it inoperative. The internal effect
(row renoval ) is inplenmentation dependent.”
::={ ospfHostEntry 4 }

ospf Host Areal D OBJECT- TYPE

SYNTAX  Areal D

MAX- ACCESS read-only

STATUS  current

DESCRI PTI ON
"The Area the Host Entry is to be found wthin.
By default, the area that a subsum ng OSPF in-
terface is in, or 0.0.0.0"
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REFERENCE
"OSPF Version 2, Appendix C. 2 Area paraneters"
::={ ospfHostEntry 5 }

-- OSPF Interface Table

-- The OSPF Interface Table augnents the i pAddrTable
-- with OSPF specific information.

ospf | f Tabl e OBJECT- TYPE
SYNTAX  SEQUENCE OF GspflfEntry
MAX- ACCESS  not - accessi bl e
STATUS current
DESCRI PTI ON
"The OSPF Interface Table describes the inter-
faces fromthe vi ewpoi nt of OSPF."
REFERENCE
"OSPF Version 2, Appendix C.3 Router interface
par anet ers"
o= { ospf 7}

ospflfEntry OBJECT- TYPE
SYNTAX  GCspflfEntry
MAX- ACCESS  not - accessi bl e
STATUS current
DESCRI PTI ON
"The OSPF Interface Entry describes one inter-
face fromthe vi ewpoi nt of OSPF."
I NDEX { ospflfl pAddress, ospfAddressLesslif }
o= { ospflfTable 1}

GspflfEntry ::=
SEQUENCE {
ospf | fl pAddress
| pAddr ess,
ospf Addr essLessl f
I nt eger 32,
ospflfAreald
Ar eal D,
ospflfType
| NTEGER,
ospf | f Admi nSt at
St at us,
ospfIfRtrPriority
Desi gnat edRouterPriority,
ospfl fTransitDel ay
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UpToMaxAge,
ospf | f Retransl nt erval
UpToMaxAge,
ospflfHellolnterval
Hel | oRange,
ospfl f Rt rDeadl nterva
Posi ti vel nt eger,
ospflfPolllnterval
Posi ti vel nt eger,
ospflfState
| NTEGER,
ospf | f Desi gnat edRout er
| pAddr ess,

ospf | f BackupDesi gnat edRout er

| pAddr ess,
ospflfEvents
Count er 32,
ospf | f Aut hType
| NTEGER,
ospf | f Aut hKey
OCTET STRI NG
ospf I f Status
RowSt at us,
ospf | fMil ticast Forwar di ng
| NTEGER,
ospf | f Demand
Trut hval ue

}

ospf | fl pAddress OBJECT- TYPE
SYNTAX | pAddress
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The | P address of this OSPF interface."

c:={ ospflfEntry 1}

ospf Addr essLessl f OBJECT- TYPE
SYNTAX I nteger32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"For the purpose of easing
addr essed and addressless
vari abl e takes the value 0 on
I P Addresses, and the correspondi ng val ue of
i flndex for interfaces having no I P Address."

c:={ ospflfEntry 2 }
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ospfl fAreald OBJECT- TYPE
SYNTAX Areal D
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON
"A 32-bit integer uniquely identifying the area
to which the interface connects. Area |ID
0.0.0.0 is used for the OSPF backbone."
DEFVAL { ' 00000000 H } -- 0.0.0.0

::={ ospflfEntry 3}

ospfl f Type OBJECT- TYPE
SYNTAX | NTECER {
broadcast (1),
nbrma (2),
poi nt ToPoi nt (3),
poi nt ToMul ti poi nt (5)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The OSPF interface type.

By way of a default, this field may be intuited
fromthe correspondi ng value of ifType. Broad-
cast LANs, such as FEthernet and |EEE 802.5,
take the value ’'broadcast’, X 25 and sinilar
technol ogi es take the value "nbma’, and |inks
that are definitively point to point take the
val ue ' poi nt ToPoint’."
c:={ ospflfEntry 4 }

ospfl f Adm nSt at OBJECT- TYPE

SYNTAX St at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The OSPF interface’'s adninistrative status.
The value forned on the interface, and the in-
terface will be advertised as an internal route
to sone area. The val ue ’di sabl ed” denotes
that the interface is external to OSPF."

DEFVAL { enabl ed }

o= { ospflfEntry 5}

ospfIfRtrPriority OBJECT- TYPE
SYNTAX  Desi gnatedRouterPriority
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MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The priority of this interface. Used in
multi-access networks, this field is used in
t he designated router election algorithm The
value 0 signifies that the router is not eligi-
ble to becone the designated router on this

particul ar network. In the event of atiein
this value, routers will use their Router ID as
a tie breaker."

DEFVAL { 1}

.= { ospflfEntry 6 }

ospflfTransitDel ay OBJECT- TYPE
SYNTAX UpToMaxAge
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON
"The esti mated nunber of seconds it takes to
transmit a |link state update packet over this
interface."

DEFVAL { 1}

o= { ospflfEntry 7 }

ospfl fRetransl nterval OBJECT- TYPE
SYNTAX UpToMaxAge
MAX- ACCESS read-create
STATUS  current

DESCRI PTI ON
"The nunber of seconds between Ilink-state ad-
vertisement retransm ssions, for adjacencies
belonging to this interface. This value is

al so used when retransnitti ng database descri p-
tion and |link-state request packets."

DEFVAL { 5}

= { ospflfEntry 8}

ospflfHellolnterval OBJECT- TYPE
SYNTAX  Hel | oRange
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The length of tine, in seconds, between the
Hell o packets that the router sends on the in-
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terface. This value nust be the sane for all
routers attached to a common network."

DEFVAL { 10 }

c:={ ospflfEntry 9 }

ospfl f Rt rDeadl nt erval OBJECT- TYPE

SYNTAX  Posi tivel nt eger

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The nunber of seconds that a router’s Hello
packets have not been seen before it’'s neigh-
bors declare the router down. This should be
some nultiple of the Hello interval. This
val ue nust be the sane for all routers attached
to a common network."

DEFVAL { 40 }

.= { ospflfEntry 10 }

ospflfPolllnterval OBJECT- TYPE
SYNTAX  Positivel nt eger
MAX- ACCESS read-create
STATUS  current
DESCRI PTI ON
"The larger tine interval, in seconds, between
the Hello packets sent to an inactive non-
broadcast nulti- access nei ghbor."
DEFVAL { 120 }
c:={ ospflfEntry 11 }

ospflfState OBJECT- TYPE

SYNTAX | NTEGER {
down (1),
| oopback (2),
waiting (3),
poi nt ToPoi nt (4),
desi gnat edRout er (5),
backupDesi gnat edRout er (6),
ot her Desi gnat edRout er (7)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The OSPF Interface State."
DEFVAL { down }
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o= { ospflfEntry 12 }

ospf | f Desi gnat edRout er OBJECT- TYPE
SYNTAX | pAddress
MAX- ACCESS read-only
STATUS  current

DESCRI PTI ON
"The | P Address of the Designated Router."
DEFVAL  { ' 00000000’ H } -- 0.0.0.0

c:={ ospflfEntry 13 }

ospf | f BackupDesi gnat edRout er OBJECT- TYPE
SYNTAX | pAddress
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON
"The |IP Address of the Backup Desi ghat ed
Router."
DEFVAL { ' 00000000’ H } -- 0.0.0.0

c:={ ospflfEntry 14 }

ospfl fEvents OBJECT- TYPE

SYNTAX  Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of tines this OSPF interface has
changed its state, or an error has occurred.”

.= { ospflfEntry 15 }

ospf | f Aut hKey OBJECT- TYPE

SYNTAX  OCTET STRING (SI ZE (0. . 256))

MAX- ACCESS read-create

STATUS  current

DESCRI PTI ON
"The Aut hentication Key. |f the Area’s Author-
ization Type is sinplePassword, and the key
length is shorter than 8 octets, the agent will
| eft adjust and zero fill to 8 octets.

Note that unauthenticated interfaces need no
aut henti cati on key, and sinple password aut hen-
tication cannot use a key of nore than 8 oc-
tets. Larger keys are useful only w th authen-
tication nmechani sns not specified in this docu-
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ment .

When read, ospflfAuthKey always returns an Cc-
tet String of length zero."

REFERENCE
"OSPF Version 2, Section 9 The Interface Data
Structure"

DEFVAL { ' 0000000000000000' H } -- 0.0.0.0.0.0.0.0

c:={ ospflfEntry 16 }

ospflfStatus OBIECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This variable displays the status of the en-
try. Setting it to 'invalid has the effect of
rendering it inoperative. The internal effect
(row renoval ) is inplenmentation dependent."
o= { ospflfEntry 17 }

ospflfMilticast Forwardi ng OBJECT- TYPE
SYNTAX | NTECER {

bl ocked (1), -- no nulticast forwarding
mul ticast (2), -- using multicast address
uni cast (3) -- to each OSPF nei ghbor

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The way nulticasts should forwarded on this
interface; not forwarded, forwarded as data
link nmulticasts, or forwarded as data |ink uni-
casts. Data link nulticasting is not mneaning-
ful on point to point and NBMA interfaces, and
setting ospfMulticast Forwarding to O effective-
Iy disables all nulticast forwarding."

DEFVAL { bl ocked }

c:={ ospflfEntry 18 }

ospf | f Demand OBJECT- TYPE
SYNTAX  Trut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"I ndi cat es whet her Demand OSPF procedures (hel -

Baker & Coltun St andards Track [ Page 38]



RFC 1850 CSPF M B Novenber 1995

| 0 supression to FULL nei ghbors and setting the
DoNot Age flag on proogated LSAs) shoul d be per-
fornmed on this interface."

DEFVAL { false }

c:={ ospflfEntry 19 }

ospf | f Aut hType OBJECT- TYPE
SYNTAX | NTEGER (0. . 255)
-- none (0),
-- sinpl ePassword (1)
-- md5 (2)
-- reserved for specification by 1ANA (> 2)
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON
"The aut hentication type specified for an in-
terface. Addi tional authentication types nay
be assigned locally."
REFERENCE
"OSPF Version 2, Appendi x E Authentication"
DEFVAL { 0 } -- no authentication, by default

c:={ ospflfEntry 20 }

-- OSPF Interface Metric Table

- - The Metric Table describes the netrics to be adverti sed
-- for a specified interface at the various types of service
-- As such, this table is an adjunct of the OSPF Interface
-- Tabl e.

-- Types of service, as defined by RFC 791, have the ability
-- to request |ow delay, high bandwi dth, or reliable |inkage.

-- For the purposes of this specification, the neasure of
-- bandwi dth

-- Metric = 1078 / if Speed

-- is the default value. For nultiple link interfaces, note
-- that ifSpeed is the sumof the individual |ink speeds.

-- This yields a nunber having the follow ng typical val ues:

-- Net work Type/bit rate Metric

-- >= 100 MBPS 1
-- Et her net/ 802. 3 10
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- E1 48
-- T1 (ESF) 65
- 64 KBPS 1562
- 56 KBPS 1785
- 19. 2 KBPS 5208
- 9.6 KBPS 10416

-- Routes that are not specified use the default (TGS 0) nmetric

ospflfMetricTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF GCspflfMetricEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON
"The TOS nmetrics for a non-virtual interface
identified by the interface index."
REFERENCE

"OSPF Version 2, Appendix C.3 Router interface
par anet ers”
::={ ospf 8}

ospflfMetricEntry OBJECT- TYPE
SYNTAX  GspflfMetricEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON
"A particular TOS netric for a non-virtual in-
terface identified by the interface index."
REFERENCE

"OSPF Version 2, Appendix C.3 Router interface
par anet ers"
I NDEX { ospflfMetriclpAddress,
ospflfMetri cAddresslLesslf,
ospflfMetricTCS }
c:={ ospflfMetricTable 1}

GspflfMetricEntry ::=
SEQUENCE {

ospflfMetricl pAddress
| pAddr ess,

ospflfMetricAddressLessl f
I nt eger 32,

ospflfMetricTOS
TOSType,

ospflfMetricVal ue
Metric,

ospflfMetricStatus
RowSt at us

1995
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}

ospflfMetricl pAddress OBJECT- TYPE
SYNTAX | pAddress
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The | P address of this OSPF interf
creation, this can be derived
stance. "
c:={ ospflfMetricEntry 1}

ospflfMetri cAddressLessl f OBJECT- TYPE
SYNTAX  Integer32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"For the purpose of easing the in

ace. On row
fromthe in-

stancing of

addr essed and addressless interfaces; This

vari abl e takes the value 0 on inte

I P Addresses, and the value of ifl

terfaces having no | P Address. On

tion, this can be derived fromthe
o= { ospflfMetricEntry 2 }

ospflfMetricTOS OBJECT- TYPE
SYNTAX  TOSType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The type of service nmetric being

rfaces wth
ndex for in-

row crea-
i nst ance. "

ref er enced.

On row creation, this can be derived fromthe

i nstance. "
c:={ ospflfMetricEntry 3}

ospflfMetricVal ue OBJECT- TYPE
SYNTAX  Metric
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The netric of using this type of

service on

this interface. The default value of the TCS O

Metric is 1078 / if Speed.”
c:={ ospflfMetricEntry 4 }

ospflfMetricStatus OBJECT- TYPE
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SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This variable displays the status of the en-
try. Setting it to 'invalid has the effect of
rendering it inoperative. The internal effect
(row renoval ) is inplenmentation dependent."

c:={ ospflfMetricEntry 5}

-- OSPF Virtual Interface Table

-- The Virtual Interface Table describes the virtual
-- links that the OSPF Process is configured to
-- carry on.

ospfVirtlfTabl e OBJECT- TYPE
SYNTAX  SEQUENCE OF GspfVirtlfEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Informati on about this router’s virtual inter-
faces."
REFERENCE
"OSPF Version 2, Appendix C. 4 Virtual [|ink
par anet er s"
::={ ospf 9}

ospfVirtlfEntry OBJECT- TYPE
SYNTAX  GspfVirtlfEntry
MAX- ACCESS  not - accessi bl e
STATUS current
DESCRI PTI ON
"Informati on about a single Virtual Interface."
I NDEX { ospfVirtlifAreald, ospfVirtlfNei ghbor }
o= { ospfVirtifTable 1}

GspfVirtlfEntry ::=
SEQUENCE {

ospfVirtlfAreald
Ar eal D,

ospfVirtlfNei ghbor
Rout er | D,

ospfVirtlfTransitDel ay
UpToMaxAge,

ospfVirtlfRetranslnterval
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UpToMaxAge,
ospfVirtlfHellolnterval

Hel | oRange,
ospfVirtlf Rt rDeadl nterval

Posi ti vel nt eger,
ospfVirtlfState

| NTEGER,
ospfVirtlfEvents

Count er 32,
ospfVirtlfAut hType

| NTEGER,
ospf Virtlf Aut hKey

OCTET STRI NG
ospfVirtlfStatus

RowSt at us

}

ospfVirtlfAreald OBJECT- TYPE

SYNTAX Areal D

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The Transit Area that the Vi rtual Li nk
traverses. By definition, this is not 0.0.0.0"

c:={ ospfVirtlfEntry 1}

ospf Virtlf Nei ghbor OBJECT- TYPE
SYNTAX Rout er | D
MAX- ACCESS read-only
STATUS  current
DESCRI PTI ON
"The Router |ID of the Virtual Neighbor."
c:={ ospfVirtlfEntry 2 }

ospfVirtlfTransitDel ay OBJECT- TYPE

SYNTAX UpToMaxAge

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The estimated nunber of seconds it takes to
transmt a link- state update packet over this
interface."

DEFVAL { 1}

c:={ ospfVirtlifEntry 3}
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ospfVirtlfRetransl nterval OBJECT- TYPE
SYNTAX UpToMaxAge
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON
"The nunber of seconds between |ink-state ad-
vertisenment retransnissions, for adjacencies
belonging to this interface. This value is
al so used when retransnitting database descrip-
tion and link-state request packets. Thi s
value should be well over the expected round-
trip tine."
DEFVAL { 5}

o= { ospfVirtlifEntry 4 }

ospfVirtlfHellolnterval OBJECT- TYPE
SYNTAX  Hel | oRange
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The length of tine, in seconds, between the
Hel o packets that the router sends on the in-
terface. This value nust be the same for the
vi rtual neighbor."
DEFVAL { 10 }
o= { ospfVirtifEntry 5}

ospfVirtlf Rt rDeadl nterval OBJECT- TYPE

SYNTAX  Posi tivel nteger

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The nunmber of seconds that a router’s Hello
packets have not been seen before it’s neigh-
bors declare the router down. This should be

some nultiple of the Hello interval. This
val ue nust be the same for the virtual neigh-
bor."

DEFVAL { 60 }
o= { ospfVirtlfEntry 6 }

ospfVirtlfState OBIJECT- TYPE
SYNTAX | NTEGER {

down (1), -- these use the sane encodi ng
poi nt ToPoi nt (4) -- as the ospflfTable
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}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"OSPF virtual interface states."
DEFVAL { down }
o= { ospfVirtlfEntry 7 }

ospfVirtlfEvents OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS  current
DESCRI PTI ON
"The nunber of state changes or error events on
this Virtual Link"
c:={ ospfVirtlfEntry 8 }

ospfVirtlfAut hKey OBJECT- TYPE
SYNTAX OCTET STRI NG (Sl ZE(O. . 256))
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON
"If Authentication Type is sinplePassword, the
device wll left adjust and zero fill to 8 oc-
tets.

Not e that unauthenticated interfaces need no
aut henti cation key, and sinple password aut hen-
tication cannot use a key of nore than 8 oc-
tets. Larger keys are useful only wth authen-
tication nmechani sns not specified in this docu-
nment .

When read, ospfVifAuthkKey always returns a
string of length zero."

REFERENCE
"OSPF Version 2, Section 9 The |Interface Data
Structure"
DEFVAL { ' 0000000000000000' H } -- 0.0.0.0.0.0.0.0

o= { ospfVirtlfEntry 9 }

ospfVirtlfStatus OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"This variable displays the status of the en-
try. Setting it to 'invalid has the effect of
rendering it inoperative. The internal effect

(row renoval ) is inplenmentation dependent.”
o= { ospfVirtlfEntry 10 }

ospfVirtlfAut hType OBJECT- TYPE
SYNTAX | NTEGER (0. . 255)
-- none (0),
-- sinplePassword (1)
-- md5 (2)
-- reserved for specification by 1ANA (> 2)
MAX- ACCESS read-create
STATUS current

DESCRI PTI ON
"The aut hentication type specified for a virtu-
al interface. Additional authentication types
may be assigned locally."
REFERENCE
"OSPF Version 2, Appendi x E Authentication"
DEFVAL { 0 } -- no authentication, by default

o= { ospfVirtlfEntry 11 }

-- OSPF Nei ghbor Table

-- The OSPF Nei ghbor Tabl e describes all neighbors in
-- the locality of the subject router

ospf Nor Tabl e OBJECT- TYPE
SYNTAX  SEQUENCE OF GspfNbrEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A tabl e of non-virtual neighbor infornmation."
REFERENCE
"OSPF Version 2, Section 10 The Neighbor Data
Structure"
2= { ospf 10 }

ospf Nor Entry OBJECT- TYPE
SYNTAX  CspfNbrEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
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"The information regardi ng a single neighbor."
REFERENCE
"OSPF Version 2, Section 10 The Neighbor Data
Structure"
I NDEX { ospf Nbrl pAddr, ospf NorAddressLessl ndex }
::={ ospfNbrTable 1}

Cspf NorEntry ::=
SEQUENCE {
ospf Nor | pAddr
| pAddr ess,
ospf Nor Addr essLessl| ndex
I nt erfacel ndex,
ospfNorRtr 1 d
Rout er | D,
ospf Nor Opt i ons
I nt eger 32,
ospfNbrPriority
Desi gnat edRout erPriority,
ospf Nor St at e
| NTEGER,
ospf Nbr Event s
Count er 32,
ospf Nbr LsRet ransQLen
Gauge32,
ospf NomaNbr St at us
RowSt at us,
ospf NomaNbr Per manence
| NTEGER,
ospf Nbr Hel | oSuppr essed
Trut hval ue

}

ospf Nor | pAddr OBJECT- TYPE

SYNTAX | pAddress

MAX- ACCESS read-only

STATUS  current

DESCRI PTI ON
"The | P address this neighbor is using in its
IP Source Address. Note that, on addressless
links, this will not be 0.0.0.0, but the ad-
dress of another of the neighbor’s interfaces."

.= { ospfNorEntry 1}

ospf Nor Addr essLessl ndex OBJECT- TYPE
SYNTAX  Interfacel ndex
MAX- ACCESS read-only

Baker & Coltun St andards Track [ Page 47]



RFC 1850 CSPF M B

STATUS current

DESCRI PTI ON
"On an interface having an
On addressless interfaces,

| P Address,

Zero.

t he corresponding

value of iflndex in the Internet Standard M B.
On row creation, this can be derived fromthe
i nst ance. "

c:={ ospfNorEntry 2}

ospf NorRtr1 d OBJECT- TYPE
SYNTAX Rout er | D
MAX- ACCESS read-only
STATUS  current
DESCRI PTI ON
"A 32-bit integer (represented as a type
dress) wuniquely identifying the
router in the Autononbus System"
DEFVAL  { ' 00000000’ H } -- 0.0.0.0
c:={ ospfNorEntry 3}

ospf Nor Opti ons OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

| pAd-

nei ghbori ng

"A Bit Mask corresponding to the neighbor’s op-

tions field.

Bit 0, if set,
operate on
TCS 0. If zero, the neighbor wll
metrics except the TGS O netric.

i ndi cates that the

Bit 1, if set, indicates that the
area accepts and operates on externa

system will
Type of Service netrics other than
i gnore

al |

associ at ed
i nf or ma-

tion; if zero, it is a stub area.

Bit 2, if set, indicates that the systemis ca-
pable of routing IP Miulticast datagrans; i.e.
that it inplenments the Miulticast Extensions to
OSPF.

Bit 3, if set, indicates that the associated
area is an NSSA. These areas are capable of
carrying type 7 external advertisenents, which
are translated into type 5 external advertise-
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nments at NSSA borders."
REFERENCE

"OSPF Version 2, Section 12.1.2 Options"
DEFVAL { 0 }
::={ ospfNorEntry 4}

ospfNorPriority OBJECT- TYPE

SYNTAX  DesignatedRouterPriority

MAX- ACCESS read-create

STATUS  current

DESCRI PTI ON
"The priority of this neighbor in the designat-
ed router election algorithm The value 0 sig-
nifies that the neighbor is not eligible to be-
come the designated router on this particular
net wor k. "

DEFVAL { 1}

::={ ospfNorEntry 5 }

ospf Nor St at e OBJECT- TYPE
SYNTAX | NTEGER {

down (1),
attenpt (2),
init (3),
twoVy (4),
exchangeStart (5),
exchange (6),
| oading (7),
full (8)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The State of the relationship with this Neigh-
bor. "
REFERENCE
"OSPF Version 2, Section 10.1 Nei ghbor States"
DEFVAL { down }
::={ ospfNorEntry 6 }

ospf Nor Event s OBJECT- TYPE
SYNTAX  Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The nunber of tines this neighbor relationship
has changed state, or an error has occurred."
c:={ ospfNorEntry 7 }

ospf Nor LsRet ransQ.en OBJECT- TYPE

SYNTAX  Gauge32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The current Ilength of the retransm ssion
queue. "

::={ ospfNorEntry 8 }

ospf NbmaNbr St at us OBJECT- TYPE

SYNTAX RowsSt at us

MAX- ACCESS read-create

STATUS  current

DESCRI PTI ON
"This variable displays the status of the en-
try. Setting it to 'invalid has the effect of
rendering it inoperative. The internal effect
(row renoval) is inplenentation dependent.”

::={ ospfNorEntry 9 }

ospf NomaNbr Per manence OBJECT- TYPE
SYNTAX | NTEGER {
dynamc (1), -- learned through protocol
per manent (2) -- configured address

}
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON
"This variable displays the status of the en-
try. "dynamic’ and 'pernanent’ refer to how

t he nei ghbor becanme known."
DEFVAL { pernanent }
::={ ospfNorEntry 10 }

ospf Nor Hel | oSuppr essed OBJECT- TYPE
SYNTAX  Trut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"I ndi cates whether Hellos are being suppressed
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to the nei ghbor"
c:={ ospfNorEntry 11 }

-- OSPF Virtual Neighbor Table

-- This table describes all virtual neighbors.
-- Since Virtual Links are configured in the
-- virtual interface table, this table is read-only.

ospf Vi rt Nbr Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF GspfVirtNorEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON
"A table of virtual neighbor information."
REFERENCE
"OSPF Version 2, Section 15 Virtual Links"
o= { ospf 11 }

ospf Virt NorEntry OBJECT- TYPE
SYNTAX  GspfVirtNorEntry
MAX- ACCESS  not-accessi bl e
STATUS  current
DESCRI PTI ON
"Virtual neighbor information."
I NDEX { ospfVirtNorArea, ospfVirtNbrRirid }
c:={ ospfVirtNorTable 1 }

GspfVirtNorEntry :: =
SEQUENCE {
ospf Vi rt Nor Area
Ar eal D,
ospfVirtNorRtri d
Rout er | D,
ospf Vi rt Nor | pAddr
| pAddr ess,
ospfVirt Nor Opti ons
I nt eger 32,
ospfVirt Nbr State
| NTEGER,
ospf Virt Nor Event s
Count er 32,
ospf Virt NorLsRet ransQ.en
Gauge32,
ospf Vi rt Nor Hel | oSuppr essed
Trut hval ue

1995
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}

ospf Vi rt Nor Area OBJECT- TYPE
SYNTAX  Areal D
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The Transit Area ldentifier."
o= { ospfVirtNorEntry 1 }

ospfVirtNorRtrld OBJECT- TYPE
SYNTAX Routerl D
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A 32-bit integer uniquely identifying

t he

nei ghboring router in the Autononous System"

o= { ospfVirtNorEntry 2 }

ospf Vi rt Nor | pAddr OBJECT- TYPE
SYNTAX | pAddress
MAX- ACCESS read-only
STATUS  current
DESCRI PTI ON

"The I P address this Virtual Neighbor

ing."
c:={ ospfVirtNorEntry 3 }

ospf Vi rt Nor Opti ons OBJECT- TYPE
SYNTAX I nteger32
MAX- ACCESS read-only
STATUS  current
DESCRI PTI ON

is

us-

"A Bit Mask corresponding to the neighbor’s op-

tions field.

Bit 1, if set, indicates that the system wll
operate on Type of Service nmetrics other than
TOS 0. If zero, the neighbor will ignore

metrics except the TOS O netric.

Bit 2, if set, indicates that the
Network Milticast capable; ie, that
ments OSPF Multicast Routing."”

c:={ ospfVirtNorEntry 4 }
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ospf Virt Nor St at e OBJECT- TYPE
SYNTAX | NTEGER {
down (1),
attenpt (2),
init (3),
twovay (4),
exchangeStart (5),
exchange (6),
| oading (7),
full (8)

}
MAX- ACCESS read-only
STATUS  current
DESCRI PTI ON
"The state of the Virtual Neighbor Relation-
ship. "
c:={ ospfVirtNorEntry 5 }

ospf Virt Nor Event s OBJECT- TYPE
SYNTAX  Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of tines this virtual |link has
changed its state, or an error has occurred.”
= { ospfVirtNorEntry 6 }

ospf Virt NorLsRetransQ.en OBJECT- TYPE
SYNTAX  Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The <current Ilength of the retransm ssion
queue. "
o= { ospfVirtNorEntry 7 }

ospf Vi rt Nbr Hel | oSuppressed OBJECT- TYPE

SYNTAX  Trut hVal ue

MAX- ACCESS read-only

STATUS  current

DESCRI PTI ON
"I ndi cat es whether Hellos are being suppressed
to the nei ghbor"

c:={ ospfVirtNorEntry 8 }
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-- OSPF Link State Database, Externa

-- The Link State Database contains the Link State
-- Advertisenments fromthroughout the areas that the
- - device is attached to.

-- This table is identical to the OSPF LSDB Table in
-- format, but contains only External Link State

-- Advertisenents. The purpose is to allow externa
-- LSAs to be displayed once for the router rather

-- than once in each non-stub area.

ospf Ext LsdbTabl e OBJECT- TYPE
SYNTAX  SEQUENCE OF Gspf Ext LsdbEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The OSPF Process’s Links State Database."
REFERENCE
"OSPF Version 2, Section 12 Link State Adver-
ti sements”
c:={ ospf 12}

ospf Ext LsdbEntry OBJECT- TYPE
SYNTAX  Ospf Ext LsdbEntry
MAX- ACCESS not-accessible
STATUS current
DESCRI PTI ON
"A single Link State Advertisenent."
| NDEX { ospf Ext LsdbType, ospfExtLsdbLsid, ospfExtLsdbRouterld }
::={ ospfExtLsdbTable 1 }

Gspf Ext LsdbEntry :: =
SEQUENCE {

ospf Ext LsdbType
| NTEGER,

ospf Ext LsdbLsi d
| pAddr ess,

ospf Ext LsdbRouter I d
Rout er | D,

ospf Ext LsdbSequence
I nt eger 32,

ospf Ext LsdbAge
I nt eger 32,

ospf Ext LsdbChecksum
I nt eger 32,

ospf Ext LsdbAdverti senent
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OCTET STRI NG
}

ospf Ext LsdbType OBJECT- TYPE
SYNTAX | NTEGER {
asExt ernal Li nk (5)

}
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON
"The type of the Ilink state advertisenent.
Each |ink state type has a separate advertise-
ment format."

REFERENCE

"OSPF Version 2, Appendix A 4.1 The Link State
Advertisenent header"
::={ ospfExtLsdbEntry 1 }

ospf Ext LsdbLsi d OBJECT- TYPE
SYNTAX | pAddress
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The Link State IDis an LS Type Specific field
containing either a Router ID or an | P Address;
it identifies the piece of the routing donain
that is being described by the advertisenent."
REFERENCE
"OSPF Version 2, Section 12.1.4 Link State ID"
::={ ospfExtLsdbEntry 2 }

ospf Ext LsdbRout er 1 d OBJECT- TYPE
SYNTAX Router | D
MAX- ACCESS read-only
STATUS  current
DESCRI PTI ON
"The 32 bit nunber that uniquely identifies the
originating router in the Autonomous System "
REFERENCE
"OSPF Version 2, Appendix C. 1 dobal paraneters”
::={ ospfExtLsdbEntry 3 }

-- Note that the OSPF Sequence Nunber is a 32 bit signed
-- integer. It starts with the value 80000001’ h,

-- or -'7FFFFFFF h, and increnents until ' 7FFFFFFF h

-- Thus, a typical sequence nunber will be very negative.
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ospf Ext LsdbSequence OBJECT- TYPE
SYNTAX  Integer32
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON
"The sequence nunber field is a signed 32-bit
i nteger. It is used to detect old and dupli -
cate link state advertisements. The space of
sequence nunbers is linearly ordered. The

| arger the sequence nunber the nore recent the
advertisenent."
REFERENCE
"OSPF Version 2, Section 12.1.6 LS sequence
number "
::= { ospfExtLsdbEntry 4 }

ospf Ext LsdbAge OBJECT- TYPE
SYNTAX I nteger32 -- Shoul d be 0.. MaxAge
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This field is the age of the Iink state adver-
tisement in seconds."
REFERENCE
"OSPF Version 2, Section 12.1.1 LS age"
::= { ospfExtLsdbEntry 5 }

ospf Ext LsdbChecksum OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This field is the checksum of the conplete
contents of the advertisenent, excepting the
age field. The age field is excepted so that
an advertisenent’s age can be increnmented
wi t hout updating the checksum The checksum
used is the sane that is used for |SO connec-
tionl ess datagrans; it is commonly referred to
as the Fletcher checksum"
REFERENCE
"OSPF Version 2, Section 12.1.7 LS checksunt
::= { ospfExtLsdbEntry 6 }

ospf Ext LsdbAdverti senment OBJECT- TYPE
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SYNTAX  OCTET STRI NG (Sl ZE(36))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The entire Link State Advertisenent, including
its header."
REFERENCE
"OSPF Version 2, Section 12 Link State Adver-
ti sements”
::={ ospfExtLsdbEntry 7 }

-- OSPF Use of the CIDR Route Table
ospf Rout eG oup OBJECT IDENTIFIER ::= { ospf 13 }

-- The I P Forwarding Tabl e defines a nunber of objects for use by
-- the routing protocol to externalize its information. Most of
-- the variabl es (ipForwardDest, i pForwardMask, ipForwardPolicy,
-- i pForwar dNext Hop, i pForwardl fl ndex, i pForwardType,

-- i pForwardProto, ipForwardAge, and ipForwardNext HOpAS) are

-- defined there.

-- Those that | eave sone discretion are defined here.
-- ipCdrRouteProto is, of course, ospf (13).

-- ipCidrRouteAge is the tine since the route was first cal cul ated,
-- as opposed to the time since the | ast SPF run.

-- ipCdrRoutelnfo is an OBJECT | DENTI FIER for use by the routing
-- protocol. The follow ng values shall be found there depending
-- on the way the route was cal cul at ed.

ospflntraArea OBJECT | DENTI FI ER ::
ospflnterArea OBJECT | DENTI FI ER : :
ospf Ext ernal Typel OBJECT | DENTIFIER ::
ospf Ext ernal Type2 OBJECT | DENTI FI ER ::

ospf RouteG oup 1 }
ospf Rout eG oup 2 }
ospf Rout eGroup 3 }
ospf Rout eGroup 4 }

mnm1mn
- -

-- ipCdrRouteMetricl is, by definition, the primary routing

-- metric. Therefore, it should be the netric that route

-- selection is based on. For intra-area and inter-area routes,
-- it is an OSPF netric. For External Type 1 (conparable val ue)
-- routes, it is an OSPF netric plus the External Metric. For
-- external Type 2 (non-conparable value) routes, it is the

-- external netric.

-- ipCdrRouteMetric2 is, by definition, a secondary routing
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-- nmetric. Therefore, it should be the nmetric that breaks a tie
-- anong routes having equal netricl values and the same

-- calculation rule. For intra-area, inter-area routes, and

-- External Type 1 (conparable value) routes, it is unused. For
-- external Type 2 (non-conparable value) routes, it is the netric
-- to the AS border router.

-- ipGdrRouteMetric3, ipCGdrRouteMetric4, and i pG drRouteMetrich are
- - unused.

-- The OSPF Area Aggregate Tabl e

-- This table replaces the OSPF Area Summary Tabl e, being an
-- extension of that for CIDR routers.

ospf Ar eaAggr egat eTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Gspf AreaAggregat eEntry
MAX- ACCESS  not - accessi bl e
STATUS current

DESCRI PTI ON
"A range of | P addresses specified by an IP
address/I P network nmask pair. For exanpl e,

class B address range of X. X. X. X with a network
mask of 255.255.0.0 includes all |P addresses
fromX X.0.0 to X X 255.255. Note that if
ranges are configured such that one range sub-
sunmes another range (e.g., 10.0.0.0 mask
255.0.0.0 and 10.1.0.0 mask 255.255.0.0), the
nost specific match is the preferred one."
REFERENCE
"OSPF Version 2, Appendix C.2 Area paraneters"
o= { ospf 14 }

ospf Ar eaAggr egat eEntry OBJECT- TYPE
SYNTAX  Gspf AreaAggregat eEntry
MAX- ACCESS not-accessible
STATUS current

DESCRI PTI ON
"A range of | P addresses specified by an IP
address/I P network nask pair. For exanpl e,

class B address range of X. X. X. X with a network
mask of 255.255.0.0 includes all |P addresses
fromX X 0.0 to X X 255.255. Note that if
ranges are range configured such that one range
subsunmes another range (e.g., 10.0.0.0 mask
255.0.0.0 and 10.1.0.0 mask 255.255.0.0), the
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nost specific match is the preferred one."
REFERENCE
"OSPF Version 2, Appendix C.2 Area paraneters”
I NDEX { ospf AreaAggr egat eAreal D, ospf AreaAggr egat eLsdbType,
ospf Ar eaAggr egat eNet, ospf AreaAggr egat eMask }
.. = { ospfAreaAggregateTable 1 }

Cspf AreaAggregateEntry :: =
SEQUENCE {

ospf Ar eaAggr egat eAr eal D
Ar eal D,

ospf Ar eaAggr egat eLsdbType
| NTEGER,

ospf Ar eaAggr egat eNet
| pAddr ess,

ospf Ar eaAggr egat eMask
| pAddr ess,

ospf Ar eaAggr egat eSt at us
RowSt at us,

ospf Ar eaAggr egat eEf f ect
| NTEGER

}

ospf Ar eaAggr egat eAr eal D OBJECT- TYPE
SYNTAX  Areal D
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The Area the Address Aggregate is to be found
within. "
REFERENCE
"OSPF Version 2, Appendix C. 2 Area paraneters”
::={ ospfAreaAggregateEntry 1 }

ospf Ar eaAggr egat eLsdbType OBJECT- TYPE
SYNTAX | NTEGER {
sunmar yLi nk (3),
nssaExt ernal Li nk (7)

}

MAX- ACCESS read-only

STATUS  current

DESCRI PTI ON
"The type of the Address Aggregate. This field
specifies the Lsdb type that this Address Ag-
gregate applies to."

REFERENCE
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"OSPF Version 2, Appendix A 4.1 The Link State
Adverti senent header"

i1 = { ospfAreaAggregateEntry 2 }

ospf Ar eaAggr egat eNet OBJECT- TYPE
SYNTAX | pAddress
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The I P Address of the Net or Subnet i ndicated
by the range.”
REFERENCE
"OSPF Version 2, Appendix C. 2 Area paraneters"
::={ ospfAreaAggregateEntry 3 }

ospf Ar eaAggr egat eMask OBJECT- TYPE
SYNTAX | pAddress
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The Subnet Mask that pertains to the Net or
Subnet . "
REFERENCE
"OSPF Version 2, Appendix C. 2 Area paraneters"
::= { ospfAreaAggregateEntry 4 }

ospf Ar eaAggr egat eSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This variable displays the status of the en-
try. Setting it to 'invalid has the effect of
rendering it inoperative. The internal effect
(row renoval ) is inplenmentation dependent."
::={ ospfAreaAggregateEntry 5 }

ospf Ar eaAggr egat eEf f ect OBJECT- TYPE
SYNTAX | NTEGER {

advertiseMatching (1),
doNot Adverti seMat ching (2)

}
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"Subnets subsuned by ranges either trigger the
advertisenent of the indicated aggregate (ad-
verti seMatching), or result in the subnet’s not
bei ng advertised at all outside the area.”

DEFVAL { advertiseMatching }

.= { ospfAreaAggregateEntry 6 }

-- conformance i nfornation

ospf Conformance OBJECT IDENTIFIER ::= { ospf 15 }

ospf G oups OBJECT | DENTI FI ER ::
ospf Conpl i ances OBJECT | DENTI FI ER ::

= { ospfConfornmance 1 }
= { ospf Confornmance 2 }

-- conpliance statenents

ospf Conpl i ance MODULE- COVPLI ANCE
STATUS current

DESCRI PTI ON
"The conpliance statenment "
MODULE -- this nodul e

MANDATORY- GROUPS {
ospf Basi ¢cG oup,
ospf AreaG oup,
ospf St ubAr eaGr oup,
ospf I f G oup,
ospflfMetricG oup,
ospfVirtlfG oup,
ospf Nbr Gr oup,
ospf Vi rt Nor G oup,
ospf Ar eaAggr egat eG oup

}
::={ ospfConpliances 1}

-- units of conformance

ospf Basi cG oup OBJECT- GROUP
OBJECTS {

ospf Routerl d,
ospf Adm nSt at
ospf Ver si onNunber ,
ospf AreaBdr Rt r St at us,
ospf ASBdr Rt r St at us,
ospf Ext er nLsaCount ,
ospf Ext er nLsaCksunSum
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ospf TOSSupport,

ospf Ori gi nat eNewLsas,
ospf RxNewLsas,

ospf Ext LsdbLi mi t,

ospf Mul ti cast Ext ensi ons,
ospf Exi t Overfl ow nt erval ,
ospf DemandExt ensi ons

}
STATUS current
DESCRI PTI ON
"These objects are required for OSPF systens."
.= { ospfGoups 1}

ospf AreaG oup OBJECT- GROUP
OBJECTS {

ospf Ar eal d,
ospf | npor t AsExt er n,
ospf Spf Runs,
ospf AreaBdr Rt r Count ,
ospf AsBdr Rt r Count ,
ospf Ar eaLsaCount ,
ospf Ar eaLsaCksunSum
ospf AreaSunmary,
ospf Ar eaSt at us

}

STATUS current

DESCRI PTI ON
"These objects are required for OSPF systens
supporting areas."

.= { ospfGoups 2}

ospf St ubAr eaG oup OBJECT- GROUP
OBJECTS {
ospf St ubAr eal d,
ospf St ubTCs,
ospf St ubMetri c,
ospf St ubSt at us,
ospf St ubMet ri cType

}

STATUS current

DESCRI PTI ON
"These objects are required for OSPF systens
supporting stub areas."

::={ ospfGoups 3}
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ospf LsdbG oup OBJECT- GROUP
OBJECTS {

ospf LsdbAr eal d,
ospf LsdbType,
ospf LsdbLsi d,
ospf LsdbRout er | d,
ospf LsdbSequence,
ospf LsdbAge,
ospf LsdbChecksum
ospf LsdbAdverti senent

}

STATUS current

DESCRI PTI ON
"These objects are required for OSPF systens
that display their |ink state database."

::={ ospfGoups 4}

ospf Ar eaRangeG oup OBJECT- GROUP
OBJECTS {
ospf Ar eaRangeAr eal d,
ospf Ar eaRangeNet ,
ospf Ar eaRangeMask,
ospf Ar eaRangeSt at us,
ospf Ar eaRangeEf f ect

}

STATUS obsol ete

DESCRI PTI ON
"These objects are required for non-ClDR GCSPF
systens that support multiple areas.”

.= { ospfGoups 51}

ospf Host Group OBJECT- GROUP
OBJECTS {
ospf Host | pAddr ess,
ospf Host TCS,
ospf Host Metri c,
ospf Host St at us,
ospf Host Areal D

}

STATUS current

DESCRI PTI ON
"These objects are required for OSPF systens
t hat support attached hosts."

::={ ospfGoups 6 }
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ospfl f G oup
OBJECTS {

CSPF M B

OBJECT- GROUP

ospf | fl pAddress,

ospf Addr essLesslI f,
ospflfAreald,

ospf I f Type,

ospf | f Admi nSt at
ospflfRtrPriority,

ospf | f Transi t Del ay,

ospfl fRetransl nterval,
ospflfHellolnterval,

ospfl f Rt rDeadl nt erval ,
ospflfPolllnterval,
ospflfState,

ospf | f Desi gnat edRout er,
ospf | f BackupDesi gnat edRout er,
ospflfEvents,

ospf | f Aut hType,

ospf | f Aut hKey,

ospf I f St atus,

ospf I fMilticast Forwardi ng,
ospf | f Demand

}
STATUS current
DESCRI PTI ON

"These objects are required for OSPF systens."

c:={ ospfGoups 7 }

ospflfMetricG oup OBJECT- GROUP

OBJECTS {

ospflfMetricl pAddress,
ospflfMetricAddressLesslf,
ospflfMetricTCS,
ospflfMetricVal ue,
ospflfMetricStatus

}
STATUS current
DESCRI PTI ON

"These objects are required for OSPF systens."

::={ ospfGoups 8 }

ospfVirtlfG oup

OBJECTS {

Baker & Col tun
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ospfVirtlfRetranslnterval,
ospfVirtlfHellolnterval,
ospfVirtlf Rt rDeadl nterval,
ospfVvirtlfState,
ospfVirtlfEvents,
ospfVirtlfAut hType,

ospf Vi rt| f Aut hKey,
ospfVirtlfStatus

}
STATUS current

DESCRI PTI ON

"These objects are required for OSPF systens."

.= { ospfGoups 9}

ospf Nor G oup
OBJECTS {

OBJECT- GROUP

ospf Nbr | pAddr,

ospf Nor Addr essLessl ndex,
ospfNbrRtr i d,

ospf Nbr Opt i ons,
ospfNorPriority,

ospf Nbr St at e,

ospf Nbr Event s,

ospf Nbr LsRet ransQLen,
ospf NomaNbr St at us,

ospf NbmaNbr Per manence,
ospf Nor Hel | oSuppr essed

}
STATUS current

DESCRI PTI ON

"These objects are required for OSPF systens."

c:={ ospfGoups 10 }

ospf Vi rt Nor G oup

OBJECTS {

OBJECT- GROUP

ospf Vi rt Nor Ar ea,
ospfVirtNorRtrl d,

ospf Vi rt Nor | pAddr,

ospf Vi rt Nor Opti ons,

ospf Virt Nor St at e,

ospf Virt Nor Event s,

ospf Virt NorLsRet ransQ.en,
ospf Vi rt Nor Hel | oSuppr essed

}
STATUS current

DESCRI PTI ON
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"These objects are required for OSPF systens."
::={ ospfGoups 11 }

ospf Ext LsdbG oup OBJECT- GROUP
OBJECTS {
ospf Ext LsdbType,
ospf Ext LsdbLsi d,
ospf Ext LsdbRout er 1 d,
ospf Ext LsdbSequence,
ospf Ext LsdbAge,
ospf Ext LsdbChecksum
ospf Ext LsdbAdverti senent

}

STATUS current

DESCRI PTI ON
"These objects are required for OSPF systens
that display their |ink state database."

::={ ospfGoups 12 }

ospf Ar eaAggr egat eG oup OBJECT- GROUP
OBJECTS {

ospf Ar eaAggr egat eAr eal D,
ospf Ar eaAggr egat eLsdbType,
ospf Ar eaAggr egat eNet ,
ospf Ar eaAggr egat eMask,
ospf Ar eaAggr egat eSt at us,
ospf Ar eaAggr egat eEf f ect

}
STATUS current
DESCRI PTI ON
"These objects are required for OSPF systens."
::={ ospfGoups 13 }

END

4,

OSPF Traps

OSPF is an event driven routing protocol, where an event can be a
change in an OSPF interface’s |ink-level status, the expiration of an
OSPF tinmer or the reception of an OSPF protocol packet. Many of the
actions that OSPF takes as a result of these events will result in a
change of the routing topology. As routing topologies becone |arge
and conplex it is often difficult to locate the source of a topol ogy
change or unpredicted routing path by polling a | arge nunber or
routers. Another approach is to notify a network manager of
potentially critical OSPF events with SNWP traps.
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This section defines a set of traps, objects and nechanisns to
enhance the ability to manage | P internetworks which use OSPF as its
IGP. It is an optional but useful extension to the OSPF M B.

4.1. Format O Trap Definitions
Section 7 contains contains the trap definitions.
4.2. Approach

The mechani sm for sending traps is straight-forward. Wen an
exception event occurs, the application notifies the |ocal agent who
sends a trap to the appropriate SNWP nmanagenent stations. The
message includes the trap type and may include a list of trap
specific variables. A new object is defined in section 3.2 that wll
all ow a network manager to enable or disable particular OSPF traps.
Section 5 gives the trap definitions which includes the variable
lists. The router ID of the originator of the trap is included in
the variable list so that the network manager nay easily deternne
the source of the trap.

To limt the frequency of OSPF traps, the follow ng additiona
mechani snms are suggest ed

4.3. lgnoring Initial Activity

The majority of critical events occur when OSPF is enabled on a
router, at which tinme the designated router is elected and nei ghbor
adj acencies are forned. During this initial period a potential flood
of traps is unnecessary since the events are expected. To avoid
unnecessary traps, a router should not originate expected OSPF
interface related traps until two of that interface’'s dead tinmer

i nterval s have el apsed. The expected OSPF interface traps are

ospf I f St at eChange, ospfVirtlfStateChange, ospfNor StateChange,

ospf Vi rt Nbr St at eChange, ospf TxRetranmit and ospfVirtlfTxRetransmt.
Addi tionally, ospfMaxAgeLsa and ospfOrigi natelLsa traps should not be
originated until two dead tinmer intervals have el apsed where the dead
timer interval used should be the dead tiner with the smallest val ue.

4.4. Throttling Traps

The nmechanismfor throttling the traps is simlar to the nechani sm
expl ained in RFC 1224 [11], section 5. The basic idea is that there
is a sliding window in seconds and an upper bound on the nunber of
traps that nay be generated within this window Unlike RFC 1224,
traps are not sent to informthe network manager that the throttling
mechani sm has ki cked i n.

Baker & Coltun St andards Track [ Page 67]



RFC 1850 CSPF M B Novenber 1995

A single window should be used to throttle all OSPF traps types
except for the ospflLsdbOverflow and the ospfLsdbApproachi ngOverfl ow
trap which should not be throttled. For exanple, if the wi ndow tine
is 3, the upper bound is 3 and the events that woul d cause trap types
1,3,5 and 7 occur within a 3 second period, the type 7 trap should
not be generat ed.

Appropriate values are 7 traps with a window tinme of 10 seconds.
4.5. One Trap Per OSPF Event

Several of the traps defined in section 5 are generated as the result
of finding an unusual condition while parsing an OSPF packet or a
processing a tiner event. There may be nore than one unusua
condition detected while handling the event. For exanple, a link-
state update packet may contain several retransmitted |ink-state
advertisenents (LSAs), or a retransm tted database description packet
may contain several database description entries. To limt the
nunber of traps and variabl es, OSPF should generate at nobst one trap
per OSPF event. Only the variables associated with the first unusua
condi tion should be included with the trap. Sinmilarly, if nmore than
one type of unusual condition is encountered while parsing the
packet, only the first event will generate a trap.

4.6. Polling Event Counters

Many of the tables in the OSPF M B contain generalized event
counters. By enabling the traps defined in this docunent a network
manager can obtain nore specific information about these events. A
net wor k manager nmay want to poll these event counters and enabl e
specific OSPF traps when a particular counter starts increasing
abnormal ly.

The follow ng tabl e shows the rel ati onship between the event counters
defined in the OSPF M B and the trap types defined in section 5.

Count er 32 Trap Type
ospf Ori gi nat eNewLsas ospf Ori gi nat eLsa
ospflfEvents ospf I f St at eChange

ospf Confi gError

ospfl fAuthFail ure

ospf RxBadPacket

ospf TxRetransmi t
ospfVirtlfEvents ospfVirtlfStateChange

ospfVirtlfConfigError

ospfVirtlfAuthFailure
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ospf Virtl f RxBadPacket
ospfVirtlfTxRetransmit

ospf Nbr Event s ospf Nbr St at eChange

ospf Vi rt Nbr Event s ospf Vi rt Nbr St at eChange

ospf Ext er nLSACount ospf LsdbAppr oachi ngOver fl ow
ospf Ext er nLSACount ospf LsdbOver fl ow

5. OSPF Trap Definitions

OSPF- TRAP-M B DEFI NI TIONS ::= BEG N

I MPORTS

ospf Tra

MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE, | pAddress
FROM SNWPv2- SM
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv2- CONF
ospf Routerld, ospflflpAddress, ospfAddresslLesslif, ospflfState,
ospfVirtlfAreald, ospfVirtlfNeighbor, ospfVirtlfState,
ospf Nor | pAddr, ospf Nbr Addr essLessl ndex, ospfNorRtrld,
ospf NorState, ospfVirtNorArea, ospfVirtNorRirld, ospfVirtNorState,
ospf LsdbType, ospflLsdblLsid, ospflLsdbRouterld, ospfLsdbAreald,
ospf Ext LsdbLi mit, ospf
FROM OSPF- M B;

p MODULE- | DENTI TY
LAST- UPDATED "9501201225Z7" -- Fri Jan 20 12:25:50 PST 1995
ORGANI ZATI ON "I ETF OSPF Worki ng G oup”
CONTACT- | NFO
" Fred Baker
Post al : Ci sco Systens

519 Lado Drive

Santa Barbara, California 93111

Tel : +1 805 681 0115
E- Mui | : fred@i sco. com
Rob Col t un
Post al : Rai nbowBri dge Conmuni cati ons
Tel : (301) 340-9416
E- Mai | : rcol tun@ ai nbow- bri dge. cont
DESCRI PTI ON

The M B nodule to describe traps for the OSPF

Version 2 Protocol."

o=
-- Trap Sup

Baker & Col

ospf 16 }
port Objects

The follow ng are support objects for the OSPF traps.
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ospf TrapControl OBJECT IDENTIFIER ::= { ospfTrap 1}

ospf Traps OBJECT IDENTIFIER ::= { ospfTrap 2 }

ospf Set Trap OBJECT- TYPE
SYNTAX OCTET STRING (Sl ZE(4))
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"A four-octet string serving as a bit

map for

the trap events defined by the OSPF traps. This

object is used to enable and disable
OSPF  traps where a 1 in the

specific
bit field

represents enabled. The right-nost bit (I east

significant) represents trap 0."
::={ ospfTrapControl 1}

ospf Confi gError Type OBJECT- TYPE
SYNTAX I NTEGER {
badVersion (1),
areaM smatch (2),

unknownNbrmaNbr (3), -- Router is Dr eligible

unknownVi rt ual Nbr (4),
aut hTypeM smat ch(5),
aut hFailure (6),
net MaskM smat ch (7),
hel | ol nterval M smat ch (8),
deadl nterval M smatch (9),
optionM smatch (10) }
MAX- ACCESS read-only
STATUS  current
DESCRI PTI ON

"Potential types of configuration

conflicts.

Used by the ospfConfigError and ospfConfigVir-

tError traps."
::= { ospfTrapControl 2}

ospf Packet Type OBJECT- TYPE
SYNTAX | NTEGER {
hello (1),
dbDescript (2),
I sReq (3),
| sUpdate (4),
| sAck (5) }
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"OSPF packet types."
::={ ospfTrapControl 3}

ospf Packet Src OBJECT- TYPE

SYNTAX | pAddress

MAX- ACCESS read-only

STATUS  current

DESCRI PTI ON
"The | P address of an inbound packet that can-
not be identified by a nei ghbor instance.”

::= { ospfTrapControl 4 }

-- Traps

ospf | f St at eChange NOTI FI CATI ON- TYPE

OBJECTS {
ospfRouterld, -- The originator of the trap
ospf | fl pAddress,
ospf Addr essLesslI f,
ospflfState -- The new state
}
STATUS current
DESCRI PTI ON

"An ospflfStateChange trap signifies that there
has been a change in the state of a non-virtual
OSPF interface. This trap should be generated
when the interface state regresses (e.g., goes
fromDr to Down) or progresses to a termnal
state (i.e., Point-to-Point, DR Oher, Dr, or
Backup) . "
::={ ospfTraps 16 }

ospfVirtlfStateChange NOTI FI CATI ON- TYPE

OBJECTS {
ospfRouterld, -- The originator of the trap
ospfVirtlfAreald,
ospf VirtlfNei ghbor,
ospfVirtifState -- The new state
}
STATUS current
DESCRI PTI ON

"An ospflfStateChange trap signifies that there
has been a change in the state of an OSPF vir-
tual interface.

Baker & Col tun St andards Track
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This trap should be generated when the inter-
face state regresses (e.g., goes from Point-
to-Point to Down) or progresses to a termna
state (i.e., Point-to-Point)."
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ospfTraps 1 }

Nbr St at eChange NOTI FI CATI ON- TYPE

OBJECTS {
ospfRouterld, -- The originator of the trap
ospf Nor | pAddr,
ospf Nor Addr essLessl ndex,
ospfNorRtr 1 d,
ospfNbrState -- The new state

}
STATUS current
DESCRI PTI ON

"An ospfNorStateChange trap signifies t hat
there has been a change in the state of a non-
virtual OSPF nei ghbor. This trap should be
generated when the neighbor state regresses
(e.g., goes fromAttenpt or Full to 1-Way or
Down) or progresses to a termnal state (e.g.
2-Way or Full). Wen an neighbor transitions
from or to Full on non-broadcast nulti-access
and broadcast networks, the trap should be gen-
erated by the designated router. A designated
router transitioning to Down will be noted by
ospf I f St at eChange. "

ospf Traps 2 }
Vi rt Nor St at eChange NOTI FI CATI ON- TYPE
OBJECTS {
ospfRouterld, -- The originator of the
ospf Vi rt Nor Ar ea,
ospfVirtNorRtrl d,
ospfVirtNorState -- The new state
}
STATUS current
DESCRI PTI ON

"An ospflfStateChange trap signifies that there

has been a change in the state of an OSPF vir-

tual neighbor. This trap should be generated

when the neighbor state regresses (e.g., goes

fromAttenpt or Full to 1-Way or Down) or

progresses to a termnal state (e.g., Full)."
ospf Traps 3 }

Col tun St andards Track
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ospf I f Confi gError NOTI FI CATI ON- TYPE

OBJECTS {

ospfRouterld, -- The originator of the trap
ospf | fl pAddress,

ospf Addr essLesslI f,

ospf Packet Src, -- The source |IP address
ospf Confi gError Type, -- Type of error

ospf Packet Type

}
STATUS current
DESCRI PTI ON

"An ospflfConfigError trap signifies that a
packet has been received on a non-virtual in-
terface from a router whose configuration
paraneters conflict wth this router’s confi-
guration paraneters. Note that the event op-
tionMsmatch should cause a trap only if it
prevents an adjacency fromformng."
.= { ospfTraps 4 }

ospfVirtlfConfigError NOTIFI CATI ON- TYPE

OBJECTS {
ospfRouterld, -- The originator of the trap
ospfVirtlfAreald,
ospf VirtlfNei ghbor,
ospf Confi gErrorType, -- Type of error
ospf Packet Type
}
STATUS current
DESCRI PTI ON

"An ospfConfigError trap signifies that a pack-
et has been received on a virtual interface
froma router whose configuration paraneters
conflict W th this router’s configuration
paraneters. Note that the event optionM snatch
should cause a trap only if it prevents an ad-
jacency from formng."

c:={ ospfTraps 5 }

ospf I f Aut hFai | ure NOTI FI CATI ON- TYPE

OBJECTS {
ospfRouterld, -- The originator of the trap
ospf | fl pAddress,
ospf Addr essLesslI f,
ospf Packet Src, -- The source | P address
ospf Confi gError Type, -- authTypeM snatch or
Baker & Coltun St andards Track
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-- authFailure
ospf Packet Type

}

STATUS current

DESCRI PTI ON
"An ospflfAuthFailure trap signifies that a
packet has been received on a non-virtual in-
terface froma router whose authentication Kkey
or authentication type conflicts wth this
router’s authentication key or authentication
type."

.= { ospfTraps 6 }

ospf VirtlfAuthFailure NOTIFI CATI ON- TYPE

OBJECTS {
ospfRouterld, -- The originator of the trap
ospfVirtlfAreald,
ospf Virtlf Nei ghbor
ospf Confi gErrorType, -- authTypeM smatch or
-- authFailure
ospf Packet Type
}
STATUS current
DESCRI PTI ON

"An ospfVirtlfAuthFailure trap signifies that a
packet has been received on a virtual interface
froma router whose authentication key or au-
thentication type conflicts with this router’s
aut henti cation key or authentication type."

.= { ospfTraps 7 }

ospf | f RxBadPacket NOTI FI CATI ON- TYPE

OBJECTS {
ospfRouterld, -- The originator of the trap
ospf | fl pAddress,
ospf Addr essLesslI f,
ospf Packet Src, -- The source | P address
ospf Packet Type
}
STATUS current
DESCRI PTI ON

"An ospflfRxBadPacket trap signifies that an
OSPF packet has been received on a non-virtua
interface that cannot be parsed.”

::={ ospfTraps 8 }
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ospfVirtlf RkBadPacket NOTI FI CATI ON- TYPE

OBJECTS {
ospfRouterld, -- The originator of the trap
ospfVirtlfAreald,
ospf Virtlf Nei ghbor
ospf Packet Type
}
STATUS current
DESCRI PTI ON

"An ospf RxBadPacket trap signifies that an CSPF
packet has been received on a virtual interface
that cannot be parsed.”

.= { ospfTraps 9 }

ospf TxRetransmni t NOTI FI CATI ON- TYPE

OBJECTS {

ospfRouterld, -- The originator of the trap
ospf | fl pAddress,

ospf Addr essLesslI f,

ospfNbrRtrld, -- Destination

ospf Packet Type,

ospf LsdbType,

ospf LsdbLsi d,

ospf LsdbRouterld

}
STATUS current
DESCRI PTI ON

"An ospfTxRetransnit trap signifies than an
OSPF packet has been retransnitted on a non-
virtual interface. Al packets that may be re-
transmtted are associated with an LSDB entry.
The LS type, LS ID, and Router ID are used to
identify the LSDB entry."

::={ ospfTraps 10 }

ospfVirtlfTxRetransmt NOTI FI CATI ON- TYPE

OBJECTS {

ospfRouterld, -- The originator of the trap
ospfVirtlfAreald,

ospf VirtlfNei ghbor

ospf Packet Type,

ospf LsdbType,

ospf LsdbLsi d,

ospf LsdbRouterl d

}
STATUS current
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DESCRI PTI ON

"An ospfTxRetransnit trap signifies than an
OSPF packet has been retransmitted on a virtua

interface. Al packets that may be retransmt-
ted are associated with an LSDB entry. The LS
type, LS ID and Router ID are used to identify
the LSDB entry."

c:={ ospfTraps 11 }

ospf Ori gi nat eLsa NOTI FI CATI ON- TYPE

OBJECTS {
ospfRouterld, -- The originator of the trap
ospflLsdbAreald, -- 0.0.0.0 for AS Externals
ospf LsdbType,
ospf LsdbLsi d,
ospf LsdbRouterld
}
STATUS current
DESCRI PTI ON

"An ospfOriginateLsa trap signifies that a new
LSA has been originated by this router. This
trap should not be invoked for sinple refreshes
of LSAs (which happesn every 30 mnutes), but
instead will only be invoked when an LSA is
(re)originated due to a topol ogy change. Addi-
tionally, this trap does not include LSAs that
are being flushed because they have reached
MaxAge. "
::={ ospfTraps 12 }

ospf MaxAgelLsa NOTI FI CATI ON- TYPE

OBJECTS {
ospfRouterld, -- The originator of the trap
ospflLsdbAreald, -- 0.0.0.0 for AS Externals
ospf LsdbType,
ospf LsdbLsi d,
ospf LsdbRouterl d
}
STATUS current
DESCRI PTI ON

"An ospfMaxAgelLsa trap signifies that one of
the LSAin the router’s |ink-state database has

aged to MaxAge."
::={ ospfTraps 13 }
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OBJECTS {
ospfRouterld, -- The originator of the trap
ospf Ext LsdbLi mi t
}
STATUS current
DESCRI PTI ON

"An ospflLsdbOverflow trap signifies that the
number of LSAs in the router’s |ink-state data-
base has exceeded ospfExtLsdbLinit."

::={ ospfTraps 14 }

ospf LsdbAppr oachi ngOver f1 ow NOTI FI CATI ON- TYPE

OBJECTS {
ospfRouterld, -- The originator of the
ospf Ext LsdbLi mi t
}
STATUS current
DESCRI PTI ON

"An ospfLsdbApproachi ngOverflow trap signifies
that the nunmber of LSAs in the router’s |ink-
state database has exceeded ninety percent of
ospf ExtLsdbLinmt."

::={ ospfTraps 15 }

-- conformance i nfornation

ospf TrapConf ormance OBJECT IDENTIFIER ::= { ospfTrap 3 }

ospf TrapG oups OBJECT | DENTI FI ER ::
ospf TrapConpl i ances OBJECT | DENTI FI ER : :

-- conpliance statenents

ospf TrapConpl i ance MODULE- COVPLI ANCE
STATUS current

DESCRI PTI ON
"The conpliance statenment "
MODULE -- this nodul e

MANDATORY- GROUPS { ospf TrapControl Group }

GROUP ospf TrapCont r ol G oup

DESCRI PTI ON
"This group is optional but reconmended for al
OSPF systens"

Baker & Col tun St andards Track
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::={ ospfTrapConpliances 1 }

-- units of conformance

ospf TrapCont r ol G oup OBJECT- GROUP
OBJECTS {
ospf Set Tr ap,
ospf Confi gError Type,
ospf Packet Type,
ospf Packet Src

}

STATUS current

DESCRI PTI ON
"These objects are required to control traps
from OSPF systens."

::={ ospfTrapGoups 1}

END
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