Net wor k Wor ki ng Group P. Metzger

Request for Comments: 1828 Pi er nont
Cat egory: Standards Track W Si npson
Daydr eamer

August 1995

| P Aut henti cati on usi ng Keyed NMD5

Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Abstract

Thi s docunent describes the use of keyed MD5 with the IP
Aut henti cati on Header.
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1. Introduction

The Aut hentication Header (AH) [RFC-1826] provides integrity and
aut hentication for I P datagranms. This specification describes the AH
use of keys with Message Digest 5 (MD5) [RFC 1321].

Al'l inplenmentations that claimconfornmance or conpliance with the
Aut henti cati on Header specification MJST inplenent this keyed MD5
nmechani sm

Thi s docunment assunes that the reader is famliar with the related
docunent "Security Architecture for the Internet Protocol" [RFC
1825], which defines the overall security plan for IP, and provides
i mportant background for this specification

1.1. Keys

The secret authentication key shared between the communicating
parties SHOULD be a cryptographically strong random nunber, not a
guessabl e string of any sort.

The shared key is not constrained by this transformto any particul ar
size. Lengths of up to 128 bits MJST be supported by the

i mpl enent ati on, although any particul ar key nay be shorter. Longer
keys are encouraged.

1.2. Data Size

MD5's 128-bit output is naturally 64-bit aligned. Typically, there
is no further padding of the Authentication Data field.

1. 3. Per f or mance

MD5 software speeds are adequate for comonly depl oyed LAN and WAN
links, but reportedly are too slow for newer |ink technol ogies [RFC
1810] .

Not a Bene:
Suggestions are sought on alternative authentication algorithns
that have significantly faster throughput, are not patent-
encunbered, and still retain adequate cryptographic strength.
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2. Calculation

The 128-bit digest is calculated as described in [RFC-1321]. The
specification of MD5 includes a portable 'C progranm ng | anguage
description of the MD5 al gorithm

The form of the authenticated nessage is
key, keyfill, datagram key, MD5fil

First, the variable length secret authentication key is filled to the
next 512-bit boundary, using the same pad with | ength techni que
defined for MD5.

Then, the filled key is concatenated with (i mediately foll owed by)
the invariant fields of the entire I P datagram (variant fields are
zeroed), concatenated with (i mediately followed by) the origina
vari abl e I ength key again.

Atrailing pad with length to the next 512-bit boundary for the
entire nmessage is added by MD5 itself. The 128-bit MD5 digest is
calculated, and the result is inserted into the Authentication Data
field.

Di scussi on
When the inplenentati on adds the keys and padding in place before
and after the | P datagram care nust be taken that the keys and/or
paddi ng are not sent over the link by the link driver.

Security Considerations

Users need to understand that the quality of the security provided by
this specification depends conpletely on the strength of the MD5 hash
function, the correctness of that algorithm s inplenentation, the
security of the key nanagenent mechanismand its inplenentation, the
strength of the key [CN94], and upon the correctness of the

i mpl ementations in all of the participating nodes.

At the time of witing of this docunent, it is known to be possible
to produce collisions in the conpression function of VD5 [dBB93].
There is not yet a known nethod to exploit these collisions to attack
MD5 in practice, but this fact is disturbing to some authors

[ Schnei er 94] .

It has also recently been determ ned [vOM4] that it is possible to
build a machine for $10 MIlion that could find two chosen text
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variants with a conmon MD5 hash value. However, it is unclear
whether this attack is applicable to a keyed MD5 transform

This attack requires approximately 24 days. The sane form of attack
is useful on any iterated n-bit hash function, and the tine is
entirely due to the 128-bit I ength of the MD5 hash

Al t hough there is no substantial weakness for nost |P security
applications, it should be recognized that current technology is
catching up to the 128-bit hash length used by MD5. Applications
requiring extrenely high levels of security may wish to nove in the
near future to algorithns with | onger hash |engths.

Acknowl edgenent s

This docunent was reviewed by the IP Security Wrking Goup of the
I nternet Engi neering Task Force (IETF). Comments should be subnitted
to the ipsec@ns.net nmailing list.

Some of the text of this specification was derived fromwork by
Randal I Atkinson for the SIP, SIPP, and | Pv6 Wrking G oups.

The basic concept and use of MD5 is derived in large part fromthe
wor k done for SNWPv2 [ RFC- 1446] .

Steve Bellovin, Phil Karn, Charles Lynn, Dave Mhelcic, Hlarie
O man, Jeffrey Schiller, Joe Touch, and David Wagner provided usefu
critiques of earlier versions of this draft.

Ref er ences

[ CN94] Carroll, J.M, and Nudiati, S., "On Wak Keys and Wak Data
Foiling the Two Neneses", Cryptologia, Vol. 18 No. 23 pp
253-280, July 1994,

[dBB93] den Boer, B., and Bosselaers, A, "Collisions for the
Conpression function of MD5", Advances in Cryptol ogy --
Eurocrypt '93 Proceedings, Berlin: Springer-Verlag 1994

[ KR95] Kal i ski, B., and Robshaw, M, "Message authentication with

MD5", CryptoBytes (RSA Labs Technical Newsletter), vol.1
no.1, Spring 1995.

Met zger & Sinpson St andards Track [ Page 3]



RFC 1828 AH MD5 August 1995

[ RFC- 1321]
Rivest, R, "The MD5 Message-Di gest Al gorithni, RFC 1321,
M T and RSA Data Security, Inc., April 1992

[ RFC- 1446]
Glvin, J., and K. Mdoghrie, "Security Protocols for
Version 2 of the Sinple Network Managenent Prot ocol
(SNMPv2) ", RFC 1446, TIS, Hughes LAN Systens, April
1993.

[ RFC- 1700]
Reynol ds, J., and J. Postel, "Assigned Nunmbers", STD 2,
RFC 1700, USC/Information Sciences Institute, October 1994.

[ RFC- 1800]
Postel, J., "Internet Oficial Protocol Standards", STD 1,
RFC 1800, USC/ I nformation Sciences Institute, July 1995.

[ RFC-1810]
Touch, J., "Report on MD5 Perfornance", RFC 1810,
USC/ I nformati on Sciences Institute, June 1995.

[ RFC- 1825]
Atkinson, R, "Security Architecture for the Internet
Protocol ", RFC 1825, NRL, August 1995.

[ RFC- 1826]
Atkinson, R, "IP Authentication Header", RFC 1826, NRL
August 1995.

[ Schnei er 94]
Schneier, B., "Applied Cryptography", John Wley & Sons, New
York, NY, 1994. | SBN 0-471-59756-2

[vON4] van OQorschot, P. C, and Wener, M J., "Parallel Collision
Search with Applications to Hash Functions and Discrete
Logarithns", Proceedi ngs of the 2nd ACM Conf. Conputer and
Communi cati ons Security, Fairfax, VA, Novenber 1994.

Met zger & Sinpson St andards Track [ Page 4]



RFC 1828 AH MD5 August 1995

Aut hor’ s Address
Questions about this nmeno can al so be directed to:

Perry Metzger

Pi ernont I nformation Systens Inc.
160 Cabrini Blvd., Suite #2

New York, NY 10033

perry@i er nont. com

William Al'l en Sinpson

Daydr eamer

Comput er Systens Consul ting Services
1384 Font ai ne

Madi son Hei ghts, M chigan 48071

Bill.Si mpson@m cc. umi ch. edu
bsi npson@br ni ngSt ar. com

Met zger & Sinpson St andards Track [ Page 5]



