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| P Encapsul ating Security Payl oad (ESP)
Status of this Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

ABSTRACT

Thi s docunent describes the | P Encapsul ati ng Security Payl oad (ESP)
ESP is a nmechanismfor providing integrity and confidentiality to IP
datagranms. In sone circunstances it can al so provide authentication
to I P datagranms. The nmechani smworks with both 1 Pv4 and | Pv6

1. | NTRODUCTI ON

ESP is a nmechanismfor providing integrity and confidentiality to IP
datagranms. It may al so provide authentication, depending on which
al gorithm and al gorithm node are used. Non-repudiation and
protection fromtraffic analysis are not provided by ESP. The IP
Aut henti cati on Header (AH) night provide non-repudiation if used with
certain authentication algorithms [Atk95b]. The I P Authentication
Header may be used in conjunction with ESP to provide authentication
Users desiring integrity and authentication without confidentiality
shoul d use the I P Authentication Header (AH) instead of ESP. This
docunent assunes that the reader is familiar with the related
docunent "IP Security Architecture", which defines the overal
Internet-layer security architecture for 1Pv4 and | Pv6 and provides

i mportant background for this specification [Atk95a].

1.1 Overvi ew

The | P Encapsul ating Security Payl oad (ESP) seeks to provide
confidentiality and integrity by encrypting data to be protected and
pl acing the encrypted data in the data portion of the IP
Encapsul ati ng Security Payl oad. Depending on the user’s security
requirenents, this mechani smmy be used to encrypt either a
transport-1layer segnent (e.g., TCP, UDP, ICWP, IGW) or an entire IP
datagram Encapsul ating the protected data is necessary to provide
confidentiality for the entire original datagram
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Use of this specification will increase the |IP protocol processing
costs in participating systens and will also increase the

communi cations latency. The increased latency is primarily due to
the encryption and decryption required for each |IP datagram
cont ai ni ng an Encapsul ating Security Payl oad.

In Tunnel -node ESP, the original |P datagramis placed in the
encrypted portion of the Encapsul ating Security Payl oad and t hat
entire ESP frane is placed within a datagram having unencrypted | P
headers. The information in the unencrypted |IP headers is used to
route the secure datagram fromorigin to destination. An unencrypted
| P Routing Header m ght be included between the | P Header and the
Encapsul ati ng Security Payl oad.

In Transport-node ESP, the ESP header is inserted into the IP
datagram i mredi ately prior to the transport-1layer protocol header
(e.g., TCP, UDP, or ICWP). In this node bandwidth is conserved
because there are no encrypted | P headers or | P options.

In the case of IP, an | P Authentication Header nay be present as a
header of an unencrypted |IP packet, as a header after the |IP header
and before the ESP header in a Transport-node ESP packet, and al so as
a header within the encrypted portion of a Tunnel -node ESP packet.
When AH is present both in the cleartext | P header and al so inside a
Tunnel - node ESP header of a single packet, the unencrypted |IPv6

Aut hentication Header is primarily used to provide protection for the
contents of the unencrypted |IP headers and the encrypted

Aut henti cati on Header is used to provide authentication only for the
encrypted I P packet. This is discussed in nore detail later in this
docunent .

The Encapsul ating Security Payload is structured a bit differently
than ot her | P payl oads. The first conmponent of the ESP payl oad
consi st of the unencrypted field(s) of the payload. The second
component consi sts of encrypted data. The field(s) of the
unencrypted ESP header informthe intended receiver how to properly
decrypt and process the encrypted data. The encrypted data conponent
i ncludes protected fields for the security protocol and also the
encrypted encapsul ated | P dat agram

The concept of a "Security Association" is fundanmental to ESP. It is
described in detail in the conpanion docunent "Security Architecture
for the Internet Protocol"” which is incorporated here by reference
[Atk95a]. Inplenmentors should read that docunent before reading this
one.
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1.2 Requirenents Term nol ogy

In this docunent, the words that are used to define the significance
of each particular requirenment are usually capitalised. These words
are:

- MJST

This word or the adjective "REQU RED' nmeans that the itemis an
absol ute requirement of the specification.

- SHOULD

This word or the adjective "RECOWENDED' neans that there night
exi st valid reasons in particular circunstances to ignore this
item but the full inplications should be understood and the case
careful Iy wei ghed before taking a different course.

- MAY

This word or the adjective "OPTIONAL" neans that this itemis
truly optional. One vendor might choose to include the item
because a particular marketplace requires it or because it
enhances the product, for exanple; another vendor may omt the
sanme item

2. KEY MANAGEMENT

Key managenent is an inmportant part of the IP security architecture.
However, a specific key nmanagenent protocol is not included in this
specification because of a long history in the public literature of
subtle flaws in key managenent algorithns and protocols. [P tries to
decoupl e the key nanagenent nechani snms fromthe security protoco
mechani sms.  The only coupling between the key managenent protoco
and the security protocol is with the Security Paraneter |ndex (SPl),
which is described in nore detail below This decoupling pernits
several different key nmanagenent nechanisns to be used. Mre
importantly, it pernmits the key managenent protocol to be changed or
corrected w thout unduly inpacting the security protoco

i npl enent ati ons. Thus, a key managenent protocol for IP is not
specified within this nenmo. The IP Security Architecture describes
key managenent in nore detail and specifies the key nanagenent
requirenents for IP. Those key nmanagenent requirenments are

i ncorporated here by reference [ Atk95a].

The key managenent nechanismis used to negotiate a numnber of

paraneters for each security association, including not only the keys
but other information (e.g., the cryptographic algorithnms and nobdes,
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security classification level, if any) used by the comruni cating
parties. The key managenent protocol inplenentation usually creates
and nmaintains a logical table containing the several paranmeters for
each current security association. An ESP inplenmentation normally
needs to read that security paraneter table to deternmine how to
process each datagram containing an ESP (e.g., which algorithnm node
and key to use).

3. ENCAPSULATI NG SECURI TY PAYLOAD SYNTAX

The Encapsul ating Security Payl oad (ESP) nmay appear anywhere after
the I P header and before the final transport-layer protocol. The

I nternet Assigned Numbers Authority has assigned Protocol Nunber 50
to ESP [STD-2]. The header inmediately precedi ng an ESP header will
al ways contain the value 50 in its Next Header (1Pv6) or Protoco
(IPv4) field. ESP consists of an unencrypted header followed by
encrypted data. The encrypted data includes both the protected ESP
header fields and the protected user data, which is either an entire
| P datagram or an upper-|layer protocol frane (e.g., TCP or UDP). A
hi gh-1evel diagramof a secure |P datagram foll ows.

| <-- Unencr ypt ed -->| <---- Encrypted ------ >

| 1P Header | O her |IP Headers | ESP Header | encrypted data

B S e e e a - S e e e e e e e e o
| Security Association ldentifier (SPl), 32 bits

+ + + +

| Opaque Transform Data, variable length

B Fmm e e e TR Fmm e e e e

Encryption and authentication algorithnms, and the precise format of
the OQpaque Transform Data associated with them are known as
"transforns". The ESP fornmat is designed to support new transforns
in the future to support new or additional cryptographic algorithns.
The transfornms are specified by thenselves rather than in the nain
body of this specification. The nandatory transformfor use with IP
is defined in a separate docunment [KMS95]. O her optional transforns
exi st in other separate specifications and additional transforns

m ght be defined in the future.
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3.1 Fields of the Encapsul ating Security Payl oad

The SPI is a 32-bit pseudo-random val ue identifying the security
association for this datagram |If no security association has been
est ablished, the value of the SPI field shall be 0x00000000. An SP
is simlar to the SAID used in other security protocols. The nane
has been changed because the senmantics used here are not exactly the
sane as those used in other security protocols.

The set of SPI values in the range 0x00000001 though OxOOOOOOFF are
reserved to the Internet Assigned Nunbers Authority (1ANA) for future
use. A reserved SPI value will not normally be assigned by | ANA

unl ess the use of that particular assigned SPI value is openly
specified in an RFC

The SPI is the only mandatory transformindependent field.
Particular transforms may have other fields unique to the transform
Transforns are not specified in this docunent.

3.2 Security Labeling with ESP

The encrypted | P datagram need not and does not normally contain any
explicit Security Label because the SPI indicates the sensitivity
level. This is an inprovenent over the current practices with |Pv4
where an explicit Sensitivity Label is normally used with

Compart ment ed Mbde Workstations and ot her systens requiring Security
Label s [Ken91] [DIA]. In sonme situations, users MAY choose to carry
explicit labels (for exanple, IPSO | abels as defined by RFC 1108

m ght be used with IPv4) in addition to using the inplicit |abels
provided by ESP. Explicit |abel options could be defined for use
with |Pv6 (e.g., using the I Pv6 End-to-End Options Header or the | Pv6
Hop- by- Hop Opti ons Header). |Inpl enentati ons MAY support explicit

| abels in addition to inplicit |abels, but inplenmentations are not
required to support explicit labels. Inplenmentations of ESP in
systens clainmng to provide multi-level security MJST support
inmplicit |abels.

4. ENCAPSULATI NG SECURI TY PROTOCCOL PROCESSI NG

This section describes the steps taken when ESP is in use between two
communi cating parties. Milticast is different fromunicast only in
the area of key managenent (See the definition of the SPlI, above, for
nore detail on this). There are two nodes of use for ESP. The first
node, which is called "Tunnel -node", encapsul ates an entire IP
datagraminside ESP. The second node, which is called "Transport -
Mode", encapsul ates a transport-layer (e.g., UDP, TCP) frame inside
ESP. The term "Transport-node" nust not be m sconstrued as
restricting its use to TCP and UDP. For exanple, an | CWVP nessage MAY
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be sent either using the "Transport-node" or the "Tunnel - node"
dependi ng upon circunstance. ESP processing occurs prior to IP
fragmentation on output and after IP reassenbly on input. This
section describes protocol processing for each of these two nodes.

4.1 ESP in Tunnel - node

I n Tunnel -mode ESP, the ESP header follows all of the end-to-end
headers (e.g., Authentication Header, if present in cleartext) and
i medi ately precedes an tunnelled |IP datagram

The sender takes the original |IP datagram encapsulates it into the
ESP, uses at |east the sending userid and Destination Address as data
to locate the correct Security Association, and then applies the
appropriate encryption transform |If host-oriented keying is in use,
then all sending userids on a given systemw || have the sanme
Security Association for a given Destination Address. |f no key has
been established, then the key nanagenent nechanismis used to
establish an encryption key for this conmunicati ons session prior to
the use of ESP. The (now encrypted) ESP is then encapsulated in a
cleartext | P datagramas the last payload. |If strict red/black
separation is being enforced, then the addressing and ot her
information in the cleartext I P headers and optional payl oads MAY be
different fromthe values contained in the (now encrypted and
encapsul ated) origi nal datagram

The receiver strips off the cleartext |IP header and cl eartext

optional IP payloads (if any) and discards them It then uses the
conmbi nation of Destination Address and SPI value to |locate the
correct session key to use for this packet. It then decrypts the ESP

usi ng the session key that was just located for this packet.

If no valid Security Association exists for this session (for
exanpl e, the receiver has no key), the receiver MJST discard the
encrypted ESP and the failure MJST be recorded in the system|og or
audit log. This systemlog or audit log entry SHOULD i ncl ude the SPI
val ue, date/tine, cleartext Sending Address, cleartext Destination
Address, and the cleartext Flow ID. The log entry MAY al so incl ude
other identifying data. The receiver mght not wish to react by

i medi ately inform ng the sender of this failure because of the
strong potential for easy-to-exploit denial of service attacks.

I f decryption succeeds, the original IP datagramis then renoved from
the (now decrypted) ESP. This original |IP datagramis then processed
as per the normal | P protocol specification. 1In the case of system
claiming to provide nultilevel security (for exanple, a Bl or

Compart ment ed Mbde Workstation) additional appropriate nmandatory
access controls MJST be applied based on the security level of the
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recei ving process and the security level associated with this
Security Association. |f those mandatory access controls fail, then
t he packet SHOULD be discarded and the failure SHOULD be | ogged using
i mpl enent ati on-specific procedures.

4.2 ESP in Transport-node

In Transport-node ESP, the ESP header follows the end-to-end headers
(e.g., Authentication Header) and i medi ately precedes a transport -
| ayer (e.g., UDP, TCP, |ICMP) header.

The sender takes the original transport-layer (e.g., UDP, TCP, |ICWMP)
franme, encapsulates it into the ESP, uses at |east the sending userid
and Destination Address to |locate the appropriate Security

Associ ation, and then applies the appropriate encryption transform
If host-oriented keying is in use, then all sending userids on a
given systemw || have the sane Security Association for a given
Destination Address. If no key has been established, then the key
managenent nechanismis used to establish a encryption key for this
communi cati ons session prior to the encryption. The (now encrypted)
ESP is then encapsul ated as the | ast payload of a cleartext IP

dat agram

The recei ver processes the cleartext | P header and cl eartext optiona
| P headers (if any) and tenporarily stores pertinent information
(e.g., source and destination addresses, Flow ID, Routing Header).

It then decrypts the ESP using the session key that has been
established for this traffic, using the conbination of the
destination address and the packet’s Security Association ldentifier
(SPI) to locate the correct key.

If no key exists for this session or the attenpt to decrypt fails,
the encrypted ESP MUST be di scarded and the failure MJST be recorded
in the systemlog or audit log. |If such a failure occurs, the
recorded | og data SHOULD i ncl ude the SPI value, date/time received
cl ear-text Sending Address, clear-text Destination Address, and the
Flow ID. The |og data MAY al so include other information about the
failed packet. |If decryption does not work properly for some reason
then the resulting data will not be parsable by the inplenmentation’s
protocol engine. Hence, failed decryption is generally detectable.

| f decryption succeeds, the original transport-I|layer (e.g., UDP, TCP
ICVMP) franme is renoved fromthe (now decrypted) ESP. The infornation
fromthe cleartext | P header and the now decrypted transport-I|ayer
header is jointly used to determ ne which application the data should
be sent to. The data is then sent along to the appropriate
application as normally per |IP protocol specification. |In the case
of a systemclaimng to provide nultilevel security (for exanple, a
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Bl or Conpartnented Mbde Workstation), additional Mandatory Access
Controls MUST be applied based on the security level of the receiving
process and the security level of the received packet’'s Security
Associ ati on.

4.3. Authentication

Sone transforms provide authentication as well as confidentiality and
integrity. Wen such a transformis not used, then the

Aut henti cati on Header mnight be used in conjunction with the

Encapsul ating Security Payload. There are two different approaches
to using the Authentication Header with ESP, dependi ng on which data
is to be authenticated. The |ocation of the Authentication Header
makes it clear which set of data is being authenticated.

In the first usage, the entire received datagramis authenticated,

i ncluding both the encrypted and unencrypted portions, while only the
data sent after the ESP Header is confidential. 1In this usage, the
sender first applies ESP to the data being protected. Then the other
pl ai ntext | P headers are prepended to the ESP header and its now
encrypted data. Finally, the I P Authentication Header is cal cul ated
over the resulting datagram according to the normal method. Upon
receipt, the receiver first verifies the authenticity of the entire
dat agram usi ng the normal | P Authentication Header process. Then if
aut henti cati on succeeds, decryption using the normal | P ESP process
occurs. |If decryption is successful, then the resulting data is
passed up to the upper |ayer.

If the authentication process were to be applied only to the data
protected by Tunnel -node ESP, then the I P Authentication Header woul d
be placed normally within that protected datagram However, if one
were using Transport-node ESP, then the | P Authentication Header
woul d be placed before the ESP header and woul d be cal cul ated across
the entire | P datagram

If the Authentication Header is encapsulated within a Tunnel - node ESP
header, and both headers have specific security classification |evels
associated with them and the two security classification levels are
not identical, then an error has occurred. That error SHOULD be
recorded in the systemlog or audit |og using the procedures
described previously. It is not necessarily an error for an

Aut henti cati on Header |ocated outside of the ESP header to have a
different security classification level than the ESP header’s
classification level. This nmight be valid because the cleartext IP
headers night have a different classification |evel after the data
has been encrypted using ESP
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5. CONFORVANCE REQUI REMENTS

| mpl ement ati ons that claimconformance or conpliance with this
specification MIST fully inplenent the header described here, MJST
support manual key distribution with this header, MJST conply wth
all requirenments of the "Security Architecture for the Internet
Protocol " [Atk95a], and MJST support the use of DES CBC as specified
in the conpani on docunment entitled "The ESP DES- CBC Transfornt

[ KMS95]. Inplenentors MAY al so inpl ement other ESP transforns.

| mpl enenters should consult the nobst recent version of the "I AB

O ficial Standards" RFC for further guidance on the status of this
docunent .

6. SECURI TY CONSI DERATI ONS

This entire docunent discusses a security nechanismfor use with IP
This mechanismis not a panacea, but it does provide an inportant
conponent useful in creating a secure internetwork

Cryptographic transforns for ESP which use a bl ock-chaining al gorithm
and lack a strong integrity mechani smare vulnerable to a cut-and-
paste attack described by Bellovin and should not be used unless the
Aut henti cati on Header is always present with packets using that ESP
transform [ Bel 95].

Users need to understand that the quality of the security provided by
this specification depends conpletely on the strength of whichever
encryption algorithm has been inplenented, the correctness of that

al gorithmis inplenentation, upon the security of the key managenent
mechani smand its inplenentation, the strength of the key [ CN94]

[ Sch94, p233] and upon the correctness of the ESP and I P

i mpl ementations in all of the participating systens.

If any of these assunptions do not hold, then little or no rea
security will be provided to the user. Use of high assurance
devel opnent techniques is reconmended for the I P Encapsul ating
Security Payl oad.

Users seeking protection fromtraffic analysis mght consider the use
of appropriate link encryption. Description and specification of
link encryption is outside the scope of this note.

If user-oriented keying is not in use, then the algorithmin use
shoul d not be an al gorithm vul nerable to any kind of Chosen Pl ai ntext
attack. Chosen Plaintext attacks on DES are described in [BS93] and
[ Mat 94]. Use of user-oriented keying is reconmended in order to

precl ude any sort of Chosen Plaintext attack and to generally nake
cryptanalysis nore difficult. |nplenentations SHOULD support user-
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oriented keying as is described in the IP Security Architecture
[ At k95a] .
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