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X. 500 Directory Monitoring MB
Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this neno is unlimted.

Abst r act
Thi s docunent defines a portion of the Managenent |Information Base
(MB). It defines the MB for nonitoring Directory System Agents
(DSA), a conponent of the OSI Directory. This MB will be used in
conjunction with the APPLI CATION-M B for nonitoring DSAs.
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1. The SNWPv2 Network Management Framework

The maj or components of the SNWPv2 Networ k Managenent franmework are
described in the docunents |isted bel ow

0 RFC 1442 [1] defines the Structure of Managenent |nfornation
(SM), the nmechani snms used for describing and nam ng objects
for the purpose of nmanagenent.

o STD 17, RFC 1213 [2] defines MB-I1, the core set of managed
objects (M) for the Internet suite of protocols.

Mansfield & Kille [ Page 1]



RFC 1567 X. 500 Directory Monitoring MB January 1994

0 RFC 1445 [3] defines the adm nistrative and ot her
architectural aspects of the managenent franework

0 RFC 1448 [4] defines the protocol used for network access to
managed obj ects.

The framework is adaptabl e/ extensible by defining new MBs to suit
the requirenents of specific applications/protocols/situations.

Managed obj ects are accessed via a virtual information store, the
MB. ojects in the MB are defined using the subset of Abstract
Syntax Notation One (ASN. 1) defined in the SM. In particular, each
obj ect type is naned by an OBJECT | DENTI FI ER, which is an

admi ni stratively assigned nanme. The object type together with an

obj ect instance serves to uniquely identify a specific instantiation
of the object. For human conveni ence, often a textual string, termned
the descriptor, is used to refer to the object type.

2. MB Mdel for DSA Managenent
A DSA-manager may wish to nonitor several aspects of the operationa

DSA. He/she may want to know the process rel ated aspects-the
resource utilization of the operational DSA; the network service

rel ated aspects e.g., inbound-associations, outbound-associations,
operational status, and finally the information specific to the DSA
application - its operations and perfornmance.

The M B defined in this docunment covers the portion which is specific
to the DSA-application. The network service related part of the MB,
and the host-resources related part of the MB, as well other parts
of interest to a Manager nonitoring the DSA-application, are covered
in separate docunments [6] [7].

3. The DSA functions and operations

The Directory System Agent [DSA], a conponent of the CSI-Directory
[5] [9], is an application process. It provides access to the
Directory Information Base [DIB] to Directory User Agents [ DUA]

and/or other DSAs. Functionally , a User [DUA] and the Directory are
bound together for a period of tine at an access point to the
Directory [DSA]. A DSA may use information stored in its |oca

dat abase or interact with (chain the request to) other DSAs to
service requirements. Alternatively, a DSA nmay return a reference to
anot her DSA.

The | ocal database of a DSA consists of the part of the DIT that is

mastered by the DSA, the part of the DIT for which it keeps sl ave
copi es and cached infornmation that is gathered during the operation
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of the DSA

The specific operations carried out by the DSA are: Read, Conpare,
AddEntry, Modi fyEntry, Mbdi fyRDN, RenoveEntry, List, Search. There is
al so the special operation Abandon. |In response to requests results
and/ or errors are returned by the DSA

4. M B design
The basic principle has been to keep the MB as sinple as possible.
The Managed objects included in the MB are divided into three tables
- dsaQOpsTabl e, dsaEntryTabl e and dsal nt Tabl e.
- The dsaOpsTabl e provides sumary statistics on the accesses,
operations and errors.
- The dsaEntriesTabl e provides sunmary statistics on the entries
hel d by the DSA and on cache performance.
- The dsal nt Tabl e provi des some useful information on the
interaction of the nonitored DSA with peer DSAs.
There are references to the Directory itself for static information
pertaining to the DSA. These references are in the formof "Directory
Di stingui shed Nane" [8] of the corresponding object. It is intended
t hat DSA nanagenent applications will use these references to obtain
further related information on the objects of interest.
5. The Directory Mnitoring MB
DSA-M B DEFI NI TIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
NOTI FI CATI ON- TYPE
FROM SNWPv2- SM
Di splayString, Ti meSt anp,
TEXTUAL- CONVENTI ON
FROM SNWPv2- TC
m b- 2
FROM RFC1213-M B
app! I ndex, Distingui shedName
FROM APPLI CATI ON- M B;

dsaM B MODULE- | DENTI TY
LAST- UPDATED "9311250000Z"
ORGANI ZATION "I ETF Mail and Directory Management Wor ki ng
G oup”
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CONTACT- | NFO
" d enn Mansfield

Postal : Al C Systens Laboratory
6-6-3, Mnam Yoshinari
Aoba- ku, Sendai, 989-32

JP
Tel : +81 22 279 3310
Fax: +81 22 279 3640
E-Mail: glenn@ic.co.jp"
DESCRI PTI ON
" The MB nodule for nonitoring Directory System Agents."
o= { mb-2 29}

dsaOpsTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF DsaOpsEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
" The table holding information related to the
DSA operations.”
::= {dsaM B 1}

dsaOpsEntry OBJECT- TYPE
SYNTAX DsaQpsEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
" Entry containing operations related statistics
for a DSA."
I NDEX { appl I ndex }
::= {dsaCpsTabl e 1}

DsaQpsEntry ::= SEQUENCE {

-- Bindi ngs

dsaAnonynousBi nds
Count er 32,

dsaUnaut hBi nds
Count er 32,

dsaSi npl eAut hBi nds
Count er 32,

dsasSt r ongAut hBi nds
Count er 32,

dsaBi ndSecurityErrors
Count er 32,
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-- I n-com ng operations

dsal nOps
Count er 32,
dsaReadOps
Count er 32,
dsaConpar eQps
Count er 32,
dsaAddEnt r yOps
Count er 32,
dsaRenmoveEnt r yOps
Count er 32,
dsaModi f yEnt r yOps
Count er 32,
dsaModi f yRDNOps
Count er 32,
dsali st Ops
Count er 32,
dsaSear chOps
Count er 32,
dsaOneLevel Sear chOps
Count er 32,
dsaVWhol eTr eeSear chOps
Count er 32,

-- Qut going operations

dsaReferral s
Count er 32,

dsaChai ni ngs
Count er 32,

-- Errors

dsaSecurityErrors
Count er 32,

dsaErrors
Count er 32

}

dsaAnonynousBi nds OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
" Nunber of anonynous

.= {dsaCpsEntry 1}
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dsaUnaut hBi nds OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
" Nunber of un-authenticated binds to this
DSA since application start."
i = {dsaQpsEntry 2}

dsaSi npl eAut hBi nds OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
" Nunber of binds to this DSA that were authenticated
usi ng sinple authentication procedures since
application start."
REFERENCE
" CCTT Blue Book Fascicle VII1.8 - Rec. X 511, 1988:
Section 8.1.2.1.1."
i1 = {dsaCpsEntry 3}

dsaSt r ongAut hBi nds OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
" Nunber of binds to this DSA that were authenticated
using the strong authentication procedures since
application start. This includes the binds that were
aut henti cated using external authentication procedures.”
REFERENCE
" CCTT Blue Book Fascicle VII1.8 - Rec. X 511, 1988:
Sections 8.1.2.1.2 & 8.1.2.1.3."
.= {dsaOpsEntry 4}

dsaBi ndSecurityErrors OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
" Nunber of bind operations that have been rejected
by this DSA due to inappropriateAuthentication or
i nval i dCredential s."
REFERENCE
" CCTT Blue Book Fascicle VIII.8 - Rec. X 511, 1988:
Section 12.7.2"
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.= {dsaOpsEntry 5}

dsal nOps OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

" Nunber of operations forwarded to this DSA

from DUAs or other DSAs since application
start up."

::= {dsaCpsEntry 6}

dsaReadQps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
" Nunber of read operations serviced by
this DSA since application startup.”
REFERENCE
" CCTT Blue Book Fascicle VIII.8 - Rec. X 511, 1988:
Section 9.1."
::= {dsaCpsEntry 7}

dsaConpar eQps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
" Nunber of conpare operations serviced by
this DSA since application startup.”
REFERENCE
" CCTT Blue Book Fascicle VIII.8 - Rec. X 511, 1988:
Section 9.2."
::= {dsaCpsEntry 8}

dsaAddEnt r yOps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
" Nunber of addEntry operations serviced by
this DSA since application startup.”
REFERENCE
" CCTT Blue Book Fascicle VIII.8 - Rec. X 511, 1988:
Section 11.1."
::= {dsaCpsEntry 9}
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dsaRenoveEnt ryOps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
" Nunber of renoveEntry operations serviced by
this DSA since application startup.”
REFERENCE
" CCTT Blue Book Fascicle VIII.8 - Rec. X 511, 1988:
Section 11.2."
::= {dsaOpsEntry 10}

dsahMbdi f yEnt ryOps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
" Nunber of nodifyEntry operations serviced by
this DSA since application startup.”
REFERENCE
" CCTT Blue Book Fascicle VIII.8 - Rec. X 511, 1988:
Section 11.3."
::= {dsaOpsEntry 11}

dsaModi f yRDNOps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
" Nunber of nodifyRDN operations serviced by
this DSA since application startup.”
REFERENCE
" CCTT Blue Book Fascicle VIII.8 - Rec. X 511, 1988:
Section 11.4."
::= {dsaOpsEntry 12}

dsali st Ops OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
" Nunber of |ist operations serviced by
this DSA since application startup.”
REFERENCE
" CCTT Blue Book Fascicle VIII.8 - Rec. X 511, 1988:
Section 10.1."
::= {dsaOpsEntry 13}
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dsaSear chOps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
" Nunber of search operations- baseObject Sear ches,
onelLevel Searches and subTreeSearches, serviced
by this DSA since application startup.”
REFERENCE
" CCTT Blue Book Fascicle VII1.8 - Rec. X 511, 1988:
Section 10.2."
;.= {dsaOpsEntry 14}

dsaOnelLevel SearchOps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
" Nunber of onelLevel Search operations serviced
by this DSA since application startup.”
REFERENCE
" CCTT Blue Book Fascicle VII1.8 - Rec. X 511, 1988:
Section 10.2.2.2."
;.= {dsaOpsEntry 15}

dsaWhol eTr eeSear chQps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
" Nunber of whol eTreeSearch operations serviced
by this DSA since application startup.”
REFERENCE
" CCTT Blue Book Fascicle VII1.8 - Rec. X 511, 1988:
Section 10.2.2.2."
;.= {dsaOpsEntry 16}

dsaReferral s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
" Nunber of referrals returned by this DSA in response
to requests for operations since application startup.”
REFERENCE
" CCTT Blue Book Fascicle VII1.8 - Rec. X 511, 1988:
Section 12.6."
;.= {dsaOpsEntry 17}
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dsaChai ni ngs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
" Nunber of operations forwarded by

B January 1994

t hi s DSA

to other DSAs since application startup.”

REFERENCE
" CCITT Bl ue Book Fascicle VIIl.8 -
Section 14."
::= {dsaOpsEntry 18}

dsaSecurityErrors OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
" Nunber of operations forwarded to

Rec. X 518, 1988:

t hi s DSA

whi ch did not neet the security requirenments. "

REFERENCE
" CCITT Bl ue Book Fascicle VIIl.8 -
Section 12.7."
::= {dsaOpsEntry 19}

dsaErrors OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
due to errors other than security
referral s.
A partially serviced operation wil
as an error.

Rec. X 511, 1988:

Nunmber of operations that could not be serviced

errors, and

| not be counted

The errors include NaneErrors, UpdateErrors, Attribute

errors and ServiceErrors."
REFERENCE
" CCITT Bl ue Book Fascicle VIIl.8 -
Sections 12.4, 12.5, 12.8 & 12.9."
::= {dsaOpsEntry 20}

-- Entry statistics/Cache perfornmance
dsaEntri esTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF DsaEntriesEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

Mansfield & Kille
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entry statistics and cache perfornance of the DSAs."
.= {dsaM B 2}

dsaEntriesEntry OBJECT- TYPE
SYNTAX DsaEntriesEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
" Entry containing statistics pertaining to entries
hel d by a DSA."
| NDEX { appl I ndex }
;.= {dsaEntriesTabl e 1}

DsaEntriesEntry ::= SEQUENCE {
dsaMasterEntries
Gauge32,
dsaCopyEntri es
Gauge32,
dsaCacheEntries
Gauge32,

dsaCacheHits
Count er 32,

dsaS| aveHi ts
Count er 32

}

dsaMasterEntri es OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
" Nunber of entries nastered in the DSA "
::= {dsaEntriesEntry 1}

dsaCopyEntri es OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
" Nunber of entries for which systematic (sl ave)
copies are maintained in the DSA "
;.= {dsaEntriesEntry 2}

dsaCacheEntri es OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
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Nunber of entries cached (non-systenatic copies) in
the DSA. This will include the entries that are
cached partially. The negative cache is not counted."
::= {dsaEntriesEntry 3}

dsaCacheHi ts OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

" Nunber of operations that were serviced from

the locally held cache since application
startup.”

;= {dsaEntriesEntry 4}

dsaSl aveHits OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

" Nunber of operations that were serviced from

the locally held object replications [ shadow
entries] since application startup.”

;.= {dsaEntriesEntry 5}

-- The dsalntTable contains statistical data on the peer DSAs
-- with which the nonitored DSAs [attenpt to] interact. This
-- table w Il provide a useful insight into the ef fect of
-- nei ghbours on the DSA perfornance.

-- The tabl e keeps track of the last "N' DSAs with which the
-- monitored DSAs has interacted [attenpted to interact],
-- where "N' is a locally-defined constant.

dsal nt Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Dsal ntEntry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON
" Each row of this table contains sone details
related to the history of the interaction
of the nonitored DSAs with their respective
peer DSAs."
::={ dsaM B 3 }

dsal nt Entry OBJECT- TYPE

SYNTAX Dsal ntEntry
MAX- ACCESS not -accessi bl e
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STATUS current
DESCRI PTI ON
" Entry containing interaction details of a DSA
with a peer DSA "
I NDEX { appl | ndex, dsal nt 1 ndex }
::={ dsalntTable 1}

Dsal nt Entry ::= SEQUENCE {
dsal nt | ndex
| NTEGER,
dsaNane
Di sti ngui shedNane,
dsaTi neCf Creati on
Ti meSt anp,
dsaTi mef Last At t enpt
Ti meSt anp,
dsaTi meF Last Success
Ti neSt anp,
dsaFai | ur esSi ncelLast Success
Count er 32,
dsaFai |l ures
Count er 32,
dsaSuccesses
Count er 32

}

dsal ntI ndex OBJECT-TYPE

SYNTAX | NTEGER (1..2147483647)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

" Together with appllndex it forms the unique key to

identify the conceptual row which contains useful info
on the (attenpted) interaction between the DSA (referred
to by appllndex) and a peer DSA "

.= {dsalntEntry 1}

dsaName OBJECT- TYPE

SYNTAX Di sti ngui shedNane

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

" Distingui shed Nane of the peer DSA to which this

entry pertains."”

::= {dsalntEntry 2}

dsaTi meOF Creati on OBJECT- TYPE
SYNTAX Ti neSt anp
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MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON

" The val ue of sysUpTine when this row was creat ed.

If the entry was created before the network nmanagenent
subsystemwas initialized, this object will contain
a value of zero."

::= {dsalntEntry 3}

dsaTi meOf Last Att enpt  OBJECT- TYPE

SYNTAX Ti neSt anp

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

" The val ue of sysUpTine when the l[ast attenpt was made

to contact this DSA. If the last attenpt was nade before
t he networ k managenent subsystemwas initialized, this
object will contain a value of zero."

::= {dsalntEntry 4}

dsaTi neCf Last Success OBJECT- TYPE

SYNTAX Ti neSt anp
MAX- ACCESS r ead-onl y
STATUS current

DESCRI PTI ON
" The val ue of sysUpTine when the last attenpt made to
contact this DSA was successful. If there have
been no successful attenpts this entry will have a val ue

of zero. If the last successful attenpt was made before
t he networ k managenent subsystemwas initialized, this
object will contain a value of zero."

::= {dsalntEntry 5}

dsaFai | ur esSi nceLast Success OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current

DESCRI PTI ON
" The nunber of failures since the last tine an
attenpt to contact this DSA was successful. If

there has been no successful attenpts, this counter
will contain the nunber of failures since this entry
was created."

::= {dsalntEntry 6}

dsaFai |l ures OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-onl y
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STATUS current
DESCRI PTI ON
" Cumul ative failures since the creation of
this entry."
::= {dsalntEntry 7}

dsaSuccesses OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
" Cumul ati ve successes since the creation of
this entry."
::= {dsalntEntry 8}

-- Conformance i nfornation

dsaConf ormance OBJECT IDENTIFIER ::= { dsaMB 4 }
dsaG oups OBJECT | DENTIFIER ::= { dsaConformance 1 }
dsaConpl i ances OBJECT | DENTI FI ER ::= { dsaConfornmance 2 }

-- Conpliance statenents

dsaQpsConpl i ance MODULE- COMPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNWPv2 entities
whi ch i npl enent the DSA-M B for nonitoring
DSA operations.”

MODULE -- this nodul e
MANDATORY- GROUPS { dsaQpsGroup }

::={ dsaConpliances 1 }

dsaEnt r yConpl i ance MODULE- COMPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNWPv2 entities
whi ch i npl enent the DSA-M B for nonitoring
DSA operations, entry statistics and cache
perf or mance. "

MODULE -- this nodule
MANDATORY- GROUPS { dsaQpsG oup, dsaEntryG oup }
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::={ dsaConpliances 2 }

dsal nt Conpl i ance MODULE- COMPLI ANCE
STATUS current
DESCRI PTI ON
" The conpliance statenent for SNMPv2 entities
whi ch inpl enent the DSA-M B for nonitoring DSA
operations and the interaction of the DSA wth
peer DSAs."

MODULE -- this nodule
MANDATORY- GROUPS { dsaQpsGroup, dsalntGoup }

::={ dsaConpliances 3}

-- Units of conformance

dsaOpsG oup OBJECT- GROUP

OBJECTS {
dsaAnonynousBi nds, dsaUnaut hBi nds, dsaSi npl eAut hBi nds,
dsaSt r ongAut hBi nds, dsaBi ndSecurityErrors, dsal nOps,
dsaReadOps, dsaConpar eOps, dsaAddEnt r yOps,
dsaRenoveEntryQps, dsaModifyEntryQps, dsaMbdi f yRDNOps,
dsali st Ops, dsaSear chQOps, dsaOnelevel Sear chOps,
dsaWhol eTr eeSear chQps, dsaRef erral s, dsaChai ni ngs,

dsaSecurityErrors, dsaErrors}
STATUS current
DESCRI PTI ON
" A collection of objects for nonitoring the DSA
operations.”
.= { dsaGroups 1}

dsaEnt ryG oup OBJECT- GROUP

OBJECTS {dsaMasterEntries, dsaCopyEntri es, dsaCacheEntri es,
dsaCacheHits, dsaSl aveHi t s}

STATUS current

DESCRI PTI ON

A col l ection of objects for nmonitoring the DSA
entry statistics and cache perfornance. "
.= { dsaGoups 2}

dsal nt G oup OBJECT- GROUP

OBJECTS {
dsaNane, dsaTi meOf Creati on, dsaTi neCf Last Attenpt,
dsaTi meF Last Success, dsaFai | uresSi ncelLast Success, dsaFai | ures,
dsaSuccesses}

STATUS current
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DESCRI PTI ON
" A collection of objects for nonitoring the DSA s
interaction with peer DSAs."
::={ dsaGoups 3}

END
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Security Considerations
Security issues are not discussed in this nmeno.
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