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The Poi nt-to-Point Protocol (PPP)
Status of this Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Abst r act

The Poi nt-to-Point Protocol (PPP) provides a standard nethod for
transporting multi-protocol datagrans over point-to-point |inks. PPP
is conprised of three nmain conponents:

1. A nethod for encapsulating nmulti-protocol datagrans.

2. A Link Control Protocol (LCP) for establishing, configuring,
and testing the data-link connection.

3. Afanmly of Network Control Protocols (NCPs) for establishing
and configuring different network-1layer protocols.

Thi s docunent defines the PPP organi zati on and net hodol ogy, and the
PPP encapsul ati on, together with an extensible option negotiation
mechani sm which is able to negotiate a rich assortment of
configuration paraneters and provi des additional nanagenent
functions. The PPP Link Control Protocol (LCP) is described in terns
of this mechanism

This docunent is the product of the Point-to-Point Protocol Wrking

G oup of the Internet Engineering Task Force (IETF). Conments shoul d
be subnmitted to the ietf-ppp@ecdavis.edu nmailing |ist.
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1. Introduction
Encapsul ati on

The PPP encapsul ation provides for nultiplexing of different

net wor k-1 ayer protocols sinultaneously over the sane link. It is
i ntended that PPP provide a comobn solution for easy connection of
a wide variety of hosts, bridges and routers [1].

The PPP encapsul ation has been carefully designed to retain
compatibility with nost commonly used supporting hardware.

Only 8 additional octets are necessary to formthe encapsul ation
when used with the default HDLC franming. [|n environnments where
bandwi dth is at a premium the encapsulation and franing nay be
shortened to 2 or 4 octets.

To support high speed inplenentations, the default encapsul ation
uses only sinple fields, only one of which needs to be exani ned
for denultiplexing. The default header and information fields
fall on 32-bit boundaries, and the trailer may be padded to an
arbitrary boundary.

Li nk Control Protoco

In order to be sufficiently versatile to be portable to a wi de
vari ety of environnments, PPP provides a Link Control Protoco
(LCP). The LCP is used to automatically agree upon the
encapsul ati on format options, handle varying limts on sizes of
packets, authenticate the identity of its peer on the link
deternmine when a link is functioning properly and when it is
defunct, detect a |ooped-back |ink and ot her comon

m sconfiguration errors, and terminate the |ink.

Net wor k Control Protocols

Point-to-Point links tend to exacerbate many problens with the
current famly of network protocols. For instance, assignment and
managenment of | P addresses, which is a problemeven in LAN
environnents, is especially difficult over circuit-swtched

poi nt-to-point |links (such as dial-up nodem servers). These

probl ens are handled by a fam |y of Network Control Protocols
(NCPs), which each nmanage the specific needs required by their
respective network-1layer protocols. These NCPs are defined in
conpani on docunents.
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Configuration

It is intended that PPP links be easy to configure. By design
the standard defaults handle all common configurations. The

i npl ement or can specify inprovenents to the default configuration
which are automatically communi cated to the peer without operator
intervention. Finally, the operator nmay explicitly configure
options for the link which enable the Iink to operate in
environnents where it would otherw se be inpossible.

This self-configuration is inplenented through an extensible
option negotiation nechanism wherein each end of the Iink
describes to the other its capabilities and requirenents.

Al t hough the option negotiation nechani sm described in this
docunent is specified in ternms of the Link Control Protocol (LCP),
the sane facilities are designed to be used by other contro
protocols, especially the fam |y of NCPs.

1.1 Specification of Requirenents

In this docunent, several words are used to signify the
requi renents of the specification. These words are often
capitalized.

MJST

This word, or the adjective "required", means that the definition
is an absolute requirement of the specification

MUST NOT

Thi s phrase means that the definition is an absol ute prohibition
of the specification

SHOULD

This word, or the adjective "recommended", neans that there may
exi st valid reasons in particular circunstances to ignore this
item but the full inplications nust be understood and carefully
wei ghed before choosing a different course.

MAY
This word, or the adjective "optional", neans that this itemis
one of an allowed set of alternatives. An inplenentation which

does not include this option MIST be prepared to interoperate wth
anot her inplenmentation which does include the option.
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1.2 Term nol ogy
Thi s docunent frequently uses the follow ng terns:
dat agram

The unit of transmission in the network layer (such as IP). A
dat agram nay be encapsul ated in one or nore packets passed to the
data link |ayer.

frame

The unit of transmission at the data link layer. A frame may
i nclude a header and/or a trailer, along with some nunber of units
of data.

packet

The basic unit of encapsul ation, which is passed across the
interface between the network |ayer and the data Iink layer. A
packet is usually mapped to a frane; the exceptions are when data
link ayer fragnentation is being performed, or when multiple
packets are incorporated into a single frane.

peer
The other end of the point-to-point |ink.
silently discard
This means the inplenentation discards the packet wi thout further
processing. The inplenmentation SHOULD provi de the capability of
| ogging the error, including the contents of the silently
di scarded packet, and SHOULD record the event in a statistics
counter.
2. PPP Encapsul ation
The PPP encapsul ation is used to di sanbi guate mul ti protoco
datagranms. This encapsulation requires franming to indicate the

begi nning and end of the encapsul ation. Methods of providing franm ng
are specified in conpani on docunents.
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A summary of the PPP encapsulation is shown below. The fields are
transmitted fromleft to right.

| Protocol | Information | Paddi ng
| 16 bits | * | *

Protocol Field

The Protocol field is two octets and its value identifies the
dat agram encapsul ated in the Information field of the packet. The
field is transntted and recei ved nost significant octet first.

The structure of this field is consistent with the |1 SO 3309
extension nechani smfor address fields. Al Protocols MJST be
odd; the least significant bit of the |east significant octet MJST
equal "1". Also, all Protocols MJST be assigned such that the

| east significant bit of the nobst significant octet equals "0"
Franmes received which don't conply with these rules MJST be
treated as having an unrecogni zed Protocol .

Protocol field values in the "0***" to "3***" range identify the
net wor k-1 ayer protocol of specific packets, and values in the
"8***" to "b***" range identify packets belonging to the

associ ated Network Control Protocols (NCPs), if any.

Protocol field values in the "4***" to "7***" range are used for
protocols with | ow volune traffic which have no associ ated NCP
Protocol field values in the "c***" to "f***" range identify
packets as link-layer Control Protocols (such as LCP).

Up-to-date values of the Protocol field are specified in the nost
recent "Assigned Nunmbers" RFC [2]. Current values are assigned as
fol | ows:

Val ue (in hex) Protocol Nane

0001 Paddi ng Protoco

0003 to 001f reserved (transparency inefficient)
0021 I nternet Protoco

0023 CSlI Network Layer

0025 Xerox NS | DP

0027 DECnet Phase |V

0029 Appl et al k

002b Novel | | PX

002d Van Jacobson Conpressed TCP/IP
002f Van Jacobson Unconpressed TCP/ I P
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0031
0033
0035
0037
0039
003b
003d
005d
00cf
oof d
00f f

0201
0203
0231
0233

8021
8023
8025
8027
8029
802b
802d
802f
8031
8033
8035
8037
8039
803b
803d
80fd
80f f

c021
c023
c025
c223

The Poi nt -t o-Poi nt Protocol

Bri dgi ng PDU

Stream Protocol (ST-11)

Banyan Vi nes

unused

Appl eTal k EDDP

Appl eTal k Snart Buffered

Mul ti - Li nk

reserved (conpression inefficient)
reserved (PPP NLPI D)

1st choi ce conpression

reserved (conpression inefficient)

802. 1d Hel | o Packets

| BM Source Routing BPDU
Luxcom

Si gma Networ k Systens

Internet Protocol Control Protoco
Sl Network Layer Control Protoco
Xerox NS | DP Control Protocol
DECnet Phase |V Control Protocol
Appl et al k Control Protocol

Novel | | PX Control Protoco

Reser ved

Reser ved

Bri dgi ng NCP

Stream Prot ocol Control Protoco
Banyan Vi nes Control Protocol
unused

Reser ved

Reser ved

Mul ti-Link Control Protocol
Conpressi on Control Protoco

Reser ved

Li nk Control Protoco
Password Aut hentication Protocol
Link Quality Report

Decenber 1993

Chal | enge Handshake Aut hentication Protoco

Devel opers of new protocols MJIST obtain a nunber fromthe Internet
Assi gned Nunbers Authority (1ANA), at | ANA@ si . edu.

Information Field

The Information field is zero or nbre octets. The Infornation

field contains the datagram for the protoco

Pr ot ocol

Si mpson

field.

specified in the
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The maxi mum |l ength for the Information field, including Padding,
is termed the Maxi num Receive Unit (MRU), which defaults to 1500
octets. By negotiation, consenting PPP inplenentations nay use
ot her values for the MRU

Paddi ng

On transmission, the Information field MAY be padded with an
arbitrary nunber of octets up to the MRU. It is the
responsibility of each protocol to distinguish padding octets from
real information.

3. PPP Link Qperation
3.1 Overview

In order to establish conmunications over a point-to-point |ink, each
end of the PPP Iink MIUST first send LCP packets to configure and test
the data Iink. After the link has been established, the peer MAY be
aut henticated. Then, PPP MJST send NCP packets to choose and
configure one or nore network-Ilayer protocols. Once each of the
chosen networ k-1 ayer protocols has been configured, datagrans from
each network-1ayer protocol can be sent over the link

The Iink will remain configured for conmmunications until explicit LCP
or NCP packets close the Iink down, or until sonme external event
occurs (an inactivity timer expires or network adm nistrator

i ntervention).

3.2 Phase D agram

In the process of configuring, maintaining and term nating the
poi nt-to-point link, the PPP |ink goes through several distinct

phases:
Hom - - + S + RS +
| | UP | | OPENED | | SUCCESS/ NONE
| Dead |------- >| Establish |---------- >| Authenticate |--+
| | | | | (.
[ + TS + S + |
A FAIL | FAIL |
<o e e oo o + Fomm e - + |
| | |
| e + | tmmmmmmaas +
| DOMN | _ | | CLOSI NG | [
R R | Termnate |<---+<---------- | Network |<-+
| | | |
S + Fomm e e o +
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3.3 Link Dead (physical-layer not ready)

The link necessarily begins and ends with this phase. Wen an
external event (such as carrier detection or network adm ni strator
configuration) indicates that the physical-layer is ready to be used,
PPP will proceed to the Link Establishnent phase.

During this phase, the LCP automaton (described below) will be in the
Initial or Starting states. The transition to the Link Establishnent
phase will signal an Up event to the autonmaton

| mpl enent ati on Not e:

Typically, alink will return to this phase automatically after

t he di sconnection of a nodem |In the case of a hard-wired |ine,
this phase nay be extrenely short -- nerely |long enough to detect
the presence of the device.

3.4 Link Establishnment Phase

The Link Control Protocol (LCP) is used to establish the connection
t hrough an exchange of Configure packets. This exchange is conplete
and the LCP Opened state entered, once a Configure-Ack packet

(descri bed bel ow) has been both sent and received.

Al'l Configuration Options are assunmed to be at default val ues unless
altered by the configuration exchange. See the section on LCP
Configuration Options for further discussion

It is inmportant to note that only Configuration Options which are

i ndependent of particular network-|ayer protocols are configured by
LCP. Configuration of individual network-layer protocols is handl ed
by separate Network Control Protocols (NCPs) during the Network-Layer
Prot ocol phase

Any non-LCP packets received during this phase MIST be silently
di scarded

3.5 Aut henticati on Phase

On some links it nmay be desirable to require a peer to authenticate
itself before all owi ng network-Iayer protocol packets to be
exchanged.

By default, authentication is not mandatory. |f an inplenmentation
desires that the peer authenticate with some specific authentication
protocol, then it MJST negotiate the use of that authentication
protocol during Link Establishnment phase.
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Aut henti cati on SHOULD take place as soon as possible after |ink
establishnent. However, link quality determ nation MAY occur
concurrently. An inplenmentation MUST NOT all ow the exchange of I|ink
quality determi nati on packets to delay authentication indefinitely.

Advancenent fromthe Authentication phase to the Network-Layer

Prot ocol phase MJUST NOT occur until authentication has conpl eted,
usi ng the negotiated authentication protocol. |If authentication
fails, PPP SHOULD proceed instead to the Link Term nati on phase.

Any Network Control Protocol or network-layer protocol packets
recei ved during this phase MJST be silently discarded.

3.6 Network-Layer Protocol Phase

Once PPP has finished the previous phases, each network-I|ayer
protocol (such as IP, IPX, or AppleTal k) MIST be separately
configured by the appropriate Network Control Protocol (NCP).

Each NCP MAY be Opened and C osed at any tine.
| mpl enent ati on Not e:

Because an inplenentation nay initially use a significant anmount
of time for link quality determ nation, inplenmentations SHOULD
avoid fixed tineouts when waiting for their peers to configure a
NCP.

After a NCP has reached the Opened state, PPP will carry the
correspondi ng network-| ayer protocol packets. Any network-I|ayer
prot ocol packets received when the corresponding NCP is not in the
Opened state MJUST be silently discarded.

| mpl enent ati on Not e:
There is an exception to the precedi ng paragraphs, due to the
availability of the LCP Protocol -Reject (described below). Wiile
LCP is in the Opened state, any protocol packet which is
unsupported by the inplenentati on MIJST be returned in a Protocol -
Reject. Only protocols which are supported are silently
di scar ded

During this phase, link traffic consists of any possible
conbi nati on of LCP, NCP, and network-|ayer protocol packets.

3.7 Link Term nati on Phase

PPP can ternminate the link at any tinme. This nmight happen because of
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the I oss of carrier, authentication failure, link quality failure,
the expiration of an idle-period timer, or the administrative closing
of the link. LCP is used to close the link through an exchange of
Term nate packets. Wen the link is closing, PPP infornms the

net wor k-1 ayer protocols so that they may take appropriate action.

After the exchange of Term nate packets, the inplenentation SHOULD
signal the physical-layer to disconnect in order to enforce the

term nation of the link, particularly in the case of an

aut hentication failure. The sender of the Terni nate-Request SHOULD
di sconnect after receiving a Term nate-Ack, or after the Restart
counter expires. The receiver of a Terni nate-Request SHOULD wait for
the peer to disconnect, and MJST NOT di sconnect until at |east one
Restart tine has passed after sending a Terninate-Ack. PPP SHOULD
proceed to the Link Dead phase.

Any non-LCP packets received during this phase MIST be silently
di scar ded.

| mpl enent ati on Not e:

The closing of the link by LCP is sufficient. There is no need
for each NCP to send a flurry of Term nate packets. Conversely,
the fact that one NCP has Closed is not sufficient reason to cause
the ternmination of the PPP Iink, even if that NCP was the only NCP
currently in the Opened state.

4. The Option Negotiati on Automaton
The finite-state automaton is defined by events, actions and state
transitions. Events include reception of external conmands such as
Open and C ose, expiration of the Restart timer, and reception of
packets froma peer. Actions include the starting of the Restart
timer and transm ssion of packets to the peer.
Sonme types of packets -- Configure-Naks and Confi gure-Rejects, or
Code- Rej ects and Protocol -Rej ects, or Echo-Requests, Echo-Replies and
Di scard- Requests -- are not differentiated in the automaton
descriptions. As will be described later, these packets do indeed
serve different functions. However, they always cause the sane
transitions.

Events Acti ons

Up = lower layer is Up tlu = This-Layer-Up

Down = | ower |ayer is Down tld = Thi s-Layer - Down

Open = adm nistrative Open tls = This-Layer-Started

Cl ose= adm nistrative d ose tIf = This-Layer-Finished
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TO+ = Tineout with counter > 0 irc = Initialize-Restart-Counter
TO = Timeout with counter expired zrc = Zero-Restart-Counter
RCR+ = Recei ve- Confi gure- Request (Good) scr = Send- Confi gure- Request
RCR- = Recei ve- Confi gur e- Request (Bad)
RCA = Recei ve- Confi gure-Ack sca = Send- Confi gure- Ack
RCN = Recei ve- Confi gur e- Nak/ Rej scn = Send- Confi gur e- Nak/ Rej
RTR = Recei ve- Ter m nat e- Request str = Send- Ter m nat e- Request
RTA = Recei ve- Term nat e- Ack sta = Send- Ter m nat e- Ack
RUC = Recei ve- Unknown- Code scj = Send- Code- Rej ect
RXJ+ = Recei ve- Code- Rej ect (permtted)

or Receive-Protocol - Rej ect
RXJ- = Recei ve- Code- Rej ect (catastrophic)

or Receive-Protocol - Rej ect
RXR = Recei ve- Echo- Request ser = Send- Echo-Reply

or Receive-Echo-Reply

or Recei ve-Di scar d- Request
4.1 State Di agram

The sinplified state di agram which foll ows describes the sequence of
events for reaching agreenent on Configuration Options (opening the
PPP link) and for later termi nation of the Ilink

This diagramis not a conplete representation of the automaton
| mpl enent ati on MUST be done by consulting the actual state transition
tabl e.

Events are in upper case. Actions are in |ower case. For these
purposes, the state machine is initially in the C osed state. Once
the Qpened state has been reached, both ends of the link have nmet the
requi renent of having both sent and received a Configure-Ack packet.
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RCR TO+
+--sta-->+ Fom oo >+
| | | |
+o---- - + | RTA +------- + | dose +------- +
| | <o | | <-Stro4<------ | |
| G osed | |  osi ng| | Opened |
| | Open | | | |
| |------ + | | | |
E - + | E - + E - +
| N
| |
| +-sca----------------- >+
| | A
RCN, TO+ V RCR+ | RCR- RCA | RCN, TO+
Fommmm >+ | Fommmm >+ | +--SCr-->+
| | | | | | | |
[ S + | TO+ +------- + | [ S + |
| | <-scr-+<------ | | <-scn-+ | | <----- +
| Reqg- | | Ack- | | Ack- |
| Sent | RCA | Revd | | Sent |
+-scn- >| [------------- >| | +-sca- >|
| [ S, + [ S, + | [ S, +
| RCR- | | RCR+ | RCR+ | | RCR-
| | o e e m e e e e e e e e e e oo oo - SH<o-mm - - - + |
| | |
<o o - m o m m o o e o e e e e eieo oo +
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4.2 State Transition Table

The conplete state transition table follows. States are indicated
hori zontally, and events are read vertically. State transitions and
actions are represented in the formaction/ newstate. Miltiple
actions are separated by comms, and may continue on succeeding |ines
as space requires; nultiple actions nmay be inplenented in any
convenient order. The state may be followed by a letter, which

i ndi cates an explanatory footnote. The dash ('-’) indicates an
illegal transition.

| State
0 1 2 3 4 5
Events| Initial Starting d osed St opped C osing St oppi ng
______ o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e e e e mm e == -
Up | 2 irc,scr/6 - - - -
Down | - - 0 tls/1 0 1
Qpen | tls/l 1 irc,scr/6 3r 5r 5r
Cl ose| 0 0 2 2 4 4
|
TO+ | - - - - str/ 4 str/5
TO | - - - - t1f/2 t1f/3
|
RCR+ | - - sta/2 irc,scr,scal8 4 5
RCR- | - - sta/2 irc,scr,scn/6 4 5
RCA | - - stal 2 stal/ 3 4 5
RCN | - - stal 2 stal/ 3 4 5
|
RTR | - - stal2 stal/ 3 stal 4 stal/b
RTA | - - 2 3 t1f/2 t1f/3
|
RUC | - - scj /2 scj/3 scjl/4 scj/5
RXJ+ | - - 2 3 4 5
RXJ- | - - t1f/2 t1f/3 t1f/2 t1f/3
|
RXR | - - 2 3 4 5
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| State
| 6 7 8 9
Events| Reqg-Sent Ack-Rcvd Ack- Sent Opened
______ o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = =
Up | - - - -
wn | 1 1 1 tidl1l
Openl 6 7 8 9r
Close|lirc,str/4 irc,str/4 irc,str/4 tld,irc,str/4
|
TO+ | scrl/6 scr/ 6 scr/ 8 -
TO- | tIf/3p t1f/3p t1f/3p -
|
RCR+ | sca/8 sca,tlu/9 scal/ 8 tld,scr,scal8
RCR- | scn/6 scn/ 7 scn/ 6 tld, scr,scn/6
RCA | ircl7 scr/6x irc,tlu/9 tld, scr/6x
RCN |irc,scr/6 scr/6x irc,scr/8 tld, scr/6x
|
RTR | stal6 stal 6 sta/6 tld,zrc,stal/b
RTA | 6 6 8 tld,scr/6
|
RUC | scj/6 scjl7 scj/8 scj/9
RXJ+ | 6 6 8 9
RXJ- | tIf/3 t1f/3 tIf/3 tld,irc,str/5
|
RXR | 6 7 8 ser/9

The states in which the Rest
the presence of TO events.

art tinmer is running are identifiable by
Only the Send- Confi gure-Request, Send-

Ter m nat e- Request and Zero-Restart-Counter actions start or re-start

the Restart tiner. The Rest

art tinmer is stopped when transitioning

fromany state where the tiner is running to a state where the tinmer

i s not
[p]

[r]

[ x]

4.3 A Day in the Life

runni ng.
Passi ve opti on;
Restart option;

Crossed connecti on;

Here is an exanple of how a
autonaton to inplenent LCP i

The Networ k Access Server
phase).

A configuration file indi

Si mpson

see Stopped state di scussion.

see Open event discussion.

see RCA event discussion.

typical inplenmentation mght use the
n a dial-up environnent:

is powered on (Initial state, Link Dead

cates that a particular link is to be
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used for PPP access (Qpen: tls/Starting). The This-Layer-Started
event turns on DTRto a nodem readying it for accepting calls.

- An incoming call is answered. The nodem CD triggers configuration
negotiation (Up: irc,scr/Reqg-Sent, Link Establishnent phase).

- A Configure-Request is received, which is acknow eged (RCR+:
scal Ack- Sent) .

- The Request is acknow eged (RCA: irc,tlu/ Qpened). The This-
Layer-Up event starts authentication and quality nonitoring
protocol s (Authentication phase).

- When authentication and quality nonitoring are satisfied, they
send an Up event to start the available NCPs (Network-Layer
Prot ocol phase).

- Later, the peer is finished, and closes the link. A Term nate-
Request arrives (RTR tld,zrc,stal/Stopping, Term nation phase).
The Thi s-Layer-Down action sends the Down event to any NCPs, while
the Termi nate-Ack is sent. The Zero-Restart-Counter action causes
the link to wait for the peer to process the Termni nate-Ack, with
no retries.

- \Wien the Restart Tiner tinmes out (TO: tlf/Stopped), the This-
Layer - Fi ni shed action signals the nodemto hang up by dropping
DTR.

- \When the CD fromthe nodem drops (Down: tls/Starting), the This-
Layer-Started action rai ses DIR again, readying it for the next
call (returning to the Link Dead phase).

4.4 States
Following is a nore detail ed description of each automaton state.
Initial
In the Initial state, the |lower layer is unavailable (Down), and
no Open has occurred. The Restart tinmer is not running in the
Initial state.
Starting
The Starting state is the Open counterpart to the Initial state.
An admi ni strative Open has been initiated, but the Iower layer is

still unavailable (Down). The Restart timer is not running in the
Starting state.
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Wien the | ower |ayer becones available (Up), a Configure-Request
is sent.

Cl osed

In the Cosed state, the link is available (Up), but no Open has
occurred. The Restart tiner is not running in the C osed state.

Upon reception of Configure-Request packets, a Termi nate-Ack is
sent. Term nate-Acks are silently discarded to avoid creating a
| oop.

St opped

The Stopped state is the Qpen counterpart to the Cosed state. It
is entered when the autormaton is waiting for a Down event after
the This-Layer-Finished action, or after sending a Term nate-Ack.
The Restart tiner is not running in the Stopped state.

Upon reception of Configure-Request packets, an appropriate
response is sent. Upon reception of other packets, a Term nate-
Ack is sent. Term nate-Acks are silently discarded to avoid
creating a | oop.

Rat i onal e:

The Stopped state is a junction state for link term nation, link
configuration failure, and other automaton failure nodes. These
potentially separate states have been conbi ned.

There is a race condition between the Down event response (from

t he Thi s-Layer-Fi nished action) and the Receive-Configure- Request
event. Wen a Configure-Request arrives before the Down event,
the Down event wi |l supercede by returning the automaton to the
Starting state. This prevents attack by repetition

| mpl enent ati on Option:

After the peer fails to respond to Configure-Requests, an

i npl ement ati on MAY wait passively for the peer to send Confi gure-
Requests. In this case, the This-Layer-Finished action is not
used for the TO event in states Req-Sent, Ack- Rcvd and Ack- Sent.

This option is useful for dedicated circuits, or circuits which

have no status signals available, but SHOULD NOT be used for
switched circuits.
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d osi ng

In the Cosing state, an attenpt is made to term nate the
connection. A Term nate-Request has been sent and the Restart
timer is running, but a Term nate-Ack has not yet been received.

Upon reception of a Term nate-Ack, the Cosed state is entered.
Upon the expiration of the Restart tinmer, a new Terni nate- Request
is transnmitted and the Restart timer is restarted. After the
Restart tinmer has expired Max-Terminate tines, this action may be
ski pped, and the C osed state nay be entered.

St oppi ng
The Stopping state is the Open counterpart to the C osing state.
A Term nat e- Request has been sent and the Restart timer is
runni ng, but a Term nate- Ack has not yet been received.

Rati onal e:
The Stopping state provides a well defined opportunity to
termnate a link before allowing newtraffic. After the link has
term nated, a new configuration nmay occur via the Stopped or
Starting states.

Request - Sent
In the Request-Sent state an attenpt is made to configure the
connection. A Configure-Request has been sent and the Restart
tinmer is running, but a Configure-Ack has not yet been received
nor has one been sent.

Ack- Recei ved
In the Ack-Received state, a Configure-Request has been sent and a
Confi gure-Ack has been received. The Restart tiner is stil
runni ng since a Configure-Ack has not yet been sent.

Ack- Sent
In the Ack-Sent state, a Configure-Request and a Confi gure-Ack
have both been sent but a Configure-Ack has not yet been received.
The Restart tiner is always running in the Ack-Sent state.

Opened

In the Opened state, a Configure-Ack has been both sent and
received. The Restart tinmer is not running in the Opened state.

Si mpson [ Page 18]



RFC 1548 The Poi nt -t o-Poi nt Protocol Decenber 1993

When entering the Opened state, the inplenentati on SHOULD si gha
the upper layers that it is now Up. Conversely, when |eaving the
Opened state, the inplenentati on SHOULD signal the upper |ayers
that it is now Down.

4.5 Events

Transitions and actions in the automaton are caused by events.
Up

The Up event occurs when a lower layer indicates that it is ready
to carry packets.

Typically, this event is used by a nodem handling or calling
process, or by sone other coupling of the PPP link to the physica
media, to signal LCP that the link is entering Link Establishnment
phase.

It also can be used by LCP to signal each NCP that the link is
enteri ng Network-Layer Protocol phase. That is, the This-Layer-Up
action fromLCP triggers the Up event in the NCP

Down

The Down event occurs when a |ower layer indicates that it is no
| onger ready to carry packets.

Typically, this event is used by a nodem handling or calling
process, or by sone other coupling of the PPP link to the physica
media, to signal LCP that the link is entering Link Dead phase.

It also can be used by LCP to signal each NCP that the link is
| eavi ng Networ k- Layer Protocol phase. That is, the This-Layer-
Down action fromLCP triggers the Down event in the NCP

Open

The Open event indicates that the link is administratively

available for traffic; that is, the network adninistrator (human
or progran) has indicated that the link is allowed to be Opened.
When this event occurs, and the link is not in the Qpened state,
the automaton attenpts to send configuration packets to the peer

If the automaton is not able to begin configuration (the |ower

| ayer is Down, or a previous Cl ose event has not conpleted), the
establishnent of the link is automatically del ayed.
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When a Term nat e- Request is received, or other events occur which
cause the link to becone unavail able, the autonmaton will progress
to a state where the link is ready to re-open. No additional

adm nistrative intervention i s necessary.

| mpl enent ati on Option:

Experi ence has shown that users will execute an additional Open
command when they want to renegotiate the link. This night
i ndi cate that new values are to be negoti at ed.

Since this is not the neaning of the Open event, it is suggested
that when an Open user conmmand is executed in the Opened, d osing,
St oppi ng, or Stopped states, the inplenentation issue a Down
event, immediately followed by an Up event. This will cause the
renegoti ation of the link, wthout any harnful side effects.

d ose

The Cl ose event indicates that the Iink is not avail able for
traffic; that is, the network adm nistrator (human or program has
indicated that the link is not allowed to be Opened. When this
event occurs, and the link is not in the C osed state, the
autonaton attenpts to terninate the connection. Futher attenpts
to re-configure the link are denied until a new Open event occurs.

| mpl enent ati on Not e:

When aut hentication fails, the link SHOULD be term nated, to
prevent attack by repetition and denial of service to other users.
Since the link is adnmnistratively available (by definition), this
can be acconplished by sinulating a C ose event to the LCP,

i medi ately foll owed by an Open event.

The C ose followed by an Open will cause an orderly term nation of
the link, by progressing fromthe Cosing to the Stopping state,
and t he Thi s-Layer-Finished action can di sconnect the Iink. The
autonaton waits in the Stopped or Starting states for the next
connection attenpt.

Ti

meout (TO+, TO )

This event indicates the expiration of the Restart tiner. The
Restart tiner is used to tinme responses to Configure-Request and
Ter m nat e- Request packets.

The TO+ event indicates that the Restart counter continues to be
greater than zero, which triggers the correspondi ng Confi gure-
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Request or Term nat e- Request packet to be retransmtted.

The TO event indicates that the Restart counter is not greater
than zero, and no nore packets need to be retransmitted.

Recei ve- Confi gur e- Request ( RCR+, RCR-)

This event occurs when a Configure-Request packet is received from
the peer. The Configure-Request packet indicates the desire to
open a connection and may specify Configuration Options. The
Confi gur e- Request packet is nore fully described in a later
section.

The RCR+ event indicates that the Configure-Request was
acceptable, and triggers the transni ssion of a corresponding
Conf i gur e- Ack.

The RCR- event indicates that the Configure-Request was
unacceptable, and triggers the transnission of a correspondi ng
Confi gure-Nak or Configure-Reject.

| mpl enent ati on Not e:

These events may occur on a connection which is already in the
Opened state. The inplenentation MJST be prepared to i mediately
renegoti ate the Configuration Options.

Recei ve- Confi gure- Ack (RCA)

The Recei ve-Configure-Ack event occurs when a valid Configure-Ack
packet is received fromthe peer. The Configure-Ack packet is a
positive response to a Configure-Request packet. An out of
sequence or otherw se invalid packet is silently discarded.

| mpl enent ati on Not e:

Since the correct packet has al ready been received before reaching
the Ack-Rcvd or Opened states, it is extremely unlikely that

anot her such packet will arrive. As specified, all invalid

Ack/ Nak/ Rej packets are silently discarded, and do not affect the
transitions of the automaton.

However, it is not inpossible that a correctly fornmed packet wll
arrive through a coincidentally-tined cross-connection. It is
nmore likely to be the result of an inplenentation error. At the
very least, this occurance SHOULD be | ogged.
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Recei ve- Confi gure- Nak/ Rej (RCN)

This event occurs when a valid Configure-Nak or Configure-Reject
packet is received fromthe peer. The Configure-Nak and

Confi gure- Rej ect packets are negative responses to a Confi gure-
Request packet. An out of sequence or otherwi se invalid packet is
silently discarded.

| mpl enent ati on Not e:

Al t hough t he Confi gure-Nak and Confi gure-Reject cause the sane
state transition in the automaton, these packets have
significantly different effects on the Configuration Options sent
in the resulting Configure-Request packet.

Recei ve- Ter m nat e- Request (RTR)

The Recei ve-Ter nm nat e- Request event occurs when a Term nat e-
Request packet is received. The Term nate-Request packet
i ndi cates the desire of the peer to close the connection.

| mpl enent ati on Not e:

This event is not identical to the Close event (see above), and
does not override the Open commands of the |ocal network

admini strator. The inplenmentation MUST be prepared to receive a
new Confi gure- Request without network adninistrator intervention.

Recei ve- Ter m nat e- Ack (RTA)

The Recei ve-Tern nat e- Ack event occurs when a Terni nat e- Ack packet
is received fromthe peer. The Term nate-Ack packet is usually a
response to a Term nat e- Request packet. The Term nat e- Ack packet
may al so indicate that the peer is in Cosed or Stopped states,
and serves to re-synchronize the |ink configuration.

Recei ve- Unknown- Code ( RUC)
The Recei ve- Unknown- Code event occurs when an un-interpretable
packet is received fromthe peer. A Code-Reject packet is sent in
response.

Recei ve- Code- Rej ect, Recei ve-Protocol - Rej ect (RXJ+, RXJ-)

This event occurs when a Code-Reject or a Protocol -Reject packet
is received fromthe peer.

The RXJ+ event arises when the rejected value is acceptable, such
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as a Code-Reject of an extended code, or a Protocol-Reject of a
NCP. These are within the scope of normal operation. The
i mpl enment ati on MUST stop sendi ng the of fendi ng packet type.

The RXJ- event arises when the rejected value is catastrophic,
such as a Code- Rej ect of Configure-Request, or a Protocol - Rej ect
of LCP! This event communi cates an unrecoverable error that
term nates the connection

Recei ve- Echo- Request, Recei ve- Echo- Reply, Receive-Di scard- Request
(RXR)

This event occurs when an Echo- Request, Echo-Reply or D scard-
Request packet is received fromthe peer. The Echo-Reply packet is
a response to a Echo-Request packet. There is no reply to an Echo-
Reply or Discard-Request packet.

4.6 Actions

Actions in the autonaton are caused by events and typically indicate
the transmi ssion of packets and/or the starting or stopping of the
Restart tiner.

Il1legal -Event (-)

This indicates an event that cannot occur in a properly

i mpl enment ed automaton. The inplenentation has an internal error
whi ch should be reported and logged. No transition is taken, and
the inplenmentati on SHOULD NOT reset or freeze.

Thi s-Layer-Up (tlu)

This action indicates to the upper layers that the automaton is
entering the Opened state.

Typically, this action is used by the LCP to signal the Up event
to a NCP, Authentication Protocol, or Link Quality Protocol, or
MAY be used by a NCP to indicate that the Iink is available for
its network layer traffic.

Thi s- Layer - Down (tld)

This action indicates to the upper layers that the automaton is
| eavi ng the Opened state.

Typically, this action is used by the LCP to signal the Down event

to a NCP, Authentication Protocol, or Link Quality Protocol, or
MAY be used by a NCP to indicate that the link is no | onger
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available for its network layer traffic.
Thi s-Layer-Started (tls)

This action indicates to the |ower layers that the automaton is
entering the Starting state, and the lower |ayer is needed for the
link. The |Iower |layer SHOULD respond with an Up event when the

| ower |ayer is available.

| mpl enent ati on Not e:
This results of this action are highly inplenentati on dependent.

The transitions where this event is indicated are defined
according to a nessage passing architecture, rather than a
signalling architecture. |If the action is desired to control
specific signals (such as DIR), other transitions for the action
are likely to be required (Open in O osed, RCR in Stopped).

Thi s- Layer - Fi ni shed (tlf)

This action indicates to the |ower layers that the automaton is
entering the Stopped or Cosed states, and the |lower |ayer is no

| onger needed for the link. The |lower |ayer SHOULD respond with a
Down event when the |ower |ayer has term nated.

Typically, this action MAY be used by the LCP to advance to the
Li nk Dead phase, or MAY be used by a NCP to indicate to the LCP
that the Iink may term nate when there are no other NCPs open.

| mpl enent ati on Not e:
This results of this action are highly inplenmentati on dependent.
The transitions where this event is indicated are defined
according to a nessage passing architecture, rather than a
signalling architecture. |If the action is desired to control
specific signals (such as DTR), other transitions for the action
are likely to be required (Close in Starting, Down in d osing).
Initialize-Restart-Counter (irc)
This action sets the Restart counter to the appropriate val ue

(Max- Term nate or Max-Configure). The counter is decrenmented for
each transmission, including the first.
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| mpl enent ati on Not e:

In addition to setting the Restart counter, the inplenentation
MUST set the timeout period to the initial value when Restart
ti mer backoff is used.

Zer o- Restart-Counter (zrc)
This action sets the Restart counter to zero.
| mpl enent ati on Not e:

This action enables the FSA to pause before proceeding to the
desired final state, allowing traffic to be processed by the peer
In addition to zeroing the Restart counter, the inplenmentation
MUST set the tinmeout period to an appropriate val ue.

Send- Confi gur e- Request (scr)

The Send- Confi gure- Request action transmits a Configure- Request
packet. This indicates the desire to open a connection with a
specified set of Configuration Options. The Restart timer is
started when the Configure-Request packet is transmtted, to guard
agai nst packet loss. The Restart counter is decrenented each tine
a Configure-Request is sent.

Send- Confi gure- Ack (sca)

The Send- Configure-Ack action transmts a Configure-Ack packet.
Thi s acknow edges the reception of a Configure-Request packet with
an acceptabl e set of Configuration Options.

Send- Confi gur e-Nak (scn)

The Send- Configure-Nak action transmts a Configure-Nak or

Confi gure-Reject packet, as appropriate. This negative response
reports the reception of a Configure-Request packet with an
unaccept abl e set of Configuration Options. Configure-Nak packets
are used to refuse a Configuration Option value, and to suggest a
new, acceptable value. Configure-Reject packets are used to
refuse all negotiation about a Configuration Option, typically
because it is not recogni zed or inplenented. The use of

Confi gure-Nak versus Configure-Reject is nore fully described in
the section on LCP Packet Fornmats.

Send- Ter i nat e- Request (str)

The Send- Ter nmi nat e- Request action transmits a Term nat e- Request
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packet. This indicates the desire to close a connection. The
Restart tiner is started when the Terni nate- Request packet is
transmitted, to guard agai nst packet |loss. The Restart counter is
decremented each tinme a Term nate-Request is sent.

Send- Ter mi nat e- Ack (sta)

The Send- Termi nate-Ack action transnits a Term nate- Ack packet.
Thi s acknow edges the reception of a Term nate-Request packet or
otherw se serves to synchroni ze the state machi nes.

Send- Code- Rej ect (scj)

The Send- Code- Rej ect action transnmits a Code-Reject packet. This
i ndi cates the reception of an unknown type of packet.

Send- Echo- Reply (ser)

The Send- Echo-Reply action transnmits an Echo-Reply packet. This
acknow edges the reception of an Echo- Request packet.

4.7 Loop Avoi dance

The protocol nmakes a reasonabl e attenpt at avoi ding Configuration
Option negotiation |oops. However, the protocol does NOT guarantee
that |oops will not happen. As with any negotiation, it is possible
to configure two PPP inplenentations with conflicting policies that
will never converge. It is also possible to configure policies which
do converge, but which take significant tinme to do so. |Inplenentors
shoul d keep this in nmnd and SHOULD i npl enent | oop detection
mechani sns or hi gher |evel tinmeouts.

4.8 Counters and Tiners

Restart Ti mer
There is one special timer used by the automaton. The Restart
timer is used to tine transnissions of Configure-Request and
Term nat e- Request packets. Expiration of the Restart timer
causes a Timeout event, and retransm ssion of the correspondi ng
Confi gur e- Request or Term nat e- Request packet. The Restart tiner
MUST be configurable, but SHOULD default to three (3) seconds.

| mpl enent ati on Not e:

The Restart tinmer SHOULD be based on the speed of the link. The
default value is designed for |ow speed (2,400 to 9,600 bps), high
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switching latency links (typical telephone lines). Higher speed
links, or Iinks with | ow switching |atency, SHOULD have
correspondi ngly faster retransm ssion tines.

Instead of a constant value, the Restart timer MAY begin at an
initial small value and increase to the configured final val ue.
Each successive value less than the final value SHOULD be at | east
twice the previous value. The initial value SHOULD be |arge
enough to account for the size of the packets, tw ce the round
trip time for transmi ssion at the link speed, and at |east an
additional 100 m|liseconds to allow the peer to process the
packets before responding. Sone circuits add anot her 200
mlliseconds of satellite delay. Round trip tinmes for nodens
operating at 14,400 bps have been neasured in the range of 160 to
nore than 600 milliseconds.

Max- Ter m nat e

There is one required restart counter for Term nate-Requests.
Max- Terni nate indicates the nunber of Terninate-Request packets
sent without receiving a Terni nate-Ack before assuming that the
peer is unable to respond. Max-Termi nate MJST be confi gurabl e,
but SHOULD default to two (2) transm ssions.

Max- Confi gure

A simlar counter is recommended for Configure-Requests. Max-
Configure indicates the nunber of Configure-Request packets sent
wi t hout receiving a valid Configure-Ack, Configure-Nak or
Configure- Reject before assuming that the peer is unable to
respond. Max- Configure MJUST be configurable, but SHOULD defaul t
to ten (10) transmni ssions.

Max- Fai |l ure
A related counter is recommended for Configure-Nak. Max-Failure
i ndi cates the nunber of Configure-Nak packets sent without sending
a Configure-Ack before assumi ng that configuration is not
converging. Any further Configure-Nak packets are converted to
Confi gure- Rej ect packets. Max-Failure MJST be configurable, but
SHOULD default to ten (10) transm ssions.
5. LCP Packet Formats
There are three classes of LCP packets:

1. Link Configuration packets used to establish and configure a
Iink (Configure-Request, Configure-Ack, Configure-Nak and
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Confi gure-Reject).

2. Link Termination packets used to ternminate a |link (Term nate-
Request and Ter m nat e- Ack).

3. Link Maintenance packets used to nmanage and debug a link
(Code- Rej ect, Protocol -Reject, Echo-Request, Echo-Reply, and
Di scard- Request) .

Thi s docunent describes Version 1 of the Link Control Protocol. In
the interest of sinplicity, there is no version field in the LCP
packet. |If a new version of LCP is necessary in the future, the

intention is that a new PPP Protocol field value will be used to
differentiate Version 1 LCP fromall other versions. A correctly
functioning Version 1 LCP inplenmentation will always respond to
unknown Protocols (including other versions) with an easily
recogni zabl e Version 1 packet, thus providing a determnistic
fall back mechani sm for inplenentations of other versions.

Regar dl ess of which Configuration Options are enabled, all LCP Link
Configuration, Link Term nation, and Code-Reject packets (codes 1
through 7) are always sent as if no Configuration Options were

enabl ed. This ensures that such LCP packets are always recogni zabl e
even when one end of the Iink nmistakenly believes the Iink to be
open.

| mpl enent ati on Not e:

In particular, the Async-Control - Character-Map (ACCM default for
the type of link is used, and no address, control, or protoco
field conpression is allowed.

Exactly one LCP packet is encapsulated in the PPP Infornmation
field, where the PPP Protocol field indicates type hex c021 (Link
Control Protocol).

A summary of the Link Control Protocol packet format is shown bel ow
The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
i S S S T i i S S i i S S S S R T T

| Code | Ildentifier | Length
B Lt r s i i i o o T s ks S R S
| Data ...

+- - - -+
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Code

The Code field is one octet and identifies the kind of LCP packet.
When a packet is received with an invalid Code field, a Code-
Rej ect packet is transmtted.

Up-to-date values of the LCP Code field are specified in the nost
recent "Assigned Nunbers" RFC [2]. This specification concerns
the foll ow ng val ues:

Conf i gur e- Request
Confi gur e- Ack
Conf i gur e- Nak
Confi gur e- Rej ect
Ter m nat e- Request
Ter m nat e- Ack
Code- Rej ect
Pr ot ocol - Rej ect
Echo- Request

0 Echo- Repl y

1 Di scar d- Request

PPRPOO~NOOOWNE

Il dentifier

The ldentifier field is one octet and aids in matching requests
and replies. Wen a packet is received with an invalid Identifier
field, the packet is silently discarded.

Length
The Length field is two octets and indicates the length of the LCP
packet including the Code, ldentifier, Length and Data fields.
Cctets outside the range of the Length field are treated as
paddi ng and are ignored on reception. Wen a packet is received
with an invalid Length field, the packet is silently discarded.

Dat a
The Data field is zero or nore octets as indicated by the Length
field. The format of the Data field is determ ned by the Code
field.

5.1 Confi gure- Request
Descri ption

An inmpl enentation wishing to open a connection MIJST transnmit a LCP
packet with the Code field set to 1 (Configure-Request), and the
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Options field filled with any desired changes to the link
defaults. Configuration Options SHOULD NOT be included with
default val ues.

Upon reception of a Configure-Request, an appropriate reply MJST
be transmtted

A summary of the Configure-Request packet format is shown below. The
fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B e i S T e i T e S R S e e e s i i T S

| Code | Identifier | Length

B o i T e e T s i i T S TR S e S S i T S g e e
|
+-

- - -+
Code

1 for Configure-Request.
I dentifier

The ldentifier field MIST be changed whenever the content of the
Options field changes, and whenever a valid reply has been
received for a previous request. For retransm ssions, the
Identifier MAY remai n unchanged.

Options

The options field is variable in length and contains the Iist of
zero or nore Configuration Options that the sender desires to
negotiate. Al Configuration Options are al ways negoti at ed
simul t aneously. The format of Configuration Options is further
described in a later section.

5.2 Confi gure-Ack
Description

If every Configuration Option received in a Configure-Request is
recogni zabl e and all values are acceptable, then the

i mpl ementati on MUST transnit a LCP packet with the Code field set
to 2 (Configure-Ack), the Identifier field copied fromthe

recei ved Confi gure-Request, and the Options field copied fromthe
recei ved Confi gure-Request. The acknow edged Configuration
Options MUST NOT be reordered or nodified in any way.
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On reception of a Configure-Ack, the lIdentifier field MUST natch
that of the last transmitted Configure-Request. Additionally, the
Configuration Options in a Configure-Ack MJST exactly match those
of the last transnitted Confi gure-Request. Invalid packets are
silently discarded.

A summary of the Configure-Ack packet format is shown bel ow. The
fields are transmitted fromleft to right.

0 1 2 3

01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Code | Ildentifier | Length |
B Lt r s i i i o o T s ks S R S
|
+-

- - -+
Code

2 for Configure-Ack.
I dentifier

The ldentifier field is a copy of the Identifier field of the
Confi gur e- Request whi ch caused this Configure-Ack.

Opti ons

The Options field is variable in length and contains the list of
zero or nore Configuration Options that the sender is

acknow edging. Al Configuration Options are always acknow edged
si nul t aneousl y.

5.3 Confi gur e- Nak
Descri ption

If every elenment of the received Configuration Options is

recogni zabl e but sone val ues are not acceptable, then the

i npl ementation MUST transmt a LCP packet with the Code field set
to 3 (Configure-Nak), the Identifier field copied fromthe

recei ved Confi gure-Request, and the Options field filled with only
t he unacceptabl e Configuration Options fromthe Configure-Request.
Al'l acceptable Configuration Options are filtered out of the

Confi gure-Nak, but otherwi se the Configuration Options fromthe
Confi gur e- Request MJST NOT be reordered.

Options which have no value fields (bool ean options) MJST use the
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Configure-Reject reply instead.

Each Configuration Option which is allowed only a single instance
MUST be nodified to a val ue acceptable to the Confi gure-Nak
sender. The default val ue MAY be used, when this differs fromthe
requested val ue.

When a particular type of Configuration Option can be listed nore
than once with different val ues, the Configure-Nak MJST include a
list of all values for that option which are acceptable to the
Confi gure-Nak sender. This includes acceptable values that were
present in the Configure-Request.

Finally, an inplenentation may be configured to request the

negoti ati on of a specific Configuration Option. |If that optionis
not listed, then that option MAY be appended to the list of Nak’d
Configuration Options in order to pronpt the peer to include that
option in its next Configure-Request packet. Any value fields for
the option MUST indicate val ues acceptable to the Confi gure-Nak
sender.

On reception of a Configure-Nak, the lIdentifier field MUST match
that of the last transmtted Configure-Request. Invalid packets
are silently discarded.

Reception of a valid Configure-Nak indicates that a new
Confi gur e- Request MAY be sent with the Configuration Options

nmodi fied as specified in the Configure-Nak. Wen nmultiple

i nstances of a Configuration Option are present, the peer SHOULD
select a single value to include in its next Configure-Request
packet .

Some Configuration Options have a variable length. Since the
Nak’d Option has been nodified by the peer, the inplenentation
MUST be able to handle an Option length which is different from
the original Configure-Request.

A summary of the Configure-Nak packet format is shown bel ow. The
fields are transmitted fromleft to right.

0 1 2 3

01234567890123456789012345678901

i i T S i i i i i e S S S o s
Code | Identifier | Length

e L e i o e e R EE rh S h et o R N

Options ..

+-

+-
|
+-
|
oo - -+
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Code
3 for Configure-Nak.
I dentifier

The ldentifier field is a copy of the Identifier field of the
Confi gur e- Request whi ch caused this Confi gure- Nak.

Opti ons

The Options field is variable in length and contains the list of
zero or nore Configuration Options that the sender is Nak'ing.
Al'l Configuration Options are always Nak’d sinultaneously.

5.4 Configure-Reject
Description

I f some Configuration Options received in a Configure-Request are
not recogni zable or are not acceptable for negotiation (as
configured by a network administrator), then the inplenentation
MUST transmit a LCP packet with the Code field set to 4
(Configure-Reject), the lIdentifier field copied fromthe received
Confi gure-Request, and the Options field filled with only the
unaccept abl e Configuration Options fromthe Configure-Request.

Al'l recogni zabl e and negoti able Configuration Options are filtered
out of the Configure-Reject, but otherw se the Configuration
Options MUST NOT be reordered or nodified in any way.

On reception of a Configure-Reject, the Identifier field MJST
match that of the last transnmitted Configure-Request.

Additionally, the Configuration Options in a Configure-Reject MJST
be a proper subset of those in the last transnmitted Configure-
Request. Invalid packets are silently discarded.

Reception of a valid Configure-Reject indicates that a new
Confi gur e- Request SHOULD be sent which does not include any of the
Configuration Options listed in the Configure-Reject.

A summary of the Configure-Reject packet format is shown below. The
fields are transmtted fromleft to right.
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0 1 2 3
01234567890123456789012345678901
i T o T e e e et o S s S R R SR
| Code | Ildentifier | Length |
B T e o i S I i i S S N iy St S I S S
| Options ...
-+ - -+
Code

4 for Configure-Reject.
Identifier

The Identifier field is a copy of the Identifier field of the
Confi gur e- Request whi ch caused this Configure-Reject.

Options

The Options field is variable in length and contains the Iist of
zero or nore Configuration Options that the sender is rejecting.
Al'l Configuration Options are always rejected sinultaneously.

5.5 Tern nat e- Request and Ter m nat e- Ack
Descri ption

LCP i ncl udes Terni nat e- Request and Term nat e- Ack Codes in order to
provi de a nechani smfor closing a connection.

A LCP inplenentation wishing to cl ose a connection SHOULD transmit
a LCP packet with the Code field set to 5 (Terni nate-Request), and
the Data field filled with any desired data. Termi nate- Request
packets SHOULD continue to be sent until Term nate-Ack is
received, the lower |layer indicates that it has gone down, or a
sufficiently large nunber have been transmtted such that the peer
is down with reasonabl e certainty.

Upon reception of a Term nate-Request, a LCP packet MJST be
transmitted with the Code field set to 6 (Term nate-Ack), the
Identifier field copied fromthe Term nat e- Request packet, and the
Data field filled with any desired data.

Reception of an unelicited Terni nate-Ack indicates that the peer
is in the Closed or Stopped states, or is otherwi se in need of
re-negoti ation.

A sunmmary of the Terni nate-Request and Term nate- Ack packet fornats
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is shown below. The fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B S S T o S S S S s S S S S S S S

| Code | ldentifier | Length
B s S S i i i ks a ks st S S S S S S
| Data ...

e
Code
5 for Term nat e- Request;
6 for Term nate-Ack.
I dentifier

On transmission, the lIdentifier field MUST be changed whenever the
content of the Data field changes, and whenever a valid reply has
been received for a previous request. For retransni ssions, the
Identifier MAY remai n unchanged. On reception, the Identifier
field of the Term nate-Request is copied into the Identifier field
of the Term nate-Ack packet.

Dat a

The Data field is zero or nore octets and contains uninterpreted
data for use by the sender. The data may consist of any binary
val ue and may be of any length fromzero to the peer’s established
MRU mi nus four

5.6 Code- Rej ect
Descri ption

Reception of a LCP packet wi th an unknown Code indicates that one
of the comunicating LCP inplenentations is faulty or inconplete.
This error MIUST be reported back to the sender of the unknown Code
by transmtting a LCP packet with the Code field set to 7 (Code-
Rej ect), and the inducing packet copied to the Rejected-
Information field.

Upon reception of a Code-Reject, the inplenentation SHOULD report

the error, since it is unlikely that the situation can be
rectified automatically.
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A summary of the Code-Reject packet format is shown bel ow. The
fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S

| Code | Ildentifier | Length

B Lt r s i i i o o T s ks S R S
| Rejected-Packet
+- - - - - - - -+

Code

7 for Code-Reject.
I dentifier

The ldentifier field MIST be changed for each Code-Reject sent.
Rej ect ed- 1 nformati on

The Rejected-Information field contains a copy of the LCP packet
which is being rejected. It begins with the Information field,
and does not include any Data Link Layer headers nor an FCS. The
Rej ected-I nformati on MUST be truncated to conply with the peer’s
establ i shed MRU

5.7 Protocol - Rej ect
Description

Reception of a PPP packet w th an unknown Protocol field indicates
that the peer is attenpting to use a protocol which is
unsupported. This usually occurs when the peer attenpts to
configure a new protocol. |If the LCP state machine is in the
Opened state, then this error MUST be reported back to the peer by
transmitting a LCP packet with the Code field set to 8 (Protocol -
Reject), the Rejected-Protocol field set to the received Protocol
and the inducing packet copied to the Rejected-Information field.

Upon reception of a Protocol -Reject, the inplenentation MJST stop
sendi ng packets of the indicated protocol at the earliest
opportunity.

Prot ocol - Rej ect packets can only be sent in the LCP Opened state.

Prot ocol - Rej ect packets received in any state other than the LCP
Opened state SHOULD be silently discarded.
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A summary of the Protocol -Reject packet format is shown below. The
fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
i S S S T i i S S i i S S S S R T T

| Code | Ildentifier | Length
B Lt r s i i i o o T s ks S R S
| Rej ect ed- Pr ot ocol | Rej ected- 1 nformation ..

B T o S S T T e i T o
Code
8 for Protocol -Reject.
Identifier

The ldentifier field MIUST be changed for each Protocol - Rej ect
sent.

Rej ect ed- Pr ot ocol

The Rejected-Protocol field is two octets and contains the PPP
Protocol field of the packet which is being rejected.

Rej ect ed- 1 nformati on

The Rejected-Information field contains a copy of the packet which
is being rejected. It begins with the Information field, and does
not include any Data Link Layer headers nor an FCS. The

Rej ected-I nformati on MUST be truncated to conply with the peer’s
establ i shed MRU

5.8 Echo- Request and Echo- Reply
Descri ption

LCP i ncl udes Echo- Request and Echo-Reply Codes in order to provide
a Data Link Layer | oopback nechanismfor use in exercising both
directions of the link. This is useful as an aid in debugging,
link quality determ nation, performance testing, and for nunerous
ot her functions.

An Echo- Request sender transmits a LCP packet with the Code field
set to 9 (Echo-Request), the Identifier field set, the |loca
Magi c- Nunber (if any) inserted, and the Data field filled with any
desired data, but not exceeding the peer’s established MRU m nus
ei ght.
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Upon reception of an Echo- Request, a LCP packet MJST be
transmitted with the Code field set to 10 (Echo-Reply), the
Identifier field copied fromthe received Echo- Request, the | ocal
Magi c- Nunber (if any) inserted, and the Data field copied fromthe
Echo- Request, truncating as necessary to avoid exceedi ng the
peer’s established MRU.

Echo- Request and Echo- Reply packets may only be sent in the LCP
Opened state. Echo-Request and Echo- Reply packets received in any
state other than the LCP Opened state SHOULD be silently

di scar ded.

A summary of the Echo- Request and Echo-Reply packet formats is shown
below. The fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Code | Ildentifier | Length |
B Lt r s i i i o o T s ks S R S
| Magi c- Nunber |
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Data ...

+- - - -+

Code
9 for Echo-Request;
10 for Echo-Reply.
I dentifier

On transmission, the lIdentifier field MUST be changed whenever the
content of the Data field changes, and whenever a valid reply has
been received for a previous request. For retransnissions, the

I dentifier MAY renmi n unchanged.

On reception, the lIdentifier field of the Echo-Request is copied
into the Identifier field of the Echo-Reply packet.

Magi c- Nunber

The Magi c-Nunmber field is four octets and aids in detecting |inks
which are in the | ooped-back condition. Until the Magic- Nurmber
Configuration Option has been successfully negotiated, the Magic-
Number MJST be transmitted as zero. See the Magi c- Nunber
Configuration Option for further explanation.
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Dat a

The Data field is zero or nore octets and contains uninterpreted
data for use by the sender. The data may consist of any binary
val ue and nmay be of any length fromzero to the peer’s established
MRU ni nus ei ght.

5.9 Di scard- Request
Description

LCP includes a Discard-Request Code in order to provide a Data
Li nk Layer sink mechanismfor use in exercising the local to
renote direction of the link. This is useful as an aid in
debuggi ng, perfornance testing, and for numerous other functions.

The sender transmits a LCP packet with the Code field set to 11
(Di scard-Request), the Identifier field set, the |ocal Magic-
Nunmber (if any) inserted, and the Data field filled with any
desired data, but not exceeding the peer’s established MRU ni nus
ei ght.

Di scard- Request packets may only be sent in the LCP Opened state.
On reception, the receiver MIST sinply throw away any Di scard-
Request that it receives.

A summary of the Discard-Request packet format is shown below The
fields are transmtted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B o T T S e i i Sl NI S e S et ol mt ST T S i S S
| Code | Identifier | Length |
B e i s i i I e S e S i T ok ST SR s S R I S S S S
| Magi c- Nunber |
i T i i o s e e S S S S e el el e S S et o i S
| Data ...

+- - - -+

Code
11 for Discard-Request.

ldentifier

The ldentifier field MIST be changed for each D scard- Request
sent.
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Magi c- Nunber

The Magi c-Nunmber field is four octets and aids in detecting |inks
which are in the | ooped-back condition. Until the Magi c- Nunber
Configuration Option has been successfully negotiated, the Magic-
Number MUST be transmitted as zero. See the Magi c- Nunber
Configuration Option for further explanation

Dat a

The Data field is zero or nore octets and contains uninterpreted
data for use by the sender. The data nay consist of any binary
val ue and may be of any length fromzero to the peer’s established
MRU mi nus four

6. LCP Configuration Options

LCP Configuration Options allow negotiation of nodifications to the
default characteristics of a point-to-point link. |If a Configuration
Option is not included in a Configure-Request packet, the default

val ue for that Configuration Option is assuned

Some Configuration Options MAY be listed nore than once. The effect
of this is Configuration Option specific, and is specified by each
such Configuration Option description. (None of the Configuration
Options in this specification can be listed nore than once.)

The end of the list of Configuration Options is indicated by the
| ength of the LCP packet.

Unl ess ot herwi se specified, all Configuration Options apply in a
hal f - dupl ex fashion; typically, in the receive direction of the link
fromthe point of view of the Configure-Request sender

A summary of the Configuration Option format is shown below. The
fields are transmtted fromleft to right.

0 1
0123456789012345672829
B T S T T T T S
| Type | Lengt h | Data ...
B T i S s woi i S B S S

Type
The Type field is one octet and indicates the type of

Configuration Option. Up-to-date values of the LCP Option Type
field are specified in the nost recent "Assigned Nunbers" RFC [2].
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This specification concerns the foll owi ng val ues:

Pr ot ocol - Fi el d- Conpr essi on
Addr ess- and- Cont r ol - Fi el d- Conpr essi on

1 Maxi mum Recei ve- Uni t

2 Async- Cont r ol - Char act er - Map
3 Aut hent i cati on- Pr ot ocol

4 Qual i ty-Protocol

5 Magi c- Nunber

6 RESERVED

7

8

Length

The Length field is one octet and indicates the length of this
Configuration Option including the Type, Length and Data fields.
If a negotiable Configuration Option is received in a Configure-
Request but with an invalid Length, a Configure-Nak SHOULD be
transmitted which includes the desired Configuration Option with
an appropriate Length and Data.

Dat a
The Data field is zero or nore octets and information specific to
the Configuration Option. The format and length of the Data field
is determ ned by the Type and Length fields.
6.1 Maxi mum Recei ve- Unit
Descri ption
This Configuration Option may be sent to informthe peer that the

i mpl enentati on can receive |larger packets, or to request that the
peer send snualler packets.

The default value is 1500 octets. |If snaller packets are
requested, an inplenentation MJST still be able to receive the
full 1500 octet information field in case |link synchronization is
| ost.

| mpl enent ati on Not e:

This option is used to indicate an inplenentation capability. The
peer is not required to nmaxinize the use of the capacity. For
exanpl e, when a MRU is indicated which is 2048 octets, the peer is
not required to send any packet with 2048 octets. The peer need
not Configure-Nak to indicate that it will only send snaller
packets, since the inplenmentation will always require support for
at | east 1500 octets.
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A summary of the Maxi num Recei ve-Unit Configuration Option format is
shown below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S

| Type | Length | Maxi mum Recei ve- Uni t
B Lt r s i i i o o T s ks S R S

Type
1
Length
4
Maxi mum Recei ve- Uni t

The Maxi mum Receive-Unit field is two octets, and specifies the
maxi mum nunber of octets in the Information and Paddi ng fiel ds.
It does not include the fram ng, Protocol field, FCS, nor any
transparency bits or bytes.

6.2 Async- Control - Charact er - Map
Description

This Configuration Option provides a nethod to negotiate the use
of control character transparency on asynchronous |inks.

For asynchronous links, the default value is Oxffffffff, which
causes all octets less than 0x20 to be mapped into an appropriate
two octet sequence. For npost other links, the default value is O,
since there is no need for mapping.

However, it is rarely necessary to map all control characters, and
often it is unnecessary to map any control characters. The
Configuration Option is used to informthe peer which contro
characters MJST remai n mapped when the peer sends them

The peer MAY still send any other octets in mapped format, if it

i s necessary because of constraints known to the peer. The peer
SHOULD Configure-Nak with the |ogical union of the sets of napped
octets, so that when such octets are spuriously introduced they
can be ignored on receipt.
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A summary of the Async-Control - Character-Map Configuration Option
format is shown below. The fields are transnmitted fromleft to
right.

0 1 2 3
01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s

| Type | Length | Async-Control -Character-Mp
R R R R e e s o S e R S S S S S S e e e e e
| ACCM (cont)
B il i S S S S S T S S
Type
2
Length
6

Async- Cont r ol - Char act er - Map

The Async-Control - Character-Map field is four octets and indicates
the set of control characters to be nmapped. The nmap is sent nost
significant octet first.

Each nunbered bit corresponds to the octet of the sane value. |If
the bit is cleared to zero, then that octet need not be mapped.

If the bit is set to one, then that octet MJST remai n mapped. For
exanple, if bit 19 is set to zero, then the ASCII contro

character 19 (DC3, Control-S) MAY be sent in the clear

Note: The least significant bit of the |east significant octet
(the final octet transmitted) is nunmbered bit 0, and would nmap
to the ASCII control character NUL.
6.3 Aut henti cati on-Protoco
Descri ption

On some links it may be desirable to require a peer to

authenticate itself before allow ng network-1ayer protocol packets

to be exchanged.

This Configuration Option provides a nethod to negotiate the use

of a specific authentication protocol. By default, authentication
is not required.
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An i nmpl enentati on MJUST NOT include nultiple Authentication-

Prot ocol Configuration Options in its Configure-Request packets.
Instead, it SHOULD attenpt to configure the nost desirable
protocol first. If that protocol is Configure-Nak' d, then the

i npl ement ati on SHOULD attenpt the next nost desirable protocol in
t he next Confi gure-Request.

If an inplenmentation sends a Configure-Ack with this Configuration
Option, then it is agreeing to authenticate with the specified
protocol. An inplenentation receiving a Configure-Ack with this
Configuration Option SHOULD expect the peer to authenticate with

t he acknow edged pr ot ocol

There is no requirement that authentication be full duplex or that

the same protocol be used in both directions. It is perfectly
acceptable for different protocols to be used in each direction.
This will, of course, depend on the specific protocols negoti ated.

A summary of the Authentication-Protocol Configuration Option fornmat
is shown below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S

| Type | Length | Aut hent i cati on- Prot ocol
e o T i i o o O S e S ol o S S S s it SR R SR S

| Data ..
+- 4o - -+

Type
3
Length
>= 4
Aut hent i cati on- Prot oco
The Aut hentication-Protocol field is two octets and indicates the
aut henti cation protocol desired. Values for this field are al ways
the sane as the PPP Protocol field values for that sane
aut henti cati on protocol
Up-to-date values of the Authentication-Protocol field are

specified in the npst recent "Assigned Nunbers" RFC [2]. Current
val ues are assigned as foll ows:
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Val ue (in hex) Pr ot ocol

c023 Passwor d Aut henti cation Protoco

c223 Chal | enge Handshake Aut hentication Protoco
Dat a

The Data field is zero or nore octets and contains additional data
as determined by the particul ar protocol

6.4 Quality-Protoco
Description

On sone links it nay be desirable to deternine when, and how
often, the link is dropping data. This process is called link
quality nonitoring
This Configuration Option provides a nethod to negotiate the use
of a specific protocol for link quality nonitoring. By default,
link quality nmonitoring is disabled.

There is no requirenent that quality nonitoring be full duplex or

that the sane protocol be used in both directions. It is
perfectly acceptable for different protocols to be used in each
direction. This will, of course, depend on the specific protocols

negot i at ed.

A summary of the Quality-Protocol Configuration Option format is
shown below. The fields are transmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T T T o o S S S e i S S Tk e e Y S

| Type | Length | Qual i ty-Protocol

B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Data ..

+- -4+ +

Type
4
Length

>= 4
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Qual i ty-Protocol

The Quality-Protocol field is two octets and indicates the |ink
quality nonitoring protocol desired. Values for this field are
al ways the sanme as the PPP Protocol field values for that sane
noni t ori ng protocol

Up-to-date values of the Quality-Protocol field are specified in
the nost recent "Assigned Nunmbers" RFC [2]. Current values are
assigned as foll ows:

Val ue (in hex) Pr ot oco
c025 Link Quality Report
Dat a

The Data field is zero or nore octets and contai ns additi onal data
as determined by the particul ar protocol

6.5 Magi c- Nunber
Descri ption

This Configuration Option provides a nethod to detect | ooped-back
links and other Data Link Layer anonalies. This Configuration
Option MAY be required by some other Configuration Options such as
the Quality-Protocol Configuration Option. By default, the
Magi c- Nunber is not negotiated, and zero is inserted where a
Magi c- Nunber ni ght ot herw se be used.

Before this Configuration Option is requested, an inplenmentation
MUST choose its Magic-Nunber. It is recomended that the Magic-
Number be chosen in the nobst random manner possible in order to
guarantee with very high probability that an inplenentation wll
arrive at a unique nunber. A good way to choose a uni que random
nunber is to start with an uni que seed. Suggested sources of

uni queness include nmachi ne serial nunbers, other network hardware
addresses, tinme-of-day clocks, etc. Particularly good random
nunber seeds are precise neasurenents of the inter-arrival time of
physi cal events such as packet reception on other connected

net wor ks, server response tine, or the typing rate of a hunan
user. It is also suggested that as nany sources as possible be
used sinul taneously.

When a Configure-Request is received with a Magi c- Nunber

Configuration Option, the received Mgic-Nunber is conpared with
the Magi c- Nunber of the | ast Configure-Request sent to the peer
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If the two Magi c-Nunbers are different, then the link is not

| ooped- back, and the Magi c- Nunmber SHOULD be acknowl edged. |If the
two Magi c-Nunmbers are equal, then it is possible, but not certain,
that the Iink is | ooped-back and that this Configure-Request is
actually the one last sent. To determine this, a Configure-Nak
MUST be sent specifying a different Mgi c- Nunber value. A new
Confi gur e- Request SHOULD NOT be sent to the peer until nornal
processing would cause it to be sent (that is, until a Configure-
Nak is received or the Restart timer runs out).

Reception of a Configure-Nak with a Mgic-Nunber different from
that of the last Configure-Nak sent to the peer proves that a link
is not | ooped-back, and indicates a unique Magi c-Nunber. |f the
Magi c- Nunber is equal to the one sent in the | ast Configure-Nak,
the possibility of a | ooped-back link is increased, and a new
Magi c- Nunber MUST be chosen. In either case, a new Confi gure-
Request SHOULD be sent with the new Magi c- Nunber.

If the link is indeed | ooped-back, this sequence (transnit
Confi gur e- Request, receive Configure-Request, transmt Configure-
Nak, receive Configure-Nak) will repeat over and over again. |If
the link is not |ooped-back, this sequence m ght occur a few
times, but it is extrenely unlikely to occur repeatedly. Mdre
likely, the Magic-Nunbers chosen at either end will quickly

di verge, terninating the sequence. The follow ng table shows the
probability of collisions assum ng that both ends of the Iink

sel ect Magi c-Nunbers with a perfectly uniformdistribution:

Number of Colli sions Probability
1 1/ 2**32 = 2.3 E-10
2 1/2**32**2 = 5.4 E-20
3 1/2**32**3 = 1.3 E-29

Good sources of uni queness or randommess are required for this

di vergence to occur. |If a good source of uni queness cannot be
found, it is recommended that this Configuration Option not be
enabl ed; Configure-Requests with the option SHOULD NOT be
transmtted and any Magi c- Number Configuration Options which the
peer sends SHOULD be either acknow edged or rejected. 1In this
case, | oop-backs cannot be reliably detected by the

i npl enent ation, although they may still be detectable by the peer

If an inplenentation does transnmit a Configure-Request with a
Magi c- Nunber Configuration Option, then it MJST NOT respond with a
Configure-Reject if it receives a Configure-Request with a Mgic-
Number Configuration Option. That is, if an inplenmentation
desires to use Magic Nunmbers, then it MJUST also allowits peer to
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do so. If an inplenentation does receive a Configure-Reject in
response to a Configure-Request, it can only nean that the link is
not | ooped-back, and that its peer will not be using Mgic-
Numbers. In this case, an inplenmentation SHOULD act as if the
negoti ati on had been successful (as if it had instead received a
Confi gur e- Ack) .

The Magi c- Nunber al so may be used to detect |ooped-back |inks
during normal operation as well as during Configuration Option
negotiation. Al LCP Echo-Request, Echo-Reply, and Di scard-
Request packets have a Magi c-Nunber field. [If Magic-Nunber has
been successfully negotiated, an inplenentation MJST transnit
these packets with the Magi c-Nunmber field set to its negotiated
Magi c- Nunber .

The Magi c- Nunmber field of these packets SHOULD be inspected on
reception. Al received Mgic-Nunber fields MIST be equal to
either zero or the peer’s unique Magi c- Nunber, dependi ng on

whet her or not the peer negotiated a Magi c- Nunber. Reception of a
Magi c- Nunber field equal to the negotiated | ocal Mgic-Nunber

i ndi cates a | ooped-back link. Reception of a Mgic- Nunmber other
than the negotiated | ocal Mgi c-Nunber or the peer’s negoti ated
Magi c- Nunber, or zero if the peer didn’'t negotiate one, indicates
a link which has been (m s)configured for conmmunications with a

di fferent peer.

Procedures for recovery fromeither case are unspecified and may
vary frominplenmentation to inplenentation. A somewhat

pessim stic procedure is to assune a LCP Down event. A further
Open event will begin the process of re-establishing the |ink,
which can’t conplete until the | oop-back condition is term nated
and Magi c- Nunbers are successfully negotiated. A nore optimstic
procedure (in the case of a |oop-back) is to begin transmitting
LCP Echo- Request packets until an appropriate Echo-Reply is
received, indicating a term nation of the | oop-back condition.

A summary of the Magi c- Nunber Configuration Option format is shown
below. The fields are transnmitted fromleft to right.

0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Type | Length | Magi c- Nunber
B Lt r s i i i o o T s ks S R S
| Magi c- Nunber (cont) |
B i i S S S Tk i o

Si mpson [ Page 48]



RFC 1548 The Poi nt -t o-Poi nt Protocol Decenber 1993

Type
5
Length
6
Magi c- Nunber

The Magi c-Nunber field is four octets and indicates a nunber which
is very likely to be unique to one end of the link. A Magic-
Nunmber of zero is illegal and MJUST al ways be Nak'd, if it is not
Rej ect ed outri ght.

6.6 Protocol -Fi el d- Conpr essi on
Description

This Configuration Option provides a nethod to negotiate the
conpression of the PPP Protocol field. By default, all

i npl ement ati ons MJST transnit packets with two octet PPP Protoco
fields.

PPP Protocol field nunbers are chosen such that sonme val ues nay be
conpressed into a single octet formwhich is clearly

di stinguishable fromthe two octet form This Configuration
Option is sent to informthe peer that the inplenentation can
recei ve such single octet Protocol fields.

As previously nentioned, the Protocol field uses an extension
mechani sm consi stent with the | SO 3309 extensi on nechani smfor the
Address field; the Least Significant Bit (LSB) of each octet is
used to indicate extension of the Protocol field. A binary "0" as
the LSB indicates that the Protocol field continues with the
followi ng octet. The presence of a binary "1" as the LSB narks
the | ast octet of the Protocol field. Notice that any nunber of
"0" octets may be prepended to the field, and will still indicate
the sane value (consider the two binary representations for 3,
00000011 and 00000000 00000011).

When using | ow speed links, it is desirable to conserve bandwi dth
by sending as little redundant data as possible. The Protocol-

Fi el d- Conpressi on Configuration Option allows a trade-off between
i mpl enentation sinplicity and bandwi dth efficiency. |f
successfully negotiated, the | SO 3309 extensi on nechani sm may be
used to conpress the Protocol field to one octet instead of two.
The large majority of packets are conpressible since data
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protocols are typically assigned with Protocol field values |ess
t han 256.

Conpressed Protocol fields MJIST NOT be transmitted unless this
Configuration Option has been negotiated. Wen negoti ated, PPP

i mpl enent ati ons MJST accept PPP packets with either double-octet
or single-octet Protocol fields, and MJUST NOT di stinguish between
t hem

The Protocol field is never conpressed when sending any LCP
packet. This rul e guarantees unanbi guous recognition of LCP
packets.

Wien a Protocol field is conpressed, the Data Link Layer FCS field
is calculated on the conpressed frane, not the origina
unconpressed frane.

A sunmmary of the Protocol -Fiel d- Conpression Configuration Option
format is shown below. The fields are transnmitted fromleft to
right.

0 1
0123456789012345
e S e S S et sl it N S

| Type | Length |
Bk o I I e S S T e e e e

Type

7
Length
2
6. 7 Address-and- Control - Fi el d- Conpr essi on

Descri ption
This Configuration Option provides a nethod to negotiate the
conpression of the Data Link Layer Address and Control fields. By
default, all inplenmentations MJST transnit franes with Address and
Control fields appropriate to the link fran ng
Since these fields usually have constant val ues for point-to-point
links, they are easily conpressed. This Configuration Option is

sent to informthe peer that the inplenentation can receive
conpressed Address and Control fields.

Si mpson [ Page 50]



RFC 1548 The Poi nt -t o-Poi nt Protocol Decenber 1993

If a conpressed frame is received when Address-and- Control -Fi el d-
Conpressi on has not been negotiated, the inplenentation MAY
silently discard the frane

The Address and Control fields MJUST NOT be conpressed when sendi ng
any LCP packet. This rule guarantees unanbi guous recognition of
LCP packets.

When the Address and Control fields are conpressed, the Data Link
Layer FCS field is calculated on the conpressed frame, not the
ori gi nal unconpressed frane.
A summary of the Address-and-Control -Fi el d- Conpressi on configuration
option format is shown below. The fields are transnitted fromleft
to right.
0 1
0123456789012345
B T i i S i S S e e

| Type | Length |
D B T e S S S S T S S

Type
8
Length
2
A. LCP Recomended Options
The followi ng Configurations Options are recomended:
SYNC LI NES

Magi ¢ Nunber Link Quality Mnitoring No Address and Control Field
Conpression No Protocol Field Conpression

ASYNC LI NES

Async Control Character Map Magi ¢ Nunber Address and Control Field
Conpressi on Protocol Field Conpression

Security Considerations

Security issues are briefly discussed in sections concerning the
Aut henti cati on Phase, the Cl ose event, and the Authentication-
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Protocol Configuration Option. Further discussion is in a conpanion
docunent entitled PPP Authentication Protocols.
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