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1. I nt roducti on

The purpose of this docunent is to provide an overvi ew of
version 2 of the Internet-standard Network Managenent
Framework, termed the SNWMP version 2 franework (SNWPv2). This
framework is derived fromthe original Internet-standard

Net wor k Management Framework (SNWMPv1), which consists of these
t hr ee docunents:

RFC 1155 [1] which defines the Structure of Minagenent
Information (SM), the mechanisms used for describing and
nam ng objects for the purpose of managenent.

RFC 1212 [2] which defines a nore concise description
mechani sm which is wholly consistent with the SM.

RFC 1157 [3] which defines the Sinple Network Managenent
Protocol (SNWP), the protocol used for network access to
managed obj ects.

For information on coexi stence between SNVPv1l and SNVPv2,
consult [4].
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2. Conponents of the SNWPv2 Framewor k

A networ k managenent system contains: several (potentially
many) nodes, each with a processing entity, ternmed an agent,
whi ch has access to managenent instrunentation; at |east one
managenent station; and, a managenent protocol, used to convey
managenent informati on between the agents and nanagenent
stations. Operations of the protocol are carried out under an
admi ni strative franmework which defines both authentication and
aut hori zati on policies.

Net wor k managenent stations execute managenent applications
whi ch monitor and control network el enents. Network el ements
are devices such as hosts, routers, termnal servers, etc.

whi ch are nonitored and controlled through access to their
managenent i nformation.

2.1. Structure of Mnagenent |nformation

Managenment information is viewed as a collection of nanaged
objects, residing in a virtual information store, terned the
Managenent | nformati on Base (MB). Collections of related
objects are defined in MB nodul es. These nodules are witten
using a subset of OSI’'s Abstract Syntax Notation One (ASN. 1)
[B]. It is the purpose of the Structure of Managenent
Information for SNMPv2 docunent [6] to define that subset.

The SM is divided into three parts: nodule definitions,
obj ect definitions, and, trap definitions.

(1) Module definitions are used when describing infornation
nodul es.  An ASN. 1 nmacro, MODULE-IDENTITY, is used to
conci sely convey the semantics of an information nodul e.

(2) bject definitions are used when descri bi ng nanaged
objects. An ASN. 1 nmacro, OBJECT-TYPE, is used to
conci sely convey the syntax and semantics of a managed
obj ect.

(3) Notification definitions are used when descri bi ng
unsolicited transm ssions of managenent information. An
ASN. 1 macro, NOTIFI CATION-TYPE, is used to concisely
convey the syntax and semantics of a notification
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2.2. Textual Conventions

When designing a MB nodule, it is often useful to new define
types simlar to those defined in the SM. |In conparison to a
type defined in the SM, each of these new types has a
different nane, a sinilar syntax, but a nore precise
semantics. These newy defined types are terned textua
conventions, and are used for the conveni ence of hunmans
reading the MB nodule. It is the purpose of the Textua
Conventions for SNMPv2 docunent [7] to define the initial set
of textual conventions available to all M B nodul es.

hj ects defined using a textual convention are always encoded
by neans of the rules that define their primtive type.
However, textual conventions often have special semantics
associated with them As such, an ASN. 1 nmacro, TEXTUAL-
CONVENTI ON, is used to concisely convey the syntax and
semantics of a textual convention.

2.3. Protocol Operations

The managenent protocol provides for the exchange of nessages

whi ch convey nanagenent information between the agents and the
managenent stations. The form of these nessages is a nessage

"wrapper"” which encapsul ates a Protocol Data Unit (PDU). The

formand neani ng of the "wapper" is determ ned by an

admi ni strative franmework which defines both authentication and
aut hori zati on policies.

It is the purpose of the Protocol Operations for SNWPv2
docunent [8] to define the operations of the protocol wth
respect to the sending and receiving of the PDUs.

2.4. Transport Mappings

The managenent protocol, version 2 of the Sinple Network
Managenment Protocol, nay be used over a variety of protoco
suites. It is the purpose of the Transport Mappings for
SNMPv2 docunent [9] to define how the SNMPv2 maps onto an
initial set of transport domains. O her nappings may be
defined in the future.
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Al t hough several mappings are defined, the mapping onto UDP is
the preferred mapping. As such, to provide for the greatest

| evel of interoperability, systens which choose to depl oy

ot her mappi ngs shoul d al so provide for proxy service to the
UDP nmappi ng.

2.5. Protocol Instrunentation

It is the purpose of the Managenent |Information Base for
SNWPv2 docurent [10] to define managed objects which describe
t he behavior of a SNMPv2 entity. The Manager-to- Manager M B
docunent [11] defines an initial set of nanaged objects which
descri be the behavior of a SNMPv2 entity which acts in a
manager role. It is expected that extensions to this MB w ||l
be defined in the future.

2.6. Adm nistrative Franmework

It is the purpose of the Administrative Mdel for SNWPv2
docunent [12] to define the behavior of a SNWPv2 party - a
conceptual, virtual execution context whose operation is
restricted (for security or other purposes) to an

adm nistratively defined subset of all possible operations of
a particular SNVMPv2 entity.

Associated with each SNMPv2 party is a single authentication
protocol and a single privacy protocol. It is the purpose of
the Security Protocols for SNWMPv2 docunment [13] to define

t hose protocol s.

The Party M B for SNMPv2 docunent [14] defines nanaged objects
whi ch correspond to the properties associated with a SNwWPv2

party.

2.7. Conformance Statenents

It may be useful to define the acceptabl e | ower-bounds of

i mpl erentation, along with the actual |evel of inplenmentation
achieved. It is the purpose of the Conformance Statenments for
SNWPv2 docurent [15] to define the notation used for these
purposes. There are two kinds of notations:
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(1)

(2)

Fi nal

Compl i ance statenents are used when descri bi ng
requirenents for agents with respect to object
definitions. An ASN. 1 macro, MODULE- COVPLI ANCE, is used
to concisely convey such requirenents.

Capability statenents are used when descri bi ng
capabilities of agents with respect to object

definitions. An ASN. 1 nmacro, AGENT-CAPABILITIES, is used
to concisely convey such capabilities.

ly, collections of related objects are grouped together

to forma unit of conformance. An ASN. 1 macro, OBJECT- GROUP
is used to concisely convey the syntax and semantics of a

group.
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5. Security Considerations

Security issues are not discussed in this neno.
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