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Representati on of Non-ASCI| Text in Internet Message Headers
Status of this Menp

This RFC specifies an | AB standards track protocol for the Internet
community, and requests discussion and suggestions for inprovenents.
Pl ease refer to the current edition of the "I AB Oficial Protoco

St andards" for the standardi zation state and status of this protocol.
Distribution of this nenp is unlinited.

Abst r act

This meno describes an extension to the nessage format defined in [1]
(known to the | ETF Mail Extensions Wrking Goup as "RFC 1341"), to
all ow the representation of character sets other than ASCII in RFC
822 nessage headers. The extensions described were designed to be
highly conpatible with existing Internet nmail handling software, and
to be easily inplenmented in nail readers that support RFC 1341.

I nt roducti on

RFC 1341 describes a nechani smfor denoting textual body parts which
are coded in various character sets, as well as nethods for encoding
such body parts as sequences of printable ASCII characters. This
nmeno describes simlar techniques to allow the encoding of non- ASCl
text in various portions of a RFC 822 [2] nmessage header, in a manner
which is unlikely to confuse existing message handling software.

Li ke the encodi ng techni ques described in RFC 1341, the techni ques
outlined here were designed to allow the use of non-ASCI| characters
in message headers in a way which is unlikely to be disturbed by the
qui rks of existing Internet mail handling prograns. In particular,
some mail relaying prograns are known to (a) delete sone nmessage
header fields while retaining others, (b) rearrange the order of
addresses in To or Cc fields, (c) rearrange the (vertical) order of
header fields, and/or (d) "wap" nessage headers at different places
than those in the original nessage. In addition, sonme mail reading
prograns are known to have difficulty correctly parsing nmessage
headers which, while | egal according to RFC 822, nake use of

backsl ash-quoting to "hide" special characters such as "<", ",", or
or which exploit other infrequently-used features of that

speci fication.
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While it is unfortunate that these prograns do not correctly
interpret RFC 822 headers, to "break" these progranms woul d cause
severe operational problens for the Internet mail system The

ext ensi ons described in this menmo therefore do not rely on little-
used features of RFC 822. Instead, certain sequences of "ordinary"
printable ASCI| characters (which are assuned to be unlikely to

ot herw se appear in nessage headers) are reserved for use as encoded
data. The characters used in these encodings are restricted to those
whi ch do not have special nmeanings in the context in which the
encoded text appears.

Encodi ngs

An "encoded-word" is a sequence of printable ASCI| characters that
begins with "=?", ends with "?=", and has two "?"s in between. It
specifies a character set and an encodi ng nmethod, and al so incl udes
the original text encoded as ASCI| characters, according to the rules
for that encodi ng nethod.

A mai|l conposer that inplenents this specification will provide a
means of inputing non-ASCI| text in header fields, but will translate
these fields (or appropriate portions of these fields) into encoded-
words before inserting theminto the nessage header

A nmail reader that inplenents this specification will recognize
encoded-wor ds when they appear in certain portions of the nessage
header. |Instead of displaying the encoded-word "as is", it wll
reverse the encodi ng and display the original text in the designated
character set.

An "encoded-word" is nore precisely defined by the foll owi ng EBNF
grammar, using the notation of RFC 822:

encoded-word = "=" "?" charset "?" encoding "?" encoded-text "?" "="
charset = token ; legal charsets defined by RFC 1341
encodi ng = token ; Either "B" or "Q

token = 1*<Any CHAR except SPACE, CTLs, and tspecial s>

tspecials = "(" / ") /U< S v@ [ U, Uyttt A
SN A A A S R A A

encoded-text = 1*<Any printable ASCI| character other than "?" or

; SPACE> (but see "Use of encoded-words in nmessage
; headers"”, bel ow)
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An encoded-word may not be nore than 75 characters |ong, including
charset, encoding, encoded-text, and deliniters. |If it is desirable
to encode nore text than will fit in an encoded-word of 75
characters, nultiple encoded-words (separated by SPACE or new ine)
may be used. Message header lines that contain one or nore encoded-
wor ds should be no nore than 76 characters long. NOTE: These
restrictions are included not only to ease interoperbility through
internetwork mail gateways, but also to inpose a limt on the anount
of | ookahead a header parser nust enploy (while |looking for a fina
?=delinmter) before it can deci de whether a token is an encoded-word
or somet hing el se.

Initially, the legal values for "encoding" are "Q and "B'. These
encodi ngs are described below. The "Q' encoding is recomended for
use with Latin character sets, and the "B" encoding for all others.
Neverthel ess, a mail reader which clainms to recognize encoded-words
MUST be able to accept either encoding for any character set which it
supports.

Only a subset of the printable ASCII characters nay be used in
encoded-text. The SPACE character is not allowed, so that the

begi nning and end of an encoded-word are obvious. The "?" character
is used within an encoded-word to separate the various portions of

t he encoded-word from one another, and thus cannot appear in the
encoded-text portion. Qher characters are also illegal in certain
contexts. For exanple, an encoded-word in a "phrase" preceeding an
address in a From header field may not contain any of the "specials"
defined in RFC 822. Finally, certain other characters are disall owed
in some contexts, to ensure reliability for nessages that pass

t hrough internetwork mail gateways

The "B" encodi ng automatically neets these requirenents. The "Q
encoding allows a wi de range of printable characters to be used in
non-critical locations in the nessage header (e.g., Subject), wth
fewer characters available for use in other |ocations.

The "B" encodi ng

The "B" encoding is identical to the "BASE64" encodi ng defined by RFC
1341.

The "Q' encodi ng
The "Q' encoding is sinmlar to the "Quoted-Printable" content-
transfer-encoding defined in RFC 1341. It is designed to allow text

containing nmostly ASCII characters to be deci pherable on an ASCl
term nal w thout decoding.
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1. Any 8-bit value may be represented by a "=" followed by two
hexadeci mal digits. For exanple, if the character set in use
were | SO 8859-1, the "=" character would thus be encoded as

"=3D', and a SPACE by "=20"

2. The 8-bit hexadecimal value 20 (e.g., |S0-8859-1 SPACE) nmay be
represented as " " (underscore, ASCII 95.). (This character nay
not pass through sone internetwork nail gateways, but its use
will greatly enhance readability of "Q' encoded data w th nai
readers that do not support this encoding.) Note that the "_"

al ways represents hexadeci mal 20, even if the SPACE character
occupies a different code position in the character set in use.

3. 8-bit values which correspond to printable ASCI|I characters other
than "=", "?", " _" (underscore), and SPACE may be represented as

those characters. (But see "Use of encoded-words in nessage
headers”, bel ow).

Character sets

In an encoded-word, the character set associated with the unencoded
text is specified by a charset. A charset can be any of the
character set nanes allowed in an RFC 1341 "charset" parameter of a
"text/plain" body part. (See section 7.1.1 of RFC 1341 for a |list of
valid charset paraneters).

When there is a possibility of using nore than one character set to
represent the text in an encoded-word, and in the absence of private
agreements between sender and recipients of a nmessage, it is
reconmended t hat nmenbers of the | SO 8859-* series be used in
preference to other character sets. Anobng the various | SO 8859-*
character sets, the | owest-nunbered set which contains all of the
requi red characters should be used.

Use of encoded-words in nmessage headers

A sequence of one or nore encoded-words is used to represent non-
ASClI | textual data within a header field. An encoded-word nust be
separated from an adjacent encoded-word, "word", "text", "ctext", or
"special" by a linear white-space character or a newine. Wen

di splaying a particul ar header field" (in the RFC 822 sense)
contai ni ng one or nore encoded-words, an unencoded SPACE character
that inmediately follows the encoded-word is not displayed. A
new i ne that i mediately foll ows an encoded-word is not displayed
unl ess the encoded-word is the last token in that "field". (This is
to allow the use of multiple encoded-words to represent |ong strings
of unencoded text, w thout having to separate encoded-words where
spaces occur in the unencoded text.)
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An encoded-word nay appear in a nessage header or body part header
according to the follow ng rules:

- An encoded-word may replace a "text" token (as defined by RFC 822) in:
(1) a Subject or Corments header field, (2) any extension nmessage
header field, (3) any user-defined nessage header field, or (4) any
RFC 1341 body part header field (such as Content-Description) for
which the field body contains only "text"s.

- An encoded-word may appear within a coment delimted by "(" and ")",
i.e., wherever a "ctext" is allowed. Mre precisely, the RFC 822 EBNF
definition for "comrent" is anended as foll ows:

comrent = "(" *(ctext / quoted-pair / coment / encoded-word) ")"

A "Q@Q'-encoded encoded-word which appears in a comment MJST NOT contain
the characters "(", ")" or "\".

- As a replacenent for a "word" entity within a "phrase", for exanple,
one that precedes an address in a From To, or Cc header. The EBNF
definition for phrase from RFC 822 t hus becones:

phrase = 1*(encoded-word / word)

In this case the set of characters that may be used in a "Q'-encoded
encoded-word is restricted to: <upper and |lower case ASCI| letters,
deCi rral di gits, ll!ll, ll*ll, ll+ll, ll_ll, ll/ll, lI:lI, and ll_ll (underscore,
ASCI | 95.)>.

These are the ONLY | ocations where an encoded-word nmay appear. In
particul ar, an encoded-word MJUST NOT appear in any portion of an
"address". In addition, an encoded-word MJUST NOT be used in a
Recei ved header field.

Whenever such words appear in a header being displayed, an enlightened
mai | reader will decode the text and render it appropriately.

Only textual data (printable and white space characters) should be
encoded using this scheme. However, since these encoding schenes
all ow the encoding of arbitrary 8-bit values, mail readers that

i npl ement this decoding should al so ensure that display of the
decoded data on the recipient’s termnal will not cause unwanted
si de- ef fect s.

Use of these nethods to encode non-textual data (e.g., pictures or
sounds) is not defined by this meno. Use of encoded-words to
represent strings of purely ASCII characters is allowed, but

di scour aged.
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Recogni ti on of encoded-words in nessage headers.

An encoded-word nmay be distinguished froman ordinary "word", "text",
or "ctext", as follows: An encoded-word begins with "=?", ends with

"?=", contains exactly four "?" characters including the delimters,

and is followed by a SPACE or newline. |If the "word", "text", or

"ctext" does not neet the above tests, it should be displayed as it
appears in the nessage header

If the mail reader does not support the character set used, it may

ei ther display the encoded-word as ordinary text (i.e., as it appears
in the header), or it may substitute an appropriate nessage

i ndi cating that the decoded text could not be displayed.

Conf or mance

A mai |l conposing program claimng conpliance with this specification
MUST ensure that any string of printable ASCII characters in a
message header that begins with "=?" and ends with "?=" be a valid
encoded- wor d.

A mail reading programclainng conpliance with this specification
nmust be able to distinguish encoded-words from™"text", "ctext", or
"word"s anytine they appear in appropriate places in nessage headers.
The program nust be able to display unencoded text if the character
set is "US-ASCII". For the | SO 8859-* character sets, the nmail
readi ng program nust at |east be able to display the characters which
are also in the ASCII set.

Exanpl es

From =?US- ASCl | ?Q?Kei th_Moore?= <noore@s. ut k. edu>

To: =71 SO 8859- 1?7Q?Kel d_J=F8r n_Si nonsen?= <kel d@kuug. dk>
CC. =?1 SO 8859- 1?Q?Andr =E9_7?= Pirard <Pl RARD@n1L. ul g. ac. be>
Subj ect: =71 SO 8859- 1?B?SWYgeW2 1l G\nhbi By ZWFk| HRoaXMyeWB=?=
=?| SO 8859- 2?B?dSB1bnRI cnNOYWEk| HRoZSBI eGFt cGxl Lg==?=

From =71 SO 8859-1?Q?A | e_J=E4r nef or s?= <oj ar nef @dmi n. kt h. se>
To: ietf-822@li macs. rut gers. edu, ojarnef @dni n. kt h. se
Subject: Time for |1SO 106467

To: Dave Crocker <dcrocker @mordor. stanford. edu>

Cc: ietf-822@li macs. rutgers. edu, paf @onsol.se

From =71 SO 8859-1?Q?Patri k_F=E4l t str=F6nP= <paf @ada. kt h. se>
Subj ect: Re: RFC-HDR care and feeding
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From Nat hani el Borenstein <nsb@ hunper. bel |l core. con»

To:

(=?i s0- 8859- 87b?7eXs+SDv4SDp70Q 08A==7=)

Greg Vaudreuil <gvaudre@RI . Reston. VA US> Ned Freed

<ned@ nnosoft. conp,

Keith Moore <noore@s. ut k. edu>

Subj ect: Test of new header generator
M ME-Version: 1.0
Content-type: text/plain; charset=lSO 8859-1
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Security Considerations

Security issues are not discussed in this nmeno.
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Keith Moore
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