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U. S. Department of Defense
Security Options for the Internet Protocol

Status of this Meno

This RFC specifies an | AB standards track protocol for the |nternet
community, and requests discussion and suggestions for inprovenents.
Pl ease refer to the current edition of the "IAB Oficial Protocol

St andards"” for the standardi zation state and status of this protocol.
Distribution of this meno is unlimted.

Abst r act
This RFC specifies the U S. Departnent of Defense Basic Security
Option and the top-level description of the Extended Security Option
for use with the Internet Protocol. This RFC obsol etes RFC 1038
"Revised I P Security Option", dated January 1988.

1. DoD Security Options Defined

The following two internet protocol options are defined for use on
Department of Defense (DoD) common user data networKks:

CF CLASS # TYPE LENGTH DESCRI PTI ON
1 0 2 130 var. DoD Basic Security: Used to carry the

classification | evel and protection
authority flags.

1 0 5 133  var. DoD Extended Security: Used to carry
additional security information as
required by registered authorities.

CF = Copy on Fragnentation

2. DoD Basic Security Option
This option identifies the U S. classification |evel at which the

datagramis to be protected and the authorities whose protection
rul es apply to each datagram
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This option is used by end systens and internedi ate systens of an
i nternet to:

a. Transmit fromsource to destination in a network standard
representation the common security |abels required by conputer
security nodels,

b. Validate the datagram as appropriate for transm ssion from
the source and delivery to the destination

c. Ensure that the route taken by the datagramis protected to
the level required by all protection authorities indicated on
the datagram |In order to provide this facility in a genera
Internet environnent, interior and exterior gateway protocols
nmust be augnmented to include security label information in
support of routing control

The DoD Basic Security option nust be copied on fragnentation. This
option appears at nobst once in a datagram Sone security systens
require this to be the first option if nore than one option is
carried in the I P header, but this is not a generic requirenent

l evied by this specification

The format of the DoD Basic Security option is as foll ows:

T e T e T e B - []---eeaeaan +
| 10000010 | XHIXKXXXX | SSSSSSSS | AAAAAAA[ 1] AAAAAAAQ
| | | | [ 0] |
o m e e oo - - o m e e oo - - o m e e oo - - S []---------- +
TYPE = 130 LENGTH CLASSI FI CATI ON PROTECTI ON
LEVEL AUTHORI TY
FLAGS

FIGURE 1. DoD BASIC SECURI TY OPTI ON FORVAT
2.1. Type
The value 130 identifies this as the DoD Basic Security Option.
2.2. Length
The I ength of the option is variable. The mninumlength of the
option is 3 octets, including the Type and Length fields (the
Protection Authority field may be absent). A length indication of

I ess than 3 octets should result in error processing as described in
Section 2.8. 1.
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2.3. (dassification Leve
Field Length: One Cctet

This field specifies the (U S.) classification |evel at which the

dat agram nust be protected. The information in the datagram nust be
protected at this level. The field is encoded as shown in Table 1
and the order of values in this table defines the ordering for

compari son purposes. The bit string values in this table were chosen
to achieve a m ni mum Hamm ng di stance of four (4) between any two
valid values. This specific assignnment of classification |evel nanes
to val ues has been defined for conpatibility with security devices
whi ch have al ready been devel oped and depl oyed.

"Reserved" values in the table nust be treated as invalid until such
time they are assigned to naned classification levels in a successor
to this document. A datagram containing a value for this field which
is either not inthis table or which is listed as "reserved" is in
error and mnmust be processed according to the "out-of-range"
procedures defined in section 2.8.1.

A classification | evel value fromthe Basic Security Option in a

dat agram may be checked for equality against any of the (assigned)
values in Table 1 by perforning a sinple bit string conparison
However, because of the sparseness of the classification |eve

encodi ngs, range checks involving a value fromthis field nust not be
performed based solely using arithmetic conparisons (as such

compari sons woul d enconpass invalid and or unassigned values within
the range). The details of how ordered conparisons are performnmed for
this field within a systemis a |local matter, subject to the
requirenents set forth in this paragraph

Table 1. Cassification Level Encodings

Val ue Narme
00000001 - (Reserved 4)
00111101 - Top Secret
01011010 - Secr et
10010110 - Confidenti al
01100110 - (Reserved 3)
11001100 - (Reserved 2)
10101011 - Uncl assi fi ed
11110001 - (Reserved 1)
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2.4. Protection Authority Flags
Field Length: Variable

This field identifies the National Access Progranms or Special Access
Prograns which specify protection rules for transm ssion and
processing of the infornmation contained in the datagram Note that
protection authority flags do NOT represent accreditation
authorities, though the senmantics are superficially simlar. 1In
order to maintain architectural consistency and interoperability

t hr oughout DoD common user data networks, users of these networks
shoul d submt requirenents for additional Protection Authority Flags
to DI SA DI SDB, Washington, D.C. 20305-2000, for review and approval
Such revi ew and approval should be sought prior to design

devel opnent or depl oynment of any system which would nmake use of
additional facilities based on assignment of new protection authority
flags. As additional flags are approved and assigned, they will be
published, along with the val ues defined above, in the Assigned
Nunmbers RFC edited by the Internet Assigned Nunbers Authority (1 ANA).

a. Field Length: This field is variable in length. The |ow
order bit (Bit 7) of each octet is encoded as "0" if it is the
final octet in the field or as "1" if there are additiona

octets. Initially, only one octet is required for this field
(because there are fewer than seven authorities defined), thus
the final bit of the first octet is encoded as "0". However,

m nimal ly conpliant inplenmentations nust be capabl e of
processing a protection authority field consisting of at |east 2
octets (representing up to 14 protection authorities).

| mpl enent ations existing prior to the issuance of this RFC, and
whi ch process fewer protection authority than specified here,
will be considered mininmally conpliant so | ong as such

i mpl enent ati ons process the flags in accordance with the RFC
This field nust be a mnimally encoded representation, i.e., no
trailing all-zero octets should be emtted. |If the |length of
this field as indicated by this extensible encoding is not
consistent with the length field for the option, the datagramis
in error and the procedure described in Section 2.8.1 nust be
followed. (Figure 2 illustrates the relative significance of
the bits within an octet).

o 1 2 3 4 5 6 7
B T T T Rt S
Hi gh-order | | | | | | | | | Low- order
B T T T R S S S

Figure 2. Significance of Bits
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b. Source Flags: The first seven bits (Bits 0 through 6) in
each octet are flags. Each flag is associated with an
authority. Protection Authority flags currently assigned are
indicated in Table 2. The bit corresponding to an authority is
"1" if the datagramis to be protected in accordance with the
rules of that authority. More than one flag nmay be present in a
single instance of this option if the data contained in the

dat agram shoul d be protected according to rules established by
mul tiple authorities. Table 3 identifies a point of contact for
each of the authorities listed in Table 2. No "unassigned" bits
inthis or other octets in the Protection Authority Field shal
be considered valid Protection Authority flags until such tinme
as such bits are assigned and the assignnents are published in

t he Assigned Nunmbers RFC. Thus a datagram containing flags for
unassigned bits in this field for this optionis in error and
nmust be processed according to the "out-of-range" procedures
defined in section 2.8.1.

Two protection authority flag fields can be conpared for
equality (=) via sinple bit string matching. No relative
ordering between two protection authority flag fields is
defined. Because these flags represent protection authorities,
security nodels such as Bell-LaPadul a do not apply to
interpretation of this field. However, the synbol "=<" refers
to set inclusion when conparing a protection authority flag
field to a set of such fields. Means for effecting these tests
within a systemare a local matter, subject to the requirements
set forth in this paragraph.

Table 2 - Protection Authority Bit Assignnments

BIT

NUMBER AUTHORI TY
0 CENSER
1 SI OP- ESI
2 SCl
3 NSA
4 DOE

5 6 Unassi gned

7 Field Term nation | ndicator
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Table 3 - Protection Authority Points of Contact
AUTHORI TY PO NT OF CONTACT

CGENSER Desi gnat ed Approving Authority
per DCOD 5200. 28

SI OP- ESI Department of Defense
Organi zation of the
Joint Chiefs of Staff
Attn: J6
Washi ngton, DC 20318-6000

SCl Director of Central Intelligence
Attn: Chairman, |Information
Handling Committee, Intelligence
Community Staff
Washi ngton, D.C. 20505

NSA Nati onal Security Agency
9800 Savage Road
Attn: TO3
Ft. Meade, MD 20755- 6000

DCOE Department of Energy
Attn: DP343.2
Washi ngton, DC 20545

2.5. System Security Configuration Paraneters

Use of the Basic Security Option (BSO by an end or internediate
systemrequires that the system configuration include the paraneters
descri bed bel ow. These paraneters are critical to secure processing
of the BSO, and thus nust be protected from unauthorized

nmodi fication. Note that conpliant inplenentations nust allow a

m ni mum of 14 distinct Protection Authority flags (consistent with
the Protection Authority field size defined in Section 2.4) to be set
i ndependently in any paranmeter involving Protection Authority flag
fields.

a. SYSTEM LEVEL- MAX: Thi s paraneter specifies the highest

O assification Level (see Table 1) which may be present in the
classification level field of the Basic Security Option in any
datagramtransnmtted or received by the system

b. SYSTEM LEVEL-M N: This paranmeter specifies the | owest

Cl assification Level (see Table 1) which may be present in the
classification level field of the Basic Security Option in any
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datagramtransnmitted by the system

Cc. SYSTEM AUTHORI TY-IN:. This paraneter is a set, each nmenber of
which is a Protection Authority flag field. The set enunerates
all of the Protection Authority flag fields which may be present
in the Protection Authority field of the Basic Security Option
in any datagramreceived by this system A conpliant

i mpl enent ati on nust be capabl e of representing at |east 256
distinct Protection Authority flag fields (each field nust be
capabl e of representing 14 distinct Protection Authority flags)
inthis set. Each elenent of the enunerated set may be a
conbination of nultiple protection authority fl ags.

Set elenents representing nultiple Protection Authorities are
formed by ORing together the flags that represent each
authority. Thus, for exanple, a set elenent representing
datagranms to be protected according to NSA and SCl rul es m ght
be represented as "00110000" while an el enent representing
protection nmandated by NSA, DCE and Sl OP-ESI ni ght be
represented as "01011000". (These exanples illustrate 8-bit set
el ements apropos the minimal encodings for currently defined
Protection Authority flags. |If additional flags are defined
beyond the first byte of the Protection Authority Field, |onger
encodi ngs for set elenents may be required.)

It is essential that inplenentations of the Internet Protoco
Basic Security Option provide a conveni ent and conpact way for
system security managers to express which conbinations of flags
are allowed. The details of such an interface are outside the
scope of this RFC, however, enuneration of bit patterns is NOT a
recomended interface. As an alternative, one night consider a
notati on of the form COVB( GENSER, NSA, SCI ) +COVB( SI OP- ESI , NSA, SCI )
i n which "COWVB" nmeans ANY conbi nation of the flags referenced as
paraneters of the COMB function are allowed and "+" neans "or"

d. SYSTEM AUTHORI TY-QUT: This paraneter is a set, each nenber
of which is a Protection Authority flag field. The set
enunerates all of the Protection Authority flag fields which nay
be present in the Protection Authority field of the Basic
Security Option in any datagramtransmitted by this system A
conpliant inplenmentation nust be capabl e of representing at

| east 256 distinct Protection Authority flag fields in this set.
Explicit enuneration of all authorized Protection Authority
field flags permts great flexibility, and in particul ar does
not inpose set inclusion restrictions on this paraneter

The follow ng configuration paraneters are defined for each network
port present on the system The term"port" is used here to refer
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either to a physical device interface (which may represent nultiple
| P addresses) or to a single |IP address (which may be served via
mul ti ple physical interfaces). 1In general the former interpretation
will apply and is consistent with the Trusted Network Interpretation
of the Trusted Conputer Systens Evaluation Criteria (TNl) concept of
a "communi cations channel” or "1/0O device." However, the latter
interpretation also nay be valid depending on | ocal system security
capabilities. Note that sone conbi nations of port paraneter val ues
are appropriate only if the port is "single level,” i.e., all data
transmitted or received via the port is accurately characterized by
exactly one Classification Level and Protection Authority Flag field.

e. PORT-LEVEL- MAX: This paraneter specifies the highest
Classification Level (see Table 1) which may be present in the
classification level field of the Basic Security Option in any
datagramtransnmtted or received by the systemvia this network
port.

f. PORT-LEVEL-M N. This paraneter specifies the | owest
Classification Level (see Table 1) which may be present in the
classification level field of the Basic Security Option in any
datagramtransnmtted by the systemvia this network port.

g. PORT-AUTHORI TY-IN: This paraneter is a set each nenber of
which is a Protection Authority flag field. The set enunerates
all of the Protection Authority flag fields which may be present
in the Protection Authority field of the Basic Security Option
in any datagramreceived via this port. A conpliant

i npl enent ati on nust be capabl e of representing at |east 256
distinct Protection Authority flag fields in this set.

h. PORT- AUTHORI TY-QUT: This paraneter is a set each nenber of
which is a Protection Authority flag field. The set enunerates
all of the Protection Authority flag fields which may be present
in the Protection Authority field of the Basic Security Option
in any datagramtransmtted via this port. A conpliant

i mpl enent ati on nust be capabl e of representing at |east 256
distinct Protection Authority flag fields in this set.

i. PORT-AUTHORI TY-ERROR: This paraneter is a single Protection
Authority flag field assigned to transmtted | CMP error nessages
(see Section 2.8). The PORT- AUTHORI TY- ERROR val ue is sel ected
fromthe set of values which constitute PORT- AUTHORI TY- OQUT

Means for selecting the PORT- AUTHORI TY- ERROR value within a
systemare a local matter subject to |ocal security policies.

j. PORT-1MPLICIT-LABEL: This paraneter specifies a single
C assification Level and a Protection Authority flag field
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(which may be null) to be associated with all unlabelled
datagrans received via the port. This paraneter is meaningfu
only if PORT- BSO REQUI RED- RECEI VE = FALSE, otherw se receipt of
an unl abel l ed datagramresults in an error response.

k. PORT-BSO- REQUI RED- RECEI VE: This paraneter is a bool ean which
i ndi cates whether all datagrans received via this network port
nmust contain a Basic Security Option.

| . PORT-BSO REQUI RED- TRANSM T:  This paraneter is a bool ean

whi ch indicates whether all datagrans transmitted via this
network port nust contain a Basic Security Option. If this
paraneter is set to FALSE, then PORT-BSO REQUI RED- RECEI VE shoul d
al so be set to FALSE (to avoid comunication failures resulting
fromasymetric | abelling constraints).

In every intermediate or end system the follow ng rel ati onship nust
hold for these paraneters for all network interfaces. The synbol
">=" is interpreted relative to the linear ordering defined for
security levels specified in Section 2.3 for the "LEVEL" paraneters,
and as set inclusion for the "AUTHORI TY" paraneters.

SYSTEM LEVEL- MAX >= PORT- LEVEL- MAX >=
PORT- LEVEL-M N >= SYSTEM LEVEL-M N

SYSTEM AUTHORI TY-1 N >= PORT- AUTHORI TY-1 N
and
SYSTEM AUTHORI TY- QUT >= PORT- AUTHORI TY- OUT

2.6. Configuration Considerations

Systens which do not nmintain separation for different security
classification levels of data should have only trivial ranges for the
LEVEL paraneters, i.e., SYSTEM LEVEL- MAX = PORT- LEVEL- MAX = PORT-
LEVEL-M N = SYSTEM LEVEL-M N.

Systens whi ch do naintain separation for different security
classification levels of data nmay have non-trivial ranges for the
LEVEL paraneters, e.g., SYSTEM LEVEL- MAX >= PORT- LEVEL- MAX >= PORT-
LEVEL-M N >= SYSTEM LEVEL-M N.

2.7. Processing the Basic Security Option

For systens inplenenting the Basic Security Option, the paraneters
PORT- BSO- REQUI RED- TRANSM T and PORT- BSO- REQUI RED- RECEI VE are used to
specify the local security policy with regard to requiring the
presence of this option on transmtted and received datagrans,
respectively, on a per-port basis. Each datagramtransmtted or
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recei ved by the system nust be processed in accordance with the per-
port and systemw de security paraneters configured for the system

Systens whi ch process only Unclassified data may or may not be
configured to generate the BSO on transnmitted datagrans. Such
systens also nmay or may not require a BSOto be present on received
dat agrans. However, all systens nust be capabl e of accepting

dat agrans containing this option, irrespective of whether the option
is processed or not.

In general, systens which process classified data nust generate this
option for transmitted datagrans. The only exception to this rule
arises in (dedicated or system high [DoD 5200.28]) networks where
traffic may be inplicitly labelled rather than requiring each
attached systemto generate explicit labels. |If the |local security
policy pernmits receipt of datagrans wi thout the option, each such
datagramis presuned to be inplicitly | abelled based on the port via
which the datagramis received. A per-port paraneter (PORT-

| MPLI Cl T- LABEL) specifies the |abel to be associated with such

dat agrans upon receipt. Note that a datagramtransnitted in response
to receipt of an inplicitly |abelled datagram may, based on |oca
policy, require an explicit Basic Security Option.

2.7.1. Handling Uncl assified Datagrans

If an unmarked datagramis received via a network port for which
PORT- BSO REQUI RED = FALSE and PORT-1 MPLI ClI T- LABEL = UNCLASSI FI ED ( NO
FLAGS), the datagram shall be processed as though no Protection
Authority Flags were set. Thus there are two distinct, valid
representations for Unclassified datagrans to which no Protection
Authority rules apply (an unnarked datagram as descri bed here and a
dat agram containing an explicit BSOw th C assification Level set to
Uncl assified and with no Protection Authority flags set). Note that
a datagram al so may contain a Basic Security Option in which the

Cl assification Level is Unclassified and one or nore Protection
Authority Field Flags are set. Such datagrans are explicitly

di stinct fromthe equival ence class noted above (datagrans narked
Unclassified with no Protection Authority field flags set and

dat agranms not containing a Basic Security Option).

2.7.2. Input Processing

Upon recei pt of any datagram a systemconpliant with this RFC nust
performthe followi ng actions. First, if PORT-BSO REQU RED- RECElI VE =
TRUE for this port, then any received datagram nust contain a Basic
Security Option and a mssing BSO results in an ICMP error response
as specified in Section 2.8.1. A received datagram which contains a
Basic Security Option nust be processed as described below. This
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al gorithm assunes that the | P header checksum has al ready been
verified and that, in the course of processing IP options, this
option has been encountered. The value of the O assification Leve
field fromthe option will be designated "DG LEVEL" and the val ue of
the Protection Authority Flags field will be designated "DG
AUTHORI TY. "

Step 1. Check that DG LEVEL is a valid security classification |evel
i.e., it must be one of the (non-reserved) values from Tabl e
1. If this test fails execute the out-of-range procedure in
Section 2.8. 1.

Step 2. Check that PORT-LEVEL- MAX >= DG LEVEL. |If this test fails
execut e out-of-range procedure specified in Section 2.8.2.

Step 3. Check that DG AUTHORI TY =< PORT- AUTHORITY-IN. If this test
fails, execute out-of-range procedure specified in Section
2.8.2.

2.7.3. CQutput Processing

Any system which inplenents the Basic Security Option nust adhere to
a fundanmental rule with regard to transm ssion of datagrans, i.e., no
dat agram shall be transmtted with a Basic Security Option the val ue
of which is outside of the range for which the systemis configured.
Thus for every datagramtransnmitted by a systemthe follow ng nust
hol d: PORT- LEVEL- MAX >= DG LEVEL >= PORT-LEVEL-M N and DG AUTHORI TY
=< PORT- AUTHORI TY-QUT. It is a local matter as to what procedures
are followed by a system which detects at attenpt to transmit a

dat agram for which these rel ationshi ps do not hol d.

If a port is configured to allow both |abelled and unl abel | ed

dat agrans (PORT- BSO REQUI RED- TRANSM T = FALSE) to be transnitted, the
qguestion arises as to whether a |l abel should be affixed. In
recognition of the lack of w despread inplenentation or use of this
option, especially in unclassified networks, this RFC recomends t hat
the default be transnission of unlabelled datagrans. |f the
destination requires all datagrans to be | abelled on input, then it
will respond with an | CMP error nmessage (see Section 2.8.1) and the
originator can respond by | abelling successive packets transmitted to
this destination.

To support this node of operation, a systemwhich allows transm ssion
of both labelled and unl abel | ed datagrans nust naintain state

i nformati on (a cache) so that the system can associate the use of

| abel s with specific destinations, e.g., in response to receipt of an
| CMP error message as specified in Section 2.8.1. This requirenent
for maintaining a per-destination cache is very nuch anal ogous to
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that inposed for processing the IP source route option or for

mai ntaining first hop routing informati on (RFC 1122). This RFC does
not specify which protocol nodule must maintain the per-destination
cache (e.g., IP vs. TCP or UDP) but security engineering constraints
may dictate an IP inplenentation in trusted systens. This RFC al so
does not specify a cache nai ntenance al gorithm though use of a tinmer
and activity flag nmay be appropriate.

2.8. FError Procedures

Dat agrans received with errors in the Basic Security Option or which
are out of range for the network port via which they are received,
shoul d not be delivered to user processes. Local policy will specify
whet her | ogging and/or notification of a systemsecurity officer is
required in response to receipt of such datagranms. The follow ng are
the least restrictive actions permtted by this protocol. |ndividua
end or internediate systens, system adm nistrators, or protection
authorities may inpose nore stringent restrictions on responses and
in sone instances nay not pernit any response at all to a datagram
which is outside the security range of a host or system

In all cases, if the error is triggered by receipt of an I CWP, the
ICVWP is discarded and no response is permtted (consistent with
general | CMP processing rules).

2.8. 1. Paramet er Probl em Response

If a datagramis received with no Basic Security Option and the
system security configuration paraneters require the option on the
network port via which the datagramwas received, an | CMP Par anet er
Probl em M ssing Option (Type = 12, Code = 1) nessage is transnitted
in response. The Pointer field of the |CMP should be set to the
value "130" to indicate the type of option mssing. A Basic Security
Option is included in the response datagramw th Cl earance Level set
to PORT-LEVEL-M N and Protection Authority Flags set to PORT-
AUTHORI TY- ERROR

If a datagramis received in which the Basic Security Option is

mal formed (e.g., an invalid C assification Level Protection Authority
Flag field), an I CMP Paraneter Problem (Type = 12, Code = 0) nessage
is transmtted in response. The pointer field is set to the

mal forned Basic Security Option. The Basic Security Option is
included in the response datagramwi th Cl earance Level set to PORT-
LEVEL-M N and Protection Authority Flags set to PORT- AUTHORI TY- ERROR
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2.8.2. Qut-O-Range Response

If a datagramis received which is out of range for the network port
on which it was received, an | CVMP Destination Unreachabl e

Conmmruni cati on Administratively Prohibited (Type = 3, Code = 9 for net
or Code = 10 for host) nessage is transnitted in response. A Basic
Security Option is included in the response datagramwi th C earance
Level set to PORT-LEVEL-M N and Protection Authority Flags set to
PORT- AUTHORI TY- ERROR

2.9. Trusted Internediary Procedure

Certain devices in an internet may act as internediaries to validate
t hat communi cati ons between two hosts are authorized. This decision
is based on the know edge of the accredited security levels of the
hosts and the values in the DoD Basic Security Option. These devices
may receive | P datagranms which are in range for the internediate
device, but are not within the accredited range either for the source
or for the destination. |In the forner case, the datagram should be
treated as described above for an out-of-range option. |In the latter
case, an | CWP Destination Unreachabl e Communi cati on Administratively
Prohibited (Type = 3, Code = 9 for net or Code = 10 for host)
response should be transmitted. The security range of the network
interface on which the reply will be sent determ nes whether a reply
is allowed and at what level it will be sent.

3. DoD Extended Security Option

This option permts additional security labelling information, beyond
that present in the Basic Security Option, to be supplied in an IP
datagramto neet the needs of registered authorities. Note that
information which is not labelling data or which is neaningful only
to the end systens (not internediate systens) is not appropriate for
transm ssion in the I P layer and thus should not be transported using
this option. This option nust be copied on fragnentation. Unlike
the Basic Option, this option nmay appear nultiple times within a

dat agram subject to overall |P header size constraints.

This option may be present only in conjunction with the Basic
Security Option, thus all systems which support Extended Security
Options nust al so support the Basic Security Option. However, not
all systens which support the Basic Security Option need to support
Ext ended Security Options and support for these options nmay be
selective, i.e., a systemneed not support all Extended Security

Opti ons.

The top-level format for this option is as foll ows:
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S RS S RS S RS S RS J]------- +
| 10000101 | OOOLLLLL | AAAAAAAA | add sec info
Fomm e Fomm e Fomm e Ho-mm - []------- +
TYPE = 133 LENGTH ADDI TI ONAL ADDI TI ONAL
SECURI TY | NFO SECURI TY
FORVAT CODE I NFO

FI GURE 3. DoD EXTENDED SECURI TY OPTI ON FORMAT
3.1. Type
The value 133 identifies this as the DoD Extended Security Option.
3.2. Length.

The I ength of the option, which includes the "Type" and "Length"
fields, is variable. The mninmumlength of the optionis 3 octets.

3.3. Additional Security Info Format Code
Length: 1 Cctet

The val ue of the Additional Security Info Format Code identifies the
syntax and senmantics for a specific "Additional Security Information"
field. For each Additional Security Info Format Code, an RFC will be
published to specify the syntax and to provide an algorithnic
description of the processing required to deternine whether a
datagram carrying a | abel specified by this Format Code should be
accepted or rejected. This specification nmust be sufficiently
detailed to permt vendors to produce interoperable inplenentations,
e.g., it should be conparable to the specification of the Basic
Security Option provided in this RFC. However, the specification
need not include a mapping fromthe syntax of the option to human

| abel s if such mapping woul d cause distribution of the specification
to be restricted.

In order to maintain the architectural consistency of DoD conmobn user
data networks, and to naxim ze interoperability, each activity should
submit its plans for the definition and use of an Additional Security
Info Format Code to DI SA DI SDB, Washi ngton, D.C. 20305-2000 for
review and approval. DISA DISDB will forward plans to the Internet
Activities Board for architectural review and, if required, a cleared
committee fornmed by the |AB will be constituted for the review
process. Once approved, the Internet Assigned Nunber authority will
assign an Additional Security Info Format Code to the requesting
activity, concurrent with publication of the correspondi ng RFC

Note: The bit assignments for the Protection Authority flags of the
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Basic Security Option have no relationship to the "Additiona
Security Info Format Code" of this option

3.4. Additional Security Information.
Length: Variable

The Additional Security Info field contains the additional security
| abel ling information specified by the "Additional Security Info
Format Code" of the Extended Security Option. The syntax and
processing requirenents for this field are specified by the

associ ated RFC as noted above. The mininumlength of this field is
zero.

3.5. System Security Configuration Paraneters

Use of the Extended Security Option requires that the internedi ate or
end system configuration accurately reflect the security paraneters
associ ated with conmuni cation via each network port (see Section 2.5
as a guide). Internal representation of the security paraneters

i mpl enent ati on dependent. The set of parameters required to support
processing of the Extended Security Option is a function of the set
of Additional Security Info Format Codes supported by the system
The RFC which specifies syntax and processing rules for a registered
Addi tional Security Info Format Code will specify the additiona
system security paraneters required for processing an Extended
Security Option relative to that Code

3.6. Processing Rul es

Any dat agram contai ni ng an Extended Security Option nust also contain
a Basic Security Option and recei pt of a datagram containing the
former absent the latter constitutes an error. |If the length
specified by the Length field is inconsistent with the length
specified by the variable length encoding for the Additional Security
Info field, the datagramis in error. |If the datagramis received in
whi ch the Additional Security Info Fornmat Code contains a non-

regi stered value, the datagramis in error. Finally, if the
Additional Security Info field contains data inconsistent with the
defining RFC for the Additional Security Info Format Code, the
datagramis in error. In any of these cases, an | CVP Paraneter

Pr obl em response should be sent as per Section 2.8.1. Any additiona
error processing rules will be specified in the defining RFC for this
Addi tional Security Info Format Code

If the additional security information contained in the Extended

Security Option indicates that the datagramis w thin range according
to the security policy of the system then the datagram should be
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accepted for further processing. Oherw se, the datagram should be
rejected and the procedure specified in Section 2.8.2 should be
followed (wWith the Extended Security Option val ues set apropos the
Additional Security Info Format Code port security paraneters).

As with the Basic Security Option, it will not be possible in a
general internet environnment for internediate systens to provide
routing control for datagrans based on the |labels contained in the
Ext ended Security Option until such tinme as interior and exterior
gateway routing protocols are enhanced to process such | abels.

Ref er ences

[ DoD 5200. 28] Departnent of Defense Directive 5200.28, "Security
Requirements for Automated |nformation Systens," 21
March 1988.

Security Considerations

The focus of this RFCis the definition of formats and processing
conventions to support security labels for data contained in IP
dat agrams, thus a variety of security issues nust be considered
careful ly when maki ng use of these options. It is not possible to
address all of the security considerations which affect correct

i mpl enent ati on and use of these options, however the follow ng

par agraph hi ghglights sone of these issues.

Correct inplenmentation and operation of the software and hardware
whi ch processes these options is essential to their effective use.
Means for achieving confidence in such correct inplenentation and
operation are outside of the scope of this RFC. The options

t hemsel ves incorporate no facilities to ensure the integrity of the
security labels in transit (other than the I P checksum nmechani sm

t hus appropriate technol ogy nust be enpl oyed whenever datagrans
contai ning these options transit "hostile" comrunication
environnents. Careful, secure nanagenent of the configuration

vari abl es associated with each system naki ng use of these options is
essential if the options are to provide the intended security
functionality.
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