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| AB Reconmendations for the Devel opnment of
I nt ernet Network Managenent Standards

Status of this Meno

This meno is intended to convey to the Internet community and other
interested parties the recomendati ons of the Internet Activities
Board (I AB) for the devel opment of network managenent protocols for
use in the TCP/IP environnent. The neno does NOT, in and of itself,
define or propose an Oficial Internet Protocol. It does reflect,
however, the policy of the |AB with respect to further network
managenent devel opnent in the short and the long term Distribution
of this meno is unlimted.

Backgr ound

At the 1AB neeting on 21 March 88 in videoconference, the report of
the Ad Hoc Network Managenent Review Committee was reviewed. The
recomendati ons of the commttee were endorsed by the | AB and
direction given to the chairman of the Internet Engineering Task
Force to take the necessary steps to inplenent the reconmendations.

The 1 AB expressed its gratitude for the efforts of the HEMS, SNWP and
CM P/ CM S wor ki ng groups and urged that parties with technical
interest in the outconme of the network managenent working groups
convey their ideas and issues to the rel evant working group chairnen.

The | ETF chairman was directed to formtwo new working groups, one of
whi ch woul d be responsible for the further specification and
definition of elenents to be included in the Managenent |nfornation
Base (M B). The other would be responsi ble for defining extensions
to the Sinple Network Managenment Protocol to accommpdate the short-
term needs of the network vendor and operator conmunities. The

| onger-term needs of the Internet conmunity are to be net using the
ISOCMS/CMP framework as a basis. A working group of the | ETF
exists for this work and woul d continue its work, coordinating with
the two new groups and reporting to the | ETF chairman for gui dance.

The out put of the MB working group is to be provided to both the
SNMP wor ki ng group and the CM S/CM P ["Netman"] working group so as
to assure conpatibility of nonitored itens for both network
managenent franmewor ks.
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Speci fi ¢ Recommendati ons

The 1 AB recommends that the Sinple Network Managenent Protocol be
adopted as the BASIS for network managenent in the short-term
Extensions may be required to the existing SNVP specification to
acconmodat e additional data types or to deal with functional or
performance i ssues arising as nultiple SNVP inpl enentations are
depl oyed and applied, especially in multi-vendor applications.

The SNWVP wor ki ng group constituted by the |ETF is charged with
considering requirenents not nmet by the present SNWP definition
defining extensions, if necessary, to accommpdate these needs, and
preparing revisions of the SNMP specifications to address any new
ext ensi ons.

The 1 AB urges the working group to be extrenmely sensitive to the need
to keep SNWP sinple, to work quickly to cone to concensus on any

revi sions needed and to pronul gate expeditiously the results of its
work in one or nore RFCs within the next 90 days. The | ETF chairnan
is responsible for resolving disagreenents arising if they cannot be
resolved within the working group and is instructed to escal ate

probl enms quickly to the 1 AB should resolution not be forthconing

The 1 AB further recommends that the M B working group begin its work
equal Iy expeditiously, taking as its starting inputs the MB
definitions found in the existing H gh-Level Entity Managenent
Systems (HEMS) RFC- 1024, the SNWP | DEA-11, and CM S/ CM P | DEAs.

It is the intention of the 1AB that the MB definitions be applied
both to the SNWP systemin the short termand CMS/CMP for TCP/IP in
the longer term The three working groups will have to coordinate
their efforts carefully to achi eve these objectives:

1. Rapid convergence and definition for SNWP

2. Rapid convergence and definition for the TCP/IP M B.

3. Provision for transitioning fromSNW to CM P/ CM S.

4. Early denonstration of the CMP/CM S capability using the
TCP/ 1P M B.

The 1 AB remains extrenely interested in progress towards these goals

and intends to have representation, whenever possible, in the various
wor ki ng group and | ETF plenary activities.
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REPORT OF THE AD HOC NETWORK MANAGEMENT REVI EW COW TTEE
Edited by Vinton Cerf, Chairnman
March 1988
EXECUTI VE SUMVARY

On 29 February 88, an ad hoc committee was convened to review the
net wor k managenent options for the Internet in particular and the
TCP/ 1P protocol suite in general. This neeting was called at the
request of the Internet Activities Board in the course of exercising
its responsibilities to the Federal Research Internet Coordinating
Council (FRICC) and by the M TRE Corporation as a consequence of its
work for the U.S. Air Force on the ULANA project.

At the conclusion of the one day neeting, it was agreed that the

foll owi ng reconmendati ons be forwarded to the Internet Activities
Board chairman, Dr. David C. Clark, for consideration at the next |AB
nmeeting schedul ed for 21 March

1. In the short term the Internet comunity should adopt and
adapt the Sinple Network Management Protocol (SNWP) for use as the
basi s of common networ k nmanagenent throughout the system

(Rationale: The software is available and in operation.)

2. In the longer term the Internet research comunity and the
vendors shoul d devel op, deploy and test a network nmanagenent
system based on the International Standards O gani zation (ISO
Conmmon Managenent | nformation Servi ces/ Conmon Managenent

I nformation Protocol (CM S/ CMP).

(Rationale: The Internet comunity can take the high ground in
prot ocol devel opment by virtue of the experinental environment in
which it can operate. Recommendations to the SO fromthis
community, the 1AB and the vendors will carry great weight if they
are in the | anguage of the | SO comopn networ k nanagenent system
and if they are rooted in actual experience with inplenentation
and use in the field.)

3. Responsibility for the SNVMP effort should be placed in the
hands of an | ETF task force.

(Rationale: Elinmnate vendor-specific bias or control over the

SNMP and its evol ution and harnoni ze inputs fromthe Internet
community.)
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4. As a high priority effort, define an extended Managenent

I nformati on Base (MB) for SNWP and TCP/IP CMP to bring theminto
cl oser conformance with the M B defined for the experinenta

H ghLevel Entity Managenent System ( HEMS)

(Rationale: The HEMS effort produced a very thorough and wi del y-
di scussed set of elenents to nonitor, along with definitions of
the semantics of these elements. The current SNWP definitions are
nmore restricted and the CM P definitions | ess precise.

I mpl enentation of SNMP in a tinmely and useful fashion through the
I nternet cannot be satisfactorily conpleted wi thout such a
definition of information elenents in hand.)

The ad hoc conmittee therefore reconmrends inmedi ate action by the

| AB on all four of these points. It should be noted that this
resol uti on woul d not have been possible in such a tinely way

w thout the statesnman-like efforts of Craig Partridge who, at the
end of the day, recommended that the HEMS effort be w thdrawn from
consideration so as to pave the way for an Internet-w de
agreement. | n consideration of this unselfish act, the ad hoc
comrmittee urges the 1AB to approve the reconmendati ons above and
to instruct the | ETF to nove quickly to accept and act on the SNW
items requiring conpletion

| NTRODUCTI ON

During its devel opment history, the community of researchers,

devel opers, inplenentors and users of the DARPA/ DoD TCP/I P protoco
suite have experinented with a wi de range of protocols in a variety
of different networking environnents. The Internet has grown,
especially in the last few years, as a result of the wi despread
availability of software and hardware supporting this system The
scaling of the size and scope of the Internet and increased use of
its technology in comrercial applications has underscored for
researchers, devel opers and vendors the need for a common networ k
managenent framework w thin which TCP/IP products can be nade to
wor K.

In recognition of this need, several efforts were started to devel op
net wor k managenment concepts which mght be applied to the Internet
and to the internet technology in general. Three of these efforts
had made sufficient progress by the end of 1987 that it becane cl ear
that sone choices had to be nmade or the comunity would find itself
with a set of inconpatible network nmanagenent tools. These efforts
i ncluded the Hi gh-Level Entity Managenent System (HEMS), the Sinple
Gat eway Monitoring Protocol (SGW) and the Conmmon Managenent

I nf ormati on Service/ Protocol
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The latter is an 1SOinitiative which was adapted to Internet use in
a vendor-initiated effort. The HEMS work was carried out in the
context of the Gateway Mnitoring group of the Internet Engineering
Task Force. The SGW effort was carried out largely in the practica
context of the NYSERNET and SURAnet regi onal networks which needed
net wor k managenent facilities to operate satisfactorily.

I ndependent of the general Internet situation and requirenents, the
U S. Ar Force has been pursuing a Universal Local Area Network
Architecture (ULANA) for its own use. The principal agent for the
devel opment of the ULANA specifications is the M TRE Corporation.
Faced with several |ong and short term network nanagenent options,
the M TRE ULANA specification teaminitiated an effort with
substantial vendor participation called the NETMAN worKking group

It was against this fabric of various options that the | AB appointed
a chairman to convene a review conmittee to discuss these various
options and to nmake recomendati ons on |long and short term choices.
The M TRE Corporation co-sponsored this work to further its ains in
the specification of the ULANA design

Reference material listed at the end of this report was provided in
advance of the neeting.

2. DI SCUSSI ON

Rat her than attenpting to produce mnutes of the nmeeting, this
section summari zes in very high level ternms the substance of the

di scussi on which took place during nost of the neeting. Presentation
vi ewgr aphs can be nmade available to | AB/ FRICC nenbers interested in
their contents.

The agenda was followed fairly closely with the technica
presentations nmade in the order suggested: HEMS, SGW, CM P/ CM S.

The HEMS effort has established a benchmark for other network
managenent work in the sense that it took a conprehensive conceptua
vi ew of the problem and went into considerable detail on the design
of the underlying managenment informati on database, the mechanics of
access to and reporting of information, considerations of scaling and
performance (e.g., Query Language vs Renpote Procedure Call style),
definition of information required and so on. HEMS has been

i mpl enented in an experinental version from which some encouragi ng
performance neasurenents were taken. Serious vendor interest in this
prot ocol was expressed by C sco Systens and inpl enentation efforts
were under way as of the neeting.

The SQWP effort, though sonmewhat | ess docunented, was rooted in a
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practical need for network managenent tools for the NYSERNET,

SURAnet, and, by extension, other conponents of the Internet.

| mpl enentations of it exist, inits RFC 1028 form (probably with sone
experinental extensions based on experience gained fromthe initial
work), and are in use today. Serious vendor support for this work is
found at Proteon and, nore recently, in the NSFNET effort by MERIT,

I BM and MCl, specifically in the | BM Network Switching System (NSS)
nodes. Applications running above SGW exi st and provi de usefu
nmonitoring information, presented in easily grasped form

The 1SOCMS/CM P effort, volum nously docunented, has had al nbst no
i npl enentation as yet. Reports from Unisys/SDC about an experinmenta
i mpl enentation were heard at the neeting. There is substanti al
nmomentum in the international conmunity for the adoption of this
service and protocol suite for network managenent. The Draft
Proposal is out for its second ballot (it failed to nmake Draft
International Standard on its first ballot). There is vocal vendor
support for this work, based on the prenise that ultimtely the |1SO
protocol suite will propagate and the vendors nust support it.

In general, all of the network nanagenent proposals nake use of the
Abstract Syntax Notation 1 (ASN 1) which has energed fromthe | SO
efforts as a kind of lingua franca for the representation of
arbitrary data structures. The data types used in the SGW
Managenent | nfornati on Base (aspects of network conponents to be
nonitored) are the nost restricted of the three proposals, confined
to integers and octet strings only. HEMS has the npst extensive
Managenent | nformati on Base and added some rat her uni que ideas such
as sel f-know edge about what could be nonitored so that a

devi ce/ uni t/conponent could respond to a query asking "what can you
tell me about yourself and your operation and howis it represented?”
('). CMS/ICMP is probably the broadest in scope, but |ess precisely
defined at this point, with respect to information which should be
moni tored. The draft RFCs referenced above relating to the CMS/CM P
concerning itens to be nmonitored are still in the definition stages.

A point made strongly by the HEM5S teamwas their concern that a
Renote Operations basis for CMP may not scale well into a very large
I nternet which needs to be nonitored froma few central sites.
Renmote COperations is a termused by | SO and neans, roughly, what the
Internet community has long referred to as Renpote Procedure Calls.

If each atomic action is a Renbte Procedure Call, the HEMS team
argues that increasing Internet size and potential delays may vastly
constrain the anmount and tineliness of information which can be

coll ected. The HEMS design uses, instead, a general query |anguage
approach which permits nore el aborate, multi-variable queries to be
fornul ated at the requesting site and processed at the respondi ng
site(s).
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Al though it does substantial injustice to the very lucid and hel pful
presentations by representatives of each of the network nmanagenent
research groups, | have chosen to | eave out nuch of the detail from
this report and nove directly to the points of agreement which were
reached by the Conmttee.

3. PO NTS OF AGREEMENT

(i) Future Internet developnent is a joint interest of the R&D
community, the vendor community and the user comunity.

[Editor’s coment: The devel opnent of the Internet is now not only
dependent on research work, but on the hardware and software of
vendors selling to both comercial ("internet") and the research
environnment ("Internet"). Mreover, the Internet users are not all
concerned with network research; many of the conponents of the
Internet are based on vendor-supplied and supported subsystens. ]

(ii) We still don’t have a common understandi ng of what
[Inter] Network Management really is.

[Editor’s coment: We haven't tried to nanage the Internet as a
col l ection of autononpbus systens in an effective way, yet.]

(iii) W will learn what [Inter] Network Managenent is by doing it.
(a) in as large a scale as is possible
(b) with as nuch diversity of inplenmentation as possible
(c) over as wide a range of protocol |ayers as possible
(d) with as nuch adninistrative diversity as we can stand.

(iv) There are nore than HEM5, SGW and CM S/CM P as potenti al
candi dat es:

HEMS, SGW, CM S/ICMP [nultiple profiles], NETVIEW
LANMANAGER, Network Conputing Forum "Fat Docunent”...

[Editor’s comrent: The nultiplicity of options is notivation for

coal escing the energy of the Internet environnent around single short
and long termfoci so as to nmake nore substantial progress in really
under st andi ng networ k managenent per point (iii).]

(v) Define the Managenment |nformation Base for TCP/IP suite NOW

(vi) Seek a seat for IETF on ANSI, |SO and/or CCITT!!
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[Editor’s coment: This nmay actually be feasible.]

(vii) Define a CMS interface to any of the surviving network
managenent schenes so as to provide a migration path to | SO

4. RESOLUTI ON AND CONCLUSI ONS

In a dramatic act of statesmanship, Craig Partridge vol unteered that
t he HEMS proposal be dropped in favor of the other two efforts, SGW
and CMS/ICMP - |F TH S WOULD LEAD TO | NTERNET- W DE AGREEMENT ON A
NETWORK MANAGEMENT PLAN FOR THE SHORT AND LONG TERM

A rationale for the long termwas proposed, based on the assunption
that the ISOinitiatives, and the U S. Governnent issuance of the
GOSl P guidelines, would ultimately require at |east the Governnent
users, and hence their vendor suppliers, to use | SO based protocols
and tools. In this rationale, the Internet research conmunity and its
vendors woul d "take the high ground" in network nanagenent by

i mpl ementing the CMS/ICM P on top of the TCP/IP protocol suite and
deploy it widely for experinental use in the Internet.

Neit her the | SO nor any other organi zation, including the Corporation
for Open Systens (COS) has anything close to the laboratory in |arge
that the Internet represents. By taking the initiative, the Internet
wor ki ng groups can establish credibility based on experience which
will make it far nore feasible to affect the evolution of the |1SO

net wor k managenment and other related efforts. The Internet conmmunity
will be able to speak with authority about problens with the design
or definition of CMS/CM P based on real inplenentation experience
and use, rather than solely analytic neans.

In the short term however, the Internet desperately needs tools to
apply to the operational nanagenment problens associated with its
rapid growth. Gven the present state of advanced inplenmentation of
the SGW and its relative sinplicity, the general agreenent was that
SGW (or its re-nanmed successor, SNWP) shoul d be quickly brought to
nore conpl ete specification for wi despread i npl enentation and use.

In short, the ad hoc comittee recomends:
1. In the short term the Internet comunity should adopt and
adapt the Sinple Network Managenent Protocol (SNWP) for use as the
basi s of common networ k nmanagenent throughout the system

(Rationale: The software is available and in operation.)

2. In the longer term the Internet research comunity and the
vendors shoul d devel op, deploy and test a network nmnanagenent
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system based on the International Standards O gani zation (ISO
Common Managenent | nformation Services/ Cormon Managenent
I nformation Protocol (CM S/ CMP).

(Rationale: The Internet community can take the high ground in
protocol devel opnment by virtue of the experinental environment in
which it can operate. Reconmendations to the 1SOfromthis
comunity, the I AB and the vendors will carry great weight if they
are in the | anguage of the | SO commopn networ k nmanagement system
and if they are rooted in actual experience with inplenentation
and use in the field.)

3. Responsibility for the SNMP effort should be placed in the
hands of an | ETF task force.

(Rationale: Elimnate vendor-specific bias or control over the
SNMP and its evol ution and harnoni ze inputs fromthe Internet
conmunity.)

4. As a high priority effort, define an extended Managenent

I nformati on Base (MB) for SNWP and TCP/IP CMP to bring theminto
cl oser conformance with the M B defined for the experinental

H ghLevel Entity Managenent System (HEMS). (Rational e:
The HEMS effort produced a very thorough and wi del y-di scussed set
of elenents to nonitor, along with definitions of the semantics of
these el enents. The current SNWVP definitions are nore restricted
and the CM P definitions |less precise. Inplenmentation of SNWP in a
tinmely and useful fashion through the Internet cannot be
satisfactorily conpleted without such a definition of information
el ements in hand.)
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AGENDA | TEMS
0900 I ntroductions and Qbjectives/ Cerf
0915 HEMS: Craig Partridge and Genn Trewitt
1030 Break
1045 SGW - Jeff Case
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1530 Break
1545 Tradeoffs anong alternate paths (Discussion)
1700 Resolution of alternatives

1730 Summary of concl usions/actions

1800 Adj ourn
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