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Abstract

Thi s docunment defines an information nodel associated with the |I2RS
epheneral state for filter-based routing of I P packets via a Filter-
based Routing Information Base (FB-RIB). FB-RIBs (epheneral and non-
epheneral ) are associated with specific interfaces interfaces on a
routing device, and process packets received on these interfaces
according a filtering policy. A filtering policy is a a mnimlistic
event - mat ch_condi ti on-action (ECA) policy with only one event - the
reception of a frane/packet of data on an interface. The match
conditions in the filter policy are n-tuple matches based on the
content of the frame/packet or the time of its arrival. Filter-based
policy allows actions which nodifying the frane/packet, forward the
frame or packet, or drop the frane/packet. Filter-Based Policy in
FB- Rl Bs engages before any destination based routing so the FB-RI Bs
provi de a destination-based default RIB that will be used if none of
the filters are matched.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a naxi mum of siXx nonths
and may be updated, replaced, or obsoleted by other docunents at any
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on August 10, 2016.
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent rmnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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I nt roducti on

The Interface to the Routing System (I 2RS)
[I-D.ietf-i2rs-architecture] architecture provides dynam c read and
wite access to the information and state within the routing
elenents. The I12RS client interacts with the |I2RS agent in one or
nore network routing systens.

Thi s docunent provides an information nodule for Filter Based Routing
Informati on Base (FB-RIB) and describes the I2RS interaction with
routing filters within a routing el enent.

1. Definition of I2RS Filter Based RIB

Filter-based routing is a technique used to nake packet forwarding
deci si ons based policy-based filters that are matched to the i ncom ng
packets. These filter policies are a mninmalistic "event-Match

Condi tion-Action" policy with one event - the reception of a frame or
packet on an associated interface. The ECA policies have:

o0 event = reception of frane/packet on associated interface,

o match condition = policy filters which match portions of frane/
packet ,

o actions - to nodify franme/packet, and forward or drop frane/packet
Filter-Based forwarding nmay nmatch on the condition of any portion of
the frame/ packet. Figure 1 shows sone of the filters that can be
applied to the reception of packets. The filter for individual
fields can be conmbined with an "AND' or and "OR', but the default
conbination is that of an "AND'.

Ingress filter Matches (for ECA policy)
|

Fomm oo oo oo e S S S oo oo +
I I I I I I I I I I
I I I I I I I I I I
L1 L2 L3 L4 VLAN VNI D size Tinme packet/
header header header header header frane
receive
count

Figure 1. Possible matching conditions for basic network filters

A Filter-Based Routing Information Base (FB-RIB)) is a set of packet-
reception ECA policy rules which are:
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o ordered, and
o apply to specific interfaces

If all matches fail, default action is to forward the packet using a
specific RIB from

o routing RIBs as described in [I-D.ietf-netnod-routing-cfg]”

o epheneral 12RS RIBs as described in
[I-D.ietf-i2rs-rib-info-nodel].

1.2. 12RS Use Cases Suported by Filter-Based R B
The | 2RS use cases which benefit fromFilter-Based Routing are:

o Protocol independent Use cases and | arge fl ow use cases descri bed
in [I-D. hares-i2rs-usecase-reqs-sunmmary].

0 the use cases of steering traffic to their designated service
functions that are different than the packet’s destinations, and

o large flow use cases described in
[I-D. hares-i 2rs-usecase-reqs-sunmary]

1.3. Definitions and Acronyns

CLI
Command Line Interface

FB-RI B
Filter-Based Routing Infornmation Base

FB-Filter
One filter inthe filter-based RIB. The filters are Event-
Condition-Action filters often represented by the form"if
Condition then action".

Policy G oup
Policy G oups are groups of policy rules. The groups of policy in
t he basic network policy [I-D. hares-i 2rs-pkt-eca-data-nodel] allow

groupi ng of policy by name. This nane allow easi er managenent of
cust oner - based or provider based filters.
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RBIM

RIB Informati onal Mbdel (RIBIM is an information nodel which
descri bes a Routing Infornmation Base

Routi ng i nstance

A routing instance is a core data nodel within
[I-D.ietf-netnod-routing-cfg]. An instance creates a | ogical
slice of the router and allows different |logical slices to
communi cate to comunicate with each ot her

2. |12RS Filter-Based RI B place anong Filter-Based Rl BS
The followi ng three types of Filter-Based RI Bs exist:
o Policy Based Routing - configured by packet ECA policy,
0 I2RS Filter-Based RIBs - proposed by this docunent,
o BGP Flow Specification [ RFC5575].
This section exam nes issues regardi ng epheneral versus config state,
the need for order within policies, and the current yang support for
packet -reception ECA policy.

2.1. Epheneral State versus Configuration State
Filter-Based RIBs with packet-reception ECA policy exist in three
types of state: configuration state, epheneral reboot state (I2RS),
and BGP Session state.
Policy Routing configures the packet-reception ECA policy in
configuration state, and runs this policy to specific interfaces.
This configuration state may be configured by NETCONF/ RESTCONF in
yang nodul es or proprietary configuation via CLI. This specification
exam nes configuration state specified in yang nodul es and extended
by proprietary additions to yang nodul es. Yang nodul es which specify
the normal routing RIBs include:

[I-D.ietf-netnod-routing-cfg]
statics routes (TBD)

Configuration state set via secure protocols (NETCONF [ RFC6241] or
RESTCONF [I-D.ietf-netconf-restconf]) and survives the reboot of the

system draft-hares-rtgwg-fb-rib refers to Filter-Based RIB
descri bed above which contains an ordered |ist of packet
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| 2RS epheneral state [I-D.ietf-i2rs-epheneral-state] is state which

does not persist across a reboot (software or hardware). |2RS
epheneral state can be indicated a portion of a sub-tree, a sub-tree,
tree within a yang nodules, or a full nodule. 12RS Epheneral state

may reference configuration state or protocol state (E.g. MLS LSP
or BCGP peer state).

The I2RS Filter-Based RIB is defined as a epheneral nodule with
possible links to the foll ow ng:

default RIBs either in the |12RS RI B nodul e
[I-D.ietf-i2rs-rib-data-nodel] or configured RIB
[I-D.ietf-netnod-routing-cfg],

interfaces that I2RS Filter-Based RIB is running on.

BGP Fl ow Speci fication [ RFC5575] passes packet-reception ECA Policy

i n BGP UPDATE packets (NLRI and BGP Extended Communities). The BGP
Fl ow Speci fication packet-reception ECA policy is bgp peer session
epheneral state which di sappears when the BGP peer closes the BGP
Session. This bgp session epheneral state can refer to configuration
state for interfaces configured, and for default RIBs. [RFC5575]
does not consider |2RS configuration state.

Precedence between these three types of state is defined as nost
dynamic to | east dyanm c, or

1. BGP Session packet-reception Filter Policy,
2. 12RS Filter-Based RIB Policy,
3. Configuration Filter-RI B Policy (aka Policy RIB)

Precedence i npacts when two types of state try to operate on the
exact sane filter match in the policy. However, Filter-Based RIBS
operate first on "order" and priority wwthin the order, and then on
the | evel of epheneral state.

2. 2. Need for Order

Filter-Based RIBs use packet-reception ECA policy instead of
destination based forwarding to determ ne where to forward/send a
packet. A packet which matches nmultiple filters in a Filter-Based
RIBwll be forwarded based on the first filter matched. Due to
first-match processing, the order of filters nmatters in the process.
Al Filter-Based RIBs (configuration, |I2RS, and BGP Fl ow
Specification) forwarded based on the first match filter.
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Filter-Based Policy is inserted in the RIB by order nunber. |[If order
nunber is tied, then precedence is based on the type of filter,

| ongest prefix match (MAC or | P address (IPv4/1Pv6), |owest val ue, or
| ongest string). It is expected that order will contain a |arge
enough nunber space to differentiate nost policies.

Not e: [ RFC5575] does not support order, but current work is beginning
draft-hares-idr-fl ow spec-conbo-00.txt to support order in BGP flow
speci fication.

flowrule-cnp (a,b)

conpl next _conponent (a); / component is the type of filter
conp2 next _conponent (b);
while (compl || comp2) {
/'l conmponent type returns infinity on end of Iist
i f (conmponent type(conpl) < conponent type(conp2)) {
return A HAS PRECEDENCE
}

i f (component type(conpl) > conponent type(conp2)) {
return B_HAS PRECEDENCE
}
[l 1P val ues)
i f (conmponent type(conpl) == | P_DESTINATION || | P_SOURCE) {
common = M N(prefix_| ength(conpl), prefix_| ength(conp2));
cnp = prefix_conpare (conpl, conp2, conmon);
/'l not equal, |owest val ue has precedence
/'l equal, |ongest match has precedence;
} else if (conponent_type (conpl) == MAC _DESTI NATI ON |
MAC_SOURCE) {
common = M N( MAC address_| engt h(conpl),
MAC address_I| engt h(conmp2));
cnp = MAC Address_conpare(conpl, conp2, conmon) ;

/I not equal, |owest value has precedence
/I equal, |ongest match has precedence
} else {

common = M N(conponent _I| engt h(conpl),
conmponent _| engt h(conp2));
cnp = nmencnp(data(conpl), data(conmp2), comon);
/I not equal, |owest value has precedence
/I equal, |ongest string has precedence

Figure 2 - precedence
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2.3. ECA Policy Supported

The filter based-RI B uses event-condition-action policy (ECA) rules.
The follow ng policies are used in this version of the yang nodul e:

0 Access lists (ACLs) [I-D.ietf-netnod-acl-nodel]
o Packet-reception ECA policy [I-D. hares-i 2rs-pkt-eca-dat a- nodel ]

Proprietary filters may augnment these | ETF defined ECA rules. The

| ETF filters support basic filtering plus QOS and | oad bal anci ng.

Bel ow i s an exanple set of match conditions on ingreessl2RS that the
basi c |1 2RS FB-RI B can support.

2.4. Relationship between Filter-RI Bs and Rl BS

Filter-based RIBS (FB-RI Bs) provide packet-reception event-match
condition-action policy, but if the filters do not provide match the
Filter-Based RIBs provide default RIBs for destination based
forwarding (IP or MAC). The following are restrictionsThe for the
default RI Bs:

o The configuration FB-RIBs can only refer to another configuration
Rl B.

o The I12RS FB-RIBs can refer to a configuration RIB, an |2RS reboot
epheneral RIB, or a BGP Session epheneral RIB. The BGP peer
session may be dropped while a 12RS FB-RIB is in session. |If so,
all defaults pointing to the BGP RIB nust be renoved. The |I2RS
RIB may be renoved, and if so all defaults pointing to that route
must be renmoved. The default order of precedence for the default
RIBis the BGP-Peer default RIB, the |I2RS default FB-RI B, and the
configuration default RIB.

o The BGP session FB-RIBs can refer to a configuration RIBs, a |I2RS
Epheneral RIB, and a BG® RIB. Just as with the |I2RS FB-RI B, the
precedence if nmultiple default RIBs exist are: BGP Peer default
RIB, then I12RS default RIB, followed by configuration default R B

o The 12RS Epheneral RIB nodule is described in
[I-D.ietf-i2rs-rib-info-nodel] and [I-D.ietf-i2rs-rib-data-nodel].
The 12RS RIB contains a collection of RIBs with the foll ow ng
i nformati on per instance:

* The set of interfaces indicates which interfaces are associ at ed
with this routing instance.
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3.

* The RIBs specify how incomng traffic is to be forwarded based
on destination (E.g. R B and FB-RI B).

* The routing paraneters control the information in the RIBs.

o A routing instance nay have both an |I2RS RI B nodul es and | 2RS FB-
FI B nodul es associated with it. If the 12RS RIB |ist of
interfaces does not contain the list of interfaces the FB-RIB is
operating on, then the I2RS RIB nust not be installed as a default
Rl B.

o0 FB-RIB and RIB can not be used at the same time, which means:

* |f a router doesn’'t support filter-based routing, a router MJST
use RIB and MJUST not use FB-RIB. The default RIB for a FB-RI B
shoul d destination-based RIB, and this RIB may be generated by
routing protocols. However, the FB-RI B forwardi ng nust take
precedence over the default RIB.

* |f a router supports filter-based routing:
+ FB-RIB is used
+ Miltiple FB-RIBs may exist within a routing instance
+ An interface can be associated with at nost one FB-RI B

+ The Default RIB for a FB-RIB is used if several criteria
beyond destination address is not matched.

Fil ter-Based- Rl B nodul e

A Filter-Based RIB (FB-RIB)contains an ordered set of filter routes
where each filter-route is a match condition followed by an action.
An FB-RIB is contained in a routing-instance defined by
[I-D.ietf-netnod-routing-cfg]. An FB-RIB has a list of interfaces
that is a subset of the list of interfaces in the routing-instance
that it is contained in. An incom ng packet on an interface
belonging to a FB-RIB is first handl ed by the FIB programed using
that FB-RIB. If no match action succeeds, then the packet is
forwarded using the FIB programred using the RIB of that routing

I nst ance.

An ordered set of filters inplies that the insertion of a filter
route into a FB-RIB MJUST provide the ability to insert a filter route
at any specific position and delete of a filter-based route at a
specific position. The ability to change a filter route at a
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speci fic position conbines these two functions (delete an existing
filter route rule and add a new policy rule).

Each FB-RIB is contained within a routing instance, but one routing
i nstance (nanmed by an | NSTANCE NAME) can contain nultiple FB-RIBs.
Each routing instance is associated wth a set of interfaces, a
router-id, and list of FB-RIBs. Each interface can be associ ated
with at nost one FB RIB

The processing within the FB-RIB process within the routing systemis
expected to do the foll ow ng:

o Wen a packet successfully matches match termientry in a filter-
route, the corresponding rul e-actions are applied.

o |If a packet does not match the match termentry in the filter
route, the filter route processing goes to the next termientry in
the order, and | ooks for a match, within the current filter or
goes to the next filter in the list. This continues until either
a filter route match termentry is successfully matched, or no
nore filters in the list exists.

o If no match has been found within list of filters in FB-RIB |ist,
then the packet wll be forwarded using the |I2RS RI B specified by
the FB-RIB if one exists. If no I2RS RIB is specified, the FB-RI B
will check a configured RIB. |If no configured RIB exists, the
packet will be discarded.

Goups within a I2RS FB-RIB all ow the | ogi cal grouping of rules under
a nane for ease of access. For exanple, take two custoners.
Custoner- A has three packet-reception ECA policies that insert rules
at order 5, 10, and 20. Custoner-B has three packet-reception ECA
policies that insert rules at 4, 8 and 9. The use of the group
nanmes "Custoner-A" and "Custoner-B" allow easy addition or deletion
of these rules, but do not change the ordering of these rules.

3.1. ietf-fb-rib Configuration: Top | evel Container

The FB-RI B configuration entries associated with each FB-RIB in a
routing instance are:

defaul t-instance-nane (FB-FlIB-instance-nane): default Routing
I nstance nane for all FB-RIBs

default-router-id (FB-RIB-router-id): router id associated with the
FB-RI B function of the Routing instance
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config-fb-rib: [list of filter-based RIBs created by configuration
processes, and described in draft-hares-rtgwg-fb-rib which
utilizes [I-D. hares-i2rs-fb-rib-data-nodel] to define common
filter-based RIB structures.

i2rs-fb-rib: list of I2RS reboot epheneral filter-based RIBs.
Described in this draft with data nodel in
[1-D. hares-i2rs-fb-rib-data-nodel] which utilizes
[1-D. hares-i2rs-fb-rib-data-nodel] to define common filter-based
RI B structures.

bgp-fb-rib: |ist of BG Session epheneral filter-based RIBs
Described in this draft, and data nodel in (draft-hares-idr-bgp-
fb-rib-data-nmodel). which utilizes
[1-D. hares-i2rs-fb-rib-data-nodel] to define common filter-based
RI B structures, and [|-D. hares-i 2rs-pkt-eca-data-nodel] to the
common packet-reception ECA filters.

Configuration RIBS

o +
| routing instance |
oo |- |- |-+
I I I
I I I
S et - - - | ----- + o[- - - +
| config-fb-rib | |i2rs-fb-rib| |bgp-fs-fb-rib |
L R [------- + H--mme|memaa- + Fommmm e mmmma +

(uses common structures

in separate lists of FB-RIBs)
I [ ----+

| fd-ribs* |

Figure 3. Routing instance with three types of
Filter-FIB lists

The Top-1|evel Yang structure for a global configuration of Filter-
Based RIBs are:
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Augnents rt: | ogical - network-el enents:\
1 ogi cal - net wor k- el ement : net wor k-i nstances: \
net wor k- i nst ance

ietf-fb-rib nmodul e
+--rwietf-fb-rib

+--rw defaul t-instance-nane string

+--rw default-router-id rt:router-id

+--rw config-fb-ribs

if-feature "config-filter-based-Rl B";
uses fb-ribs;

+--rwi2rs-fb-ribs
if-feature "I 2RS-filter-based-Rl B";
uses fb-rib-t:fb-ribs;

+--rw bgp-fs-fb-ribs
if-feature "BGP-FS-filter-based-RI B";
uses fb-rib-t:fb-ribs;

Figure 5: configuration state
3.2. ietf-fb-rib-opstate: Operational Top Level Container

The FB-RI B operational state entries associated with each FB-RIB in a
routing instance are:

defaul t-instance-nanme (FB-FIB-instance-nane): Default Routing
I nstance for FB-RIBs.

default-router-id (FB-RIB-router-id): Default Router ID associ ated
FB- Rl Bs.

config-fb-rib-opstate operational state for config RI B described in
draft-hares-rtgwg-fb-rib which utilizes
[I-D. hares-i2rs-fb-rib-data-nodel] to define commobn structures.

i 2rs-fb-rib-opstate: operational state for |I2RS reboot epheneral
Filter-Based RIB. Logic is described in this draft, and data
nodel is described in [I-D. hares-i2rs-fb-rib-data-nodel]. Comon
structures are defined in [I-D. hares-i2rs-fb-rib-data-nodel].

bgp-fb-ri b-opstate: BGP Session epheneral Filter-Based RIB-interface
with logic described in this draft, and data nodel in (draft-
har es- bgp-fb-ri b-data-nodel ). Common structures are al so defined
in [l-D. hares-i2rs-fb-rib-data-nodel], and
[1-D. hares-i 2r s- pkt - eca- dat a- nodel | .
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Operational state

o e o e e e e e e e e e +
| routing instance |
oo |- [EEEEEEEEEEEEEEEE | --
| | |
I I |
S R L [------ + - -m - - | ----- +
| config-fb-rib-| |i2rs-fb-rib-| |bgp-fs-fb-rib-|
| opstate | | opstate | | opstate |
L R [------- + - ---- [------ + ------ [------- +

(uses common structures
in separate lists of FB-RIBs)

Figure 4. Routing instance with three types of
Filter-FIB lists

The Top-level Yang structure for a gl obal operational state of
Filter-Based RIBs are:

Augnent s rt: | ogi cal - network-el enments:\
.1 ogi cal - net wor k- el enent : net wor k-i nstances: \
net wor k- i nst ance

ietf-fb-rib nodul e
+--rwietf-fb-rib-opstate
+--rw defaul t-instance-nane string
+--rw default-router-id rt:router-id
+--rw config-fb-rib-opstate
if-feature "config-filter-based-Rl B";
uses fb-rib-t:fb-ribs-oper-status;
+--rwi2rs-fb-rib-opstate {
if-feature "I 2RS-filter-based-RI B";
uses fb-rib-t:fb-ribs-oper-status;
+--rw bgp-fs-fb-rib-opstate
if-feature "BGP-FS-filter-based-R B";
uses fb-rib-t:fb-ribs-oper-status;

Figure 5. operational state
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3.3. fb-ribs: List of Filter-Based RI Bs (Configuration)

Filter-Based RIB structures for configuration (fb-ribs) contain a
list of fb-rib structures with the follow ng high-1level structure:

fb-rib-nane: Nane of fb-Ri b (key),
address-fam | y: AFl for Address Famly,

fb-type: type of FB-RIB (config, |2RS reboot epheneral, or BGP Fl ow
Speci fication session epheneral).

Interface |list(FB-RIB-interface): A list of interfaces that all of
the FB-RIB RIB operates over. This |ist nust be a subset of the
interface |list associated with the routing instance.

def aul t - Rl BS: structure with default RIBS in configuration space,
| 2RS RI B space, or BGP VPN space.

i nstance-using: list of instances using this FB-RIB (normally one).
fb-rb-updates: Tracking Wite-References to this R B

uses pkt-eca: pkt-eca-policy-set: pkt ECA Policy described in
[1-D. hares-i 2rs- pkt - eca- dat a- nodel ]
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- [ ----+
| FB- RI Bs* |
I I
S e +
I
N
/]\
+-- o - P e e e e e e e oo +
FB-RI B |
ASREEI EPEEEEE EEEREEEEEE | ----- | ---+
| +----- | ----- + F--mmmmm- + +---mm-- +
| |[interface | |default | |default|
| | Iist | |12RS | | Confi g]
| | (Names) | | RIB | | RIB |
| +----------- + - e - R +
I
o m e e e a oo +
| FB-RIB Ordered List
| of pkt ECA policy [--------- +
R [----------- + |
I I
o e e e o - [----------- + |
G oups |
Fommmmen e [----------- + |
I I
R [-------------- + |
Rul es | ------ +

| (ordered list of rules of |
| the form match-action) |

Figure 5. fb-rib (configuration FB-RI B)

The Top-level Yang structure for the FB-RIB types is:
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nodul e: fb-rib-types:
+--rw fb-ribs
+--rw fb-rib* [rib-nane]
+--rw rib-nane string
| rwfb-type identityref / epheneral or not
+--rwrib-afi rt:address-famly
+--rw fb-rib-intf* [nane]
| +--rw nanme string
| +--rwintf if:interface
+--rw default-rib
| +--rwrt-rib rt:routing:routing-instance: nane
| +--rwconfig-rib string; // config rib nane
| +--rwi2rs-rib:routing-instance: nane
| +--rwi2rs-rib string; / I ephemeral rib nane
I
|

+--rw bgp-instance-nane string
+--rw bgp-rib string / | sessi on ephener al

+--rw fb-rib-refs

| +--rw fb-rib-update-ref uint32 /count of wites
+--rw i nst ance- usi ng*

| devi ce: net wor ki ng-i nst ance: net wor ki ng-i nst ance- nane
| +--use pkt-eca: pkt-eca-policy-set

Figure 6: FB RIB Type Structure
3.4. fb-rib-oper-status - list of filter-ribs with operational status

The Filter-Based RI B structures for operational state have the
following entries:

fb-ri b-nane: Nanme of fb-Ri b (key)

uses pkt-eca: pkt-eca-opstate: pkt ECA policy operational state
described in [I-D. hares-i 2rs- pkt-eca- dat a- nodel ]

H gh Level Yang
+--rw fb-ribs-oper-status
+--rw fb-rib-oper-status* [fb-rib-nane]
uses pkt-eca: pkt-eca-opstate

3.5. Packet-reception Event-Condition-Action Policy

The three |l evels of policy are expressed as:
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Config Policy definitions

Policy |evel: pkt-eca-poli
group level: pkt-eca-pol
rule level: bnp- eca- pol

Qperational State for Pol

Policy |evel: pkt-eca-poli
group level: pkt-eca-pol
rule level: bnp- eca- pol

bnp- eca- pol

figure

lter-Base RIB IM

cy-set
cy-set:groups
cy-set:rules

cy-opstate

cy- opst at e: gr oups- st at us
cy-opst at e: rul es_opst at e*
cy-opst ate: rul es_opst at s*

February 2016

Hi gh | evel Yang structure for Configuration and operational status
are shown in figure x bel ow.

Kini, et al. Expi

res August 10, 2016
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Packet Reception ECA policy
nodul e i etf-pkt-eca-policy
+--rw pkt-eca-policy-cfg
| +--rw pkt-eca-policy-set
+--rw groups* [group-nane]
| +--rwvrf-name string
| +--rw address-famly
| +--rw group-rule-list* [rule-nane]
| | +--rwrule-name
| | +--rwrule-order-id
+--rwrules [order-id rul e-nane]
+--rw eca- mat ches
| ...
+--rw eca- qos-actions
| ...
+--rw eca-fwd-actions
| ...
+--rw pkt-eca-policy-opstate
+--rw pkt-eca-opstate
+--rw groups* [ group-nane]
| +--rwrules-installed;
| +--rwrules_status* [rul e-nane]
+--rw rul e-group-1ink* [rul e-nane]
| +--rw group-nane
+--rw rul es_opstate* [rul e-order rul e-nane]
+--rw status
+--rw rul e-inactive-reason
+--rwrule-install-reason
+--rwrule-installer
+--rw refcnt
--rw rul es_op-stats* [rul e-order rul e-nane]
+--rw pkts-mat ched
+--rw pkts-nodified
+--rw pkts-forwarded

R ———

Figure 4 - Hi gh-Level Yang structure.

4. | ANA Consi derati ons
This informational draft does not specify any | ANA requests.

5. Security Considerations
A | 2RS defines an epheneral data store that will dyanam cally change
traffic paths set by the routing configuration. An |I2RS FB-RI B
provi des dynam ¢ Event-Condition-Action policy that will further

change the operation of forwarding by allow dyanm c policy and
epheneral RIBs to alter the traffic paths set by routing
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configuration. Care nust be taken in deploynents to use the
appropriate security and operational control to nmake use of the tools
the 12RS RIB and | 2RS FB-RI B provi de.
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