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Abstract

TACACS+ provi des access control for routers, network access servers
and ot her networked conputing devices via one or nore centralized
servers. TACACS+ provi des separate authentication, authorization and
accounting services. This docunent describes the protocol that is
used by TACACS+.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on June 18, 2016.
Copyright Notice

Copyright (c) 2015 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions wth respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.

Thi s docunent may contain material from | ETF Docunents or |ETF
Contri butions published or nade publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
mat eri al nmay not have granted the | ETF Trust the right to allow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
t he copyright in such materials, this document may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to fornat
it for publication as an RFC or to translate it into | anguages ot her
than English
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1. Introduction

A wi de range of TACACS+ clients and servers are already deployed in
the field. The TACACS+ protocol they are based on is defined in a
draft docunent that was originally intended for |ETF publication.
Thi s docunent is known as ‘The Draft’ [TheDraft]

This specification is essentially a refactoring of the draft with
sonme mnor additions. The definitions in the draft should map onto
this docunent, such that any inplenentations based on the draft wll
be conpliant with this docunent. Chief changes between the
docunent s:

- This docunent introduces a TLS encryption option
- This docunment supports Ms-CHAPv2

- This docunent officially renoves SENDPASS for security reasons.
This option was still docunented as 'deprecated’ in ’'The Draft’

- This docunent deprecates description of |egacy features such as
ARAP and out bound aut hentication. The required enunerations are
kept, but related normative description is renoved.

The TACACSt+ protocol is the | atest generation of TACACS. It
separates the functions of Authentication, Authorization and

Accounting. It allows for arbitrary |ength and content
aut henti cati on exchanges, which will support any authentication
mechanismto be utilized with TACACS+ clients. It is extensible to

provide for site custom zation and future devel opnent features, and
it uses TCP to ensure reliable delivery. The protocol allows the
TACACS+ client to request very fine-grained access control and all ows
the server to respond to each conponent of that request.

The separation of authentication, authorization and accounting is a
fundanent al conponent of the design of TACACS+. The distinction
between themis very inportant so this docunent will address each one
separately. It is inportant to note that TACACS+ provides for al
three, but an inplenentation or configuration is not required to
enploy all three. Each one serves a uni que purpose that alone is

useful, and together can be quite powerful. A very inportant benefit
to separating authentication fromauthorization is that authorization
(and per-user profiles) can be a dynam c process. Instead of a one-
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shot user profile, TACACS+ can be integrated with other negotiations,
such as a PPP negotiation, for far greater flexibility. The
accounting portion can serve to provide security auditing or
accounting/ billing services.

2. Technical Definitions

This section provides a few basic definitions that are applicable to
t hi s docunent

Aut henti cati on

Aut hentication is the action of determi ning who a user (or entity)

is. Authentication can take many forns. Traditional authentication
utilizes a name and a fixed password. Most conmputers work this way,
and TACACS+ can also work this way. However, fixed passwords have
limtations, mainly in the area of security. Many nodern

aut henti cation nmechanisns utilize "one-tinme" passwords or a

chal | enge-response query. TACACS+ is designed to support all of

t hese, and shoul d be powerful enough to handl e any future mechani sms.
Aut hentication generally takes place when the user first logs into a
machi ne or requests a service of it.

Aut hentication is not mandatory; it is a site-configured option.
Sone sites do not require it. Ohers require it only for certain
services (see authorization below). Authentication nay al so take
pl ace when a user attenpts to gain extra privileges, and nust
identify hinself or herself as soneone who possesses the required
i nformati on (passwords, etc.) for those privil eges.

Aut hori zati on

It is inportant to distinguish Authorization from Aut henti cati on.

Aut hori zation is the action of determ ning what a user is allowed to
do. GCenerally authentication precedes authorization, but again, this
is not required. An authorization request may indicate that the user
is not authenticated (we don’'t know who they are). In this case it
is up to the authorization agent to determne if an unauthenti cated
user is allowed the services in question.

I n TACACS+, authorization does not nerely provide yes or no answers,
but it may al so custom ze the service for the particul ar user.
Exanpl es of when authorization woul d be perfornmed are: Wen a user
first logs in and wants to start a shell, or when a user starts PPP
and wants to use IP over PPP with a particular |IP address. The
TACACS+ server m ght respond to these requests by allow ng the
service, but placing a tinme restriction on the |ogin shell, or by
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3.

3.

requiring | P access lists on the PPP connection. For a |list of
aut hori zation attributes, see the authorization section (Section 5)

Account i ng

Accounting is typically the third action after authentication and
aut hori zation. But again, neither authentication nor authorization
is required. Accounting is the action of recording what a user is
doi ng, and/or has done. Accounting in TACACS+ can serve two
purposes: It may be used as an auditing tool for security services.
It may al so be used to account for services used, such as in a
billing environnment. To this end, TACACS+ supports three types of
accounting records. Start records indicate that a service is about
to begin. Stop records indicate that a service has just term nated,
and Update records are internediate notices that indicate that a
service is still being perfornmed. TACACS+ accounting records contain
all the information used in the authorization records, and al so
contain accounting specific information such as start and stop tines
(when appropriate) and resource usage information. A list of
accounting attributes is defined in the accounting section

(Section 6)

dient

The client is any device, (often a Network Access Server) that

provi des access services. The clients usually provide a character
node front end and then allow the user to telnet or rlogin to another
host. A client may al so support protocol based access services.
Server

The server receives TACACS+ protocol requests, and replies according
to its business nodel, in accordance with the flows defined in this
docunent .

Packet

Al'l uses of the word packet in this docunent refer to TACACS+
prot ocol packets unless explicitly noted ot herw se.

TACACS+ Connections and Sessions
1. Connection
TACACS+ uses TCP for its transport. Server port [TBD] is allocated

for Transport encrypted TACACS+ traffic. Server port 49 is allocated
for non Transport encrypted TACACS+ traffic.
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3.1.1. Security Considerations

Transport encryption SHOULD be used in depl oynents when both the
clients and servers support it. Servers that support Transport
encryption MAY be configured to all ow Legacy Body Encryption when
Transport encryption is not supported by the client.

It is NOT recormended to depl oy TACACS+ without Transport or Legacy
Body encryption, other than for test environnents.

3.1.2. TLS Cypher Requirenents

TACACS+ Servers supporting Transport encryption MJST utilise the TLS
options described in the foll ow ng sections.

3.1.2.1. TLS Protocol Version

TACACS+ Servers supporting TLS encryption MJIST inplenent at |east TLS
version 1.2. They MAY inpl enent higher TLS versions.

3.1.2.2. Mndatory C pher Suites

TLS 1.2 RFC 5246 [ RFC5246] all ows specifying application profiles
prescribing which cipher suites to inplenent for interoperability
purposes. To maintain sinplicity of current TACACS+ configuration
usi ng preshared secrets, the server inplenmentati on MIST inpl enent:

TLS _DHE_PSK_W TH_3DES_EDE_CBC_SHA
TLS DHE_PSK_W TH_AES 128 CBC SHA
TLS DHE _PSK_W TH AES 256 CBC SHA

Cient MIST inplenment at | east one of cipher suites which are
i npl emented on the server, and it MAY inplenent all of them

Both clients and servers MAY inplenment other cipher suites, but their
interoperability is not guaranteed and their inplenmentation is
out si de of scope of this docunent.

3.1.2.3. PSK ldentity Requirenents

Because determining a correct PSK value on the server side is a
conputationally intensive operation requiring nmultiple round trips, a
mechani sm for hitless key change nust be defined. During TLS
handshake, a client MJST use PSK identity as defined in RFC 4279
[RFC4279] to signal to the server which PSK value to use. |f server
does not recognize PSK identity it MJST respond with decrypt_error
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alert and MUST NOT respond with unknown_psk_identity. Process to
change preshared keys on server and client is then:

1. Add new key with new PSK identity on the server
2. Add new key with new PSK identity on the client.
3. Renove old key with old PSK identity fromthe client.
4. Renove old key with old PSK identity fromthe server.

Note: PSK identity is transmtted in clear text and nust not contain
i nformati on which could aid an attacker who can eavesdrop on the
connecti on.

3.2. Session

The concept of a session is used throughout this docunent. A TACACS+
session is a single authentication sequence, a single authorization
exchange, or a single accounting exchange.

An accounting and authorization session will consist of a single pair
of packets (the request and its reply). An authentication session
may involve an arbitrary nunber of packets bei ng exchanged. The
session is an operational concept that is maintained between the
TACACS+ client and server. It does not necessarily correspond to a
gi ven user or user action.

3.3. Single Connect Mbde

The packet header (see below) contains a flag to all ow sessions to be
mul ti pl exed on a connecti on.

If a client sets this flag, this indicates that it supports

mul ti pl exi ng TACACS+ sessions over a single TCP connection. The
client MUST NOT send a second packet on a connection until single-
connect status has been established.

If the server sets this flag in the first reply packet in response to
the first packet froma client, this indicates its willingness to
support single-connection over the current connection. The server
may set this flag even if the client does not set it, but the client
is under no obligation to honor it.

The flag is only relevant for the first two packets on a connecti on,
to allow the client and server to establish single connection node.
The flag MJUST be ignored after these two packets since the single-
connect status of a connection, once established, nust not be
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changed. The connection nust instead be closed and a new connection
opened, if required.

When singl e-connect status is established, nmultiple sessions MIST be
al | oned si nul taneously and/ or consecutively on a single TCP
connection. |f single-connect status has not been established in the
first two packets of a TCP connection, then the connection nust be

cl osed at the end of the first session.

3.4. The TACACS+ Packet Header

Al'l TACACS+ packets begin with the follow ng 12 byte header. The
header describes the remai nder of the packet:

12345678 12345678 12345678 123456738

| mjor | mnor | | | |
| versi on| version] type | seqg_no | fl ags |

o e e m o e e m o e e m o e e e +
I I
|  ength |
T . . Fommmmmm e e . +

maj or _ver si on

This is the maj or TACACS+ version nunber.
TAC_PLUS_MAJOR VER : = Oxc

m nor _version

The m nor TACACS+ version nunber.
TAC_PLUS_M NOR_VER DEFAULT := 0x0
TAC PLUS M NOR VER ONE : = 0Ox1

type

This is the packet type. Legal values are:
TAC PLUS AUTHEN : = 0x01 (Authenticati on)

TAC_PLUS_AUTHCR :

0x02 (Aut hori zati on)
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TAC _PLUS_ACCT : = 0x03 (Accounting)
seq_nho

This is the sequence nunber of the current packet for the current
session. The first packet in a session MJST have the sequence nunber
1 and each subsequent packet will increment the sequence nunber by
one. Thus clients only send packets containing odd sequence nunbers,
and TACACS+ servers only send packets containing even sequence
nunbers.

The sequence nunber nust never wap i.e. if the sequence nunber 278-1
is ever reached, that session nust term nate and be restarted with a
sequence nunber of 1.

flags

This field contains various bitmapped fl ags.

The unencrypted flag bit says whether encryption is being used on the
body of the packet (the entire portion after the header).

TAC_PLUS_UNENCRYPTED_FLAG : = 0x01

If this flag is set, then | egacy body encryption is not used. |If
this flag is cleared, the packet is encrypted. Unencrypted packets
are intended for testing, and are not recommended for normal use.

The singl e-connection fl ag:
TAC _PLUS_SI NGLE_CONNECT_FLAG : = 0x04

This flag is used to allow a client and server to agree whet her
mul ti pl e sessions nmay be nultiplexed onto a single connection.

session_id

The Id for this TACACS+ session. The session id should be randomy
chosen. This field does not change for the duration of the TACACS+
session. (If this value is not a cryptographically strong random
nunber, it will conprom se the protocol’s security, see RFC 1750

[ RFC1750] )

| ength
The total |ength of the packet body (not including the header). This

value is in network byte order. Packets are never padded beyond this
| engt h.
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3.5. The TACACSt+ Packet Body

The TACACSt+ body types are defined in the packet header. The

remai nder of this docunent will address the contents of the different
TACACS+ bodies. The follow ng general rules apply to all TACACS+
body types:

- Any variable length data fields which are unused MJUST have a
| engt h val ue equal to zero.

- Unused fixed length fields SHOULD have val ues of zero.

- Al data and nessage fields in a packet MJUST NOT be nul
t erm nat ed.

- Al length values are unsigned and in network byte order.

- There shoul d be no padding in any of the fields or at the end of
a packet.

3.6. Encryption
3.6.1. Legacy Body Encryption

The body of packets may be encrypted. The follow ng sections
descri be the | egacy encryption nmechanismthat is supported to enable
backwards conpatibility with "The Draft’.

When the encryption nechanismrelies on a secret key, it is referring
to a shared secret value that is known to both the client and the
server. This docunent does not discuss the managenent and storage of
those keys. It is an inplenentation detail of the server and client,
as to whether they will maintain only one key, or a different key for
each client or server with which they communi cate. For security
reasons, the latter options should be available, but it is a site
dependent decision as to whether the use of separate keys is

appropri ate.

The encrypted flag field may be set as foll ows:
TAC_PLUS_UNENCRYPTED FLAG == 0x0

In this case, the packet body is encrypted by XOR-ing it byte-w se
with a pseudo random pad.

ENCRYPTED {data} == data ™ pseudo_pad
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The pad is generated by concatenating a series of MD5 hashes (each 16
bytes long) and truncating it to the Iength of the input data.

Whenever used in this docunent, MD5 refers to the "RSA Data Security,
I nc. MD5 Message-Digest Algorithmt as specified in RFC 1321 [ RFC1321]

pseudo _pad = {MD5_1 [,MD5 2 [ ... ,MD5 n]]} truncated to | en(data)

The first MD5 hash is generated by concatenating the session_id, the
secret key, the version nunber and the sequence nunber and then
runni ng MD5 over that stream All of those input values are
avai l abl e in the packet header, except for the secret key which is a
shared secret between the TACACS+ client and server.

The version nunber is the one byte concatenation of the najor and
m nor version nunbers.

The session id is used in network byte order.

Subsequent hashes are generated by using the sane input stream but
concatenating the previous hash value at the end of the input stream

MD5 1 = MD5{session_id, key, version, seq_no} M) 2 = MD5{session_id,
key, version, seq_no, MD5_1} .... MD5_n = MD5{session_id, key,
version, seq_no, M5 _n-1}

TAC_PLUS_UNENCRYPTED_FLAG == 0x1

In this case, the entire packet body is in cleartext. Encryption and
decryption are null operations. This nethod should only be used for
debugging. It does not provide data protection or authentication and
is highly susceptible to packet spoofing. Inplenmenting this
encryption nmethod is optional.

NOTE: | npl enentations should take care not to skip decryption sinply
because an incom ng packet indicates that it is not encrypted. |If

t he unencrypted flag is not set, and the packet is not encrypted, it
nmust be dropped.

After a packet body is decrypted, the I engths of the conponent val ues
in the packet should be summed and checked agai nst the cleartext
dat al engt h val ue fromthe header. Any packets which fail this check
shoul d be discarded and an error signalled. Comonly such failures
may be expected to be seen when there are m smatched keys between the
client and the TACACS+ server.
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If an error nust be declared but the type of the incom ng packet
cannot be determ ned, a packet with the identical cleartext header
but with a sequence nunber increnmented by one and the length set to
zero MJST be returned to indicate an error.

4. Authentication

4.1. The Authentication START Packet Body

12345678 12345678 12345678 123456738

S S S S +
| action | priv_Ivl | authen_type | service |
U U U U +
| user |en | port |en | remaddr len | data | en |
Fom e e e Fom e e e Fom e e e Fom e e e +
| user

S S S S +
| port

U U U U +
| rem addr

Fom e e e Fom e e e Fom e e e Fom e e e +
| dat a

S S S S +

Packet fields are as foll ows:
action

Thi s describes the authentication action to be perforned. Legal
val ues are:

TAC_PLUS_AUTHEN LOG N : = 0x01

TAC_PLUS_AUTHEN_CHPASS : = 0x02

TAC_PLUS_AUTHEN_SENDAUTH : = 0x04
priv_|vl

This indicates the privilege level that the user is authenticating
as. Please refer to the Privilege Level section (Section 8) bel ow

aut hen_t ype

The type of authentication that is being perforned. Legal val ues
are:

TAC_PLUS_AUTHEN TYPE ASCI| := 0x01

Dahm et al. Expires June 18, 2016 [ Page 12]



| nt er net - Draf t The TACACS+ Pr ot ocol Decenmber 2015

TAC _PLUS _AUTHEN TYPE_PAP : = 0x02
TAC PLUS_AUTHEN TYPE CHAP : = 0x03
TAC PLUS AUTHEN TYPE ARAP : = 0x04 (deprecated)
TAC_PLUS_AUTHEN TYPE_MSCHAP : = 0x05
TAC PLUS_AUTHEN TYPE NMBCHAPV2 : = 0x06
service

This is the service that is requesting the authentication. Legal
val ues are:

TAC PLUS AUTHEN SVC NONE : = 0x00

TAC_PLUS_AUTHEN SVC LOG N : = 0x01

TAC_PLUS_AUTHEN SVC ENABLE : = 0x02

TAC PLUS AUTHEN SVC PPP : = 0x03

TAC_PLUS_AUTHEN_ SVC ARAP : = 0x04

TAC_PLUS AUTHEN SVC PT := 0x05

TAC PLUS AUTHEN SVC RCMD : = 0x06

TAC_PLUS_AUTHEN SVC X25 : = 0x07

TAC_PLUS_AUTHEN SVC NAS| := 0x08

TAC PLUS AUTHEN SVC FWPROXY : = 0x09
The ENABLE service refers to a service requesting authentication in
order to grant the user different privileges. This is conparable to
the Unix "su(l)" command. A service value of NONE should only be
used when none of the other service values are appropriate.

user

The usernane. It is encoded in [UTF-8]. It is optional in this
packet, dependi ng upon the class of authentication.

port
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The US-ASCI1 nane of the client port on which the authentication is
taking place. The value of this field is client specific. (For
exanple, Ci sco uses "ttyl0" to denote the tenth tty |ine and
"Asyncl0" to denote the tenth async interface).

rem addr

An US-ASCII string this is a "best effort" description of the renote
| ocation fromwhich the user has connected to the client. It is
intended to hold a network address if the user is connected via a
network, a caller IDis the user is connected via |ISDN or a POTS, or
any other renote location information that is available. This field
is optional (since the information may not be avail able).

dat a

This field is used to send data appropriate for the action and
authen_type. It is described in nore detail bel ow

.2. The Authentication REPLY Packet Body

The TACACS+ server sends only one type of authentication packet (a
REPLY packet) to the client. The REPLY packet body | ooks as foll ows:

12345678 12345678 12345678 123456178

R R R R +
| st at us | flags | server_nsg | en |
o e e m o e e m o e e m o e e e +
| data | en | server _nsg
Ry R Ry T +
| data ..

S R +

st at us

The current status of the authentication. Legal values are:
TAC PLUS AUTHEN STATUS PASS : = 0x01
TAC PLUS AUTHEN STATUS FAIL := 0x02

TAC_PLUS_AUTHEN STATUS GETDATA : = 0x03

TAC_PLUS_AUTHEN STATUS GETUSER : = 0x04
TAC_PLUS_AUTHEN STATUS_GETPASS : = 0x05
TAC_PLUS_AUTHEN STATUS RESTART : = 0x06
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TAC _PLUS_AUTHEN_STATUS ERROR : = 0x07
TAC _PLUS_AUTHEN_STATUS_FOLLOW : = 0x21
fl ags

Bi t mapped flags that nodify the action to be taken. The follow ng
val ues are defi ned:

TAC PLUS_REPLY_FLAG NOECHO : = 0x01
server _mnsg
A nessage to be displayed to the user. This field is optional. If
it exists, it is intended to be presented to the user. US-ASCII
charset nust be used.
dat a
This field holds data that is a part of the authentication exchange
and is intended for the client, not the user. Valid uses of this
field are described bel ow.

4.3. The Authentication CONTI NUE Packet Body

This packet is sent fromthe client to the server follow ng the
recei pt of a REPLY packet.

12345678 12345678 12345678 123456738

U U U U +
| user _nsg | en | data | en |
Fom e e e e e o e oo o Fom e e e e e o e oo o Fom e e e e e o e oo o Fom e e e m oo oo +
| flags | user_nsg

o e e m o e e m o e e m o e e e +
| data .

U +

user _mnsg

This field is the string that the user entered, or the client
provi ded on behalf of the user, in response to the server_nsg froma
REPLY packet .

dat a
This field carries information that is specific to the action and the

authen_type for this session. Valid uses of this field are described
bel ow.
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flags

This holds the bitmapped flags that nodify the action to be taken.
The foll ow ng val ues are defined:

TAC PLUS_CONTI NUE_FLAG ABORT : = 0x01
4.4. Description of Authentication Process

Aut hentications are classified by the action, authen_type and service
fields in the START packet of the authentication Session. The user,
priv_lvl, service, port and remaddr in the START packet are al
provided to help identify the conditions on the client.

The information necessary to transact the authentication is passed in
the data field of every START, REPLY and CONTI NUE packet. The usage
of this field varies according to the classification of the

aut hentication, and is described below. For all REPLY packets, the
server_nsg may contain a nmessage to be displayed to the user

A set of standard authentication classifications is defined in this
docunent. Each authentication flow consists of a START packet. The
server responds either with a request for nore information (GETDATA,
GETUSER or GETPASS) or a termnation (PASS or FAIL). The actions and
meani ngs when the server sends a RESTART, ERROR or FOLLOW are common
and are described further bel ow

When the REPLY status equals TAC PLUS AUTHEN STATUS GETDATA,

TAC _PLUS_AUTHEN_STATUS GETUSER or TAC PLUS AUTHEN STATUS GETPASS,
then authentication continues and the server_nsg nmay be used by the
client to pronpt the user for nore information. The client MJST then
return a CONTI NUE packet containing the requested information in the
user _nsg field.

Al three cause the sane action to be perfornmed, but in the case of
TAC PLUS_AUTHEN STATUS GETUSER, the client can know that the
information that the user responds with is a usernane, and for

TAC PLUS_AUTHEN STATUS GETPASS, that the user response represents a
password. TAC PLUS AUTHEN STATUS GETDATA is the generic request for
nore information. |f the TAC PLUS REPLY FLAG NOECHO flag is set in
the REPLY, then the user response nust not be echoed as it is
entered. The data field is only used in the REPLY where explicitly
def i ned bel ow.
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4.4.1. Version Behavi our

The TACACS+ protocol is versioned to allow revisions while

mai nt ai ni ng backwards conpatibility. The version nunber is in every
packet header. The changes between minor_version 0 and 1 apply only
to the authentication process, and all deal wth the way that CHAP
and PAP aut hentications are handl ed. mnor_version 1 may only be used
for authentication classes that explicitly call for it in the table

bel ow

LOG N CHPASS SENDAUTH
ASCI | vO vO NA
PAP vl NA vl
CHAP vl NA vl
MS- CHAP vl NA vl

When a server receives a packet wwth a mnor_version that it does not
support, it should return an ERROR status with the m nor_version set
to the cl osest supported val ue.

In mnor_version 0, CHAP and out bound PAP aut hentications were
performed by the client sending a SENDPASS packet to the server. The
SENDPASS requested a copy of the user’s plaintext password so that
the client could conplete the authentication. The CHAP hashi ng was
performed on the client. |nbound PAP perfornmed a nornmal LOG N
sendi ng the usernanme in the START packet and then waiting for a
GETPASS and sendi ng the password in a CONTI NUE packet .

In mnor_version 1, CHAP and i nbound PAP use LOGd N to performinbound
aut henti cati on and the exchanges use the data field so that the
client only sends a single START packet and expects to receive a PASS
or FAIL. SENDPASS has been deprecated and SENDAUTH i ntroduced, so
that the client can request authentication credentials for
authenticating to a renote peer. SENDAUTH is only used for PPP when
perform ng outbound authenticati on.

NOTE: Only those requests which have changed fromtheir mnor_version
O inplenmentation (i.e. CHAP, Ms-CHAP and PAP aut hentications) shoul d
use the new m nor_version nunber of 1. Al other requests (i.e. al
aut hori sation and accounting and ASCI| authentication) MJST continue
to use the sanme m nor_version nunber of 0. The renoval of SENDPASS
was pronpted by security concerns, and is no | onger considered part
of the TACACS+ protocol.
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4.4.2. Common Aut hentication Fl ows

Thi s section describes the authentication flows that should be
support ed.

I nbound ASCI| Login

action = TAC PLUS AUTHEN LOG N
aut hen_type = TAC _PLUS_AUTHEN TYPE_ASCI |
m nor_version = 0x0

This is a standard ASCI| authentication. The START packet may
contain the usernane, but need not do so. The data fields in both

t he START and CONTI NUE packets are not used for ASCII logins. There
is a single START followed by zero or nore pairs of REPLYs and

CONTI NUEs, followed by a term nating REPLY (PASS or FAIL).

| nbound PAP Logi n

action = TAC PLUS AUTHEN LOG N
aut hen_type = TAC_PLUS_AUTHEN TYPE_PAP
m nor _version = 0x1

The entire exchange MJUST consist of a single START packet and a
single REPLY. The START packet MJST contain a usernanme and the data
field MUST contain the PAP ASCI| password. A PAP authentication only
consists of a usernane and password RFC 1334 [ RFC1334] . The REPLY
fromthe server MIST be either a PASS or FAIL.

| nbound CHAP | ogin

action = TAC PLUS AUTHEN LOG N
aut hen_type = TAC _PLUS_AUTHEN TYPE_CHAP
m nor _version = 0x1

The entire exchange MJUST consist of a single START packet and a
single REPLY. The START packet MJST contain the username in the user
field and the data field will be a concatenation of the PPP id, the
chal I enge and the response.

The |l ength of the challenge value can be determned fromthe | ength

of the data field mnus the length of the id (always 1 octet) and the
| ength of the response field (always 16 octets).
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To performthe authentication, the server will run MD5 over the id,
the user’s secret and the challenge, as defined in the PPP

Aut hentication RFC RFC 1334 [ RFC1334] and then conpare that val ue
with the response. The REPLY fromthe server MUST be a PASS or FAIL.

| nbound Ms-CHAP v1 | ogin

action = TAC PLUS AUTHEN LOG N
aut hen_type = TAC _PLUS_AUTHEN TYPE_MSCHAP
m nor_version = 0x1

The entire exchange MJUST consist of a single START packet and a
single REPLY. The START packet MJST contain the usernane in the user
field and the data field will be a concatenation of the PPP id, the
M5- CHAP chal | enge and the Ms-CHAP response.

The I ength of the challenge value can be determned fromthe | ength
of the data field mnus the length of the id (always 1 octet) and the
| ength of the response field (always 49 octets).

To performthe authentication, the server will use a conbination of
MD4 and DES on the user’s secret and the challenge, as defined in RFC
2433 [ RFC2433] and then conpare the resulting value with the

response. The REPLY fromthe server MJST be a PASS or FAIL.

| nbound MS-CHAP v2 | ogin

action = TAC PLUS AUTHEN LOG N
aut hen_type = TAC PLUS_AUTHEN_ TYPE_MSCHAP
m nor_version = 0x1

The entire exchange MJUST consist of a single START packet and a
single REPLY. The START packet MJST contain the usernane in the user
field and the data field will be a concatenation of the PPP id, the
M5- CHAP chal | enge and the Ms-CHAP response.

The |l ength of the challenge value can be determned fromthe | ength
of the data field mnus the length of the id (always 1 octet) and the
| ength of the response field (always 49 octets).

To performthe authentication, the server wll use a the algorithm
speci fied RFC RFC2759 [ RFC2759] on the user’s secret and chall enge
and then conpare the resulting value with the response. The REPLY
fromthe server MIUST be a PASS or FAIL.

Enabl e Requests
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action = TAC PLUS_AUTHEN LOG N
priv_Ivl = inplenentation dependent
aut hen_type = not used

service = TAC PLUS_AUTHEN SVC ENABLE

This is an ENABLE request, used to change the current running

privilege level of a principal. The exchange MAY consist of nultiple
nmessages while the server collects the information it requires in
order to allow changing the principal’s privilege level. This
exchange is very simlar to an Inbound ASCII |ogin (which see).

In order to readily distinguish enable requests from other types of
request, the value of the service field MIST be set to

TAC PLUS_AUTHEN SVC ENABLE when requesting an ENABLE. |t MJST NOT be
set to this val ue when requesting any other operation.

ASCI | change password request

action = TAC_PLUS AUTHEN CHPASS
aut hen_type = TAC PLUS AUTHEN TYPE_ASCI |

Thi s exchange consists of nultiple nessages while the server collects
the information it requires in order to change the user’s password.

It is very simlar to an ASCI1 login. The status val ue

TAC PLUS_AUTHEN STATUS GETPASS MUST only be used when requesting the
"new' password. It MAY be sent nultiple tinmes. Wen requesting the
"ol d" password, the status value MJST be set to

TAC PLUS AUTHEN STATUS GETDATA.

4.4.3. Aborting an Authentication Session

The client may prematurely term nate a session by setting the

TAC _PLUS CONTI NUE_FLAG ABORT flag in the CONTI NUE nessage. |If this
flag is set, the data portion of the nessage may contain an ASCI |
message explaining the reason for the abort. The sessionis

term nated and no REPLY nessage is sent.

There are three other possible return status val ues that can be used
in a REPLY packet. These can be sent regardless of the action or

aut hen_type. Each of these indicates that the TACACS+ aut hentication
session should be termnated. |In each case, the server_nsg nay
contain a nessage to be displayed to the user.

When the status equals TAC PLUS AUTHEN STATUS FOLLOWt he packet

i ndi cates that the TACACS+ server requests that authentication should
be perfornmed with an alternate server. The data field MJUST contain
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ASCI| text describing one or nore servers. A server description
appears |like this:

[ @pr ot ocol >@ <host >>[ @key>]

The protocol and key are optional. The protocol can describe an
alternate way of perform ng the authentication, other than TACACS+.
If the protocol is not present, then TACACS+ is assuned.

Protocols are ASCII nunbers corresponding to the nethods listed in
the authen_nethod field of authorization packets (defined bel ow).

The host is specified as either a fully qualified domain nane, or an
ASCI I nuneric | P address specified as octets separated by dots ('.’).

If a key is supplied, the client MAY use the key in order to
authenticate to that host. |If nore than one host is specified, they
MJST be separated by an ASCI| Carriage Return (0x0D).

Use of the hosts in a TAC PLUS AUTHEN STATUS FOLLOW packet is at the
di scretion of the TACACS+ client. It may choose to use any one, al
or none of these hosts. |If it chooses to use none, then it MJST
treat the authentication as if the return status was

TAC PLUS AUTHEN STATUS FAI L

Wil e the order of hosts in this packet indicates a preference, but
the client is not obliged to use that ordering.

If the status equals TAC PLUS AUTHEN STATUS ERROR, then the host is
indicating that it is experiencing an unrecoverable error and the

aut henti cati on should proceed as if that host could not be contacted.
The data field may contain a nessage to be printed on an

adm ni strative consol e or |og.

If the status equals TAC PLUS AUTHEN STATUS RESTART, then the

aut henti cati on sequence should be restarted with a new START packet
fromthe client. This REPLY packet indicates that the current

aut hen_type value (as specified in the START packet) is not
acceptable for this session, but that others may be.

The TAC PLUS AUTHEN STATUS RESTART REPLY packet may contain a |list of
valid authen_type values in the data portion of the packet. The

aut hen_type values are a single byte in length so the data_l en val ue
i ndi cates the nunber of authen_type values included. This packet is
only currently intended for PPP authentication when nmultiple

aut henti cati on nmechani sns are avail abl e and can be negoti ated bet ween
the client and the renote peer. This also requires future PPP

aut henti cati on extensi ons which have not yet been passed through the
|ETF. If a client chooses not to accept the
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5.

1

TAC _PLUS_AUTHEN STATUS RESTART packet, then it shoul d be TREATED as
if the status was TAC PLUS AUTHEN STATUS FAI L.

Aut hori zati on

This part of the TACACSt protocol provides an extensible way of
providing renote authorization services. An authorization session is
defined as a single pair of nessages, a REQUEST followed by a
RESPONSE.

The aut horizati on REQUEST nessage contains a fixed set of fields that
describe the authenticity of the user or process, and a variable set
of argunments that describe the services and options for which

aut hori zation is requested.

The RESPONSE contains a variable set of response argunents
(attribute-value pairs) that can restrict or nodify the clients
actions.

The argunents in both a REQUEST and a RESPONSE can be specified as
ei ther mandatory or optional. An optional argunent is one that nmay
or may not be used, nodified or even understood by the recipient.

A mandat ory argunment MJST be both understood and used. This allows
for extending the attribute list while providing secure backwards
conpatibility.

The Aut hori zati on REQUEST Packet Body
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12345678

T T E et R R +
| authen_method | priv_|vl | authen_type | aut hen_service
T T J ey iy o e e m o e e e +
| user len port |en | remaddr len | arg_cnt |
e T Fommmmmmeemaaaaa e +
| arg 1 len arg 2 len | | arg N len |
iy S R +
| user

T T J ey iy o e e m o e e e +
| port

T T R R +
| rem addr

T T E e R R +
| arg 1

T T J ey iy o e e m o e e e +
| arg 2

T T R R +
L -------------------------------- R R +
| arg N

T T J ey iy o e e m o e e e +

aut hen_net hod

The TACACS+ Pr ot ocol

12345678

123456738

Decenmber 2015

12345678

This indicates the authentication nethod used by the client to
acquire the user information.

TAC PLUS_AUTHEN METH NOT_SET : = 0x00

0x01

Dahm et al.

TAC_PLUS_AUTHEN METH NONE : =

TAC PLUS_AUTHEN METH KRB5 :

TAC PLUS_AUTHEN METH LI NE :

0x02

0x03

TAC_PLUS_AUTHEN METH ENABLE : = 0x04

TAC PLUS_AUTHEN METH LOCAL :

0x05

TAC_PLUS_AUTHEN_METH_TACACSPLUS : = 0x06

TAC_PLUS_AUTHEN METH GUEST :

0x08

TAC PLUS_AUTHEN METH RADI US : = 0x10

TAC PLUS_AUTHEN METH KRB4 :

Ox11
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TAC_PLUS_AUTHEN METH _RCMD : = 0x20
KRB5 and KRB4 are Kerberos version 5 and 4. LINE refers to a fixed
password associated with the line used to gain access. LOCAL is a
client local user database. ENABLE is a command that authenticates
in order to grant new privileges. TACACSPLUS is, of course, TACACS+.
GQUEST is an unqualified guest authentication, such as an ARAP guest
login. RADIUS is the Radius authentication protocol. RCMD refers to
aut henti cati on provided via the R-conmand protocols from Berkel ey
Uni x. (One should be aware of the security limtations to R command
aut henti cation.)
priv_|vl
This field matches the priv_Ivl field in authentication request and
is described in the Privilege Level section (Section 8) below. It
i ndi cates the users current privilege |evel.
aut hen_t ype
This field matches the authen_type field in the authentication
section (Section 4) above. It indicates the type of authentication
t hat was perforned
aut hen_servi ce
This field matches the service field in the authentication section
(Section 4) above. It indicates the service through which the user
aut henti cat ed.
user
This field contains the user’s account nane.
port

This field matches the port field in the authentication section
(Section 4) above.

rem addr

This field matches the remaddr field in the authentication section
(Section 4) above.

arg_cnt

The nunber of authorization argunents to foll ow
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arg

An attribute-value pair that describes the command to be perforned.
(see bel ow)

The authorization argunments in both the REQUEST and t he RESPONSE are
attribute-value pairs. The attribute and the value are in a single
US-ASCI| string and are separated by either a "=" (0X3D) or a "*"
(0OX2A). The equals sign indicates a mandatory argunent. The
asterisk indicates an optional one.

Optional argunents are ones that may be di sregarded by either client
or server. Mandatory argunents require that the receiving side

understands the attribute and will act onit. |If the client receives
a mandatory argunent that it cannot oblige or does not understand, it
MUST consi der the authorization to have failed. It is legal to send

an attribute-value pair wwth a NULL (zero | ength) val ue.
Attribute-value strings are not NULL term nated, rather their length
value indicates their end. The maxi mumlength of an attri bute-val ue
string is 255 characters.

. 2. The Authorization RESPONSE Packet Body

12345678 12345678 12345678 123456178

R R R R +
| st at us | arg_cnt | server_nmnsg | en |
o e e m o e e m o e e m o e e e +
+ data | en | arg 1 len | arg 2 len |
R R Iy Iy +
| | arg N len | server_nsg
S R R S +
| dat a

o e e m o e e m o e e m o e e e +
| arg 1

P R R R +
| arg 2

R R R R +
L ---------------- o e e m o e e m o e e e +
| arg N

P R R R +

status This field indicates the authorization status
TAC PLUS AUTHOR STATUS PASS ADD : = 0x01

TAC_PLUS_AUTHOR STATUS PASS REPL := 0x02
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TAC_PLUS_AUTHOR STATUS FAIL := 0x10

TAC_PLUS_AUTHOR STATUS_ERRCR : = Ox11

TAC_PLUS_AUTHOR STATUS FOLLOW: = 0x21
server_nsg

This is an US-ASCI| string that nay be presented to the user. The
decision to present this nessage is client specific.

dat a

This is an US-ASCI| string that nmay be presented on an adm nistrative
di splay, console or log. The decision to present this nmessage is
client specific.

arg_cnt
The nunber of authorization argunments to follow
arg

An attribute-value pair that describes the command to be perforned.
(see bel ow)

If the status equals TAC PLUS AUTHOR STATUS FAIL, then the
appropriate action is to deny the user action.

If the status equals TAC PLUS AUTHOR STATUS PASS ADD, then the
argunents specified in the request are authorized and the argunents
in the response are to be used IN ADDITION to those argunents.

If the status equals TAC PLUS AUTHOR STATUS PASS REPL t hen the
argunents in the request are to be conpletely replaced by the
argunments in the response.

If the intended action is to approve the authorization with no
nodi fications, then the status should be set to
TAC PLUS AUTHOR STATUS PASS ADD and the arg_cnt should be set to O.

A status of TAC PLUS AUTHOR STATUS ERRCR i ndi cates an error occurred
on the server

When the status equals TAC PLUS AUTHOR STATUS FOLLOW then the
arg_cnt MJUST be 0. In that case, the actions to be taken and the
contents of the data field are identical to the

TAC _PLUS_AUTHEN STATUS FOLLOW status for Authentication. None of the
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arg val ues have any relevance if an ERROR i s set,

i gnor ed.

6. Accounti ng

The TACACS+ Pr ot ocol

6.1. The Account REQUEST Packet Body

TACACS+ accounting is very simlar to authorization.

mat is also simlar.

tion. The extensible portion uses al
t hat aut hori zati on uses, and adds several nore.

12345678 123456738

R R S
| flags | authen_method | priv_|vl
o e e m o e e m Fom e e o
| authen_service | user len | port
e Ry IR .
| arg_cnt | arg 1 len | arg 2 len
R R R
| arg N len | user

o e e m o e e m Fom e e o
| port ..

Ry R S
| rem addr

R R S
| arg 1 .

o e e m o e e m Fom e e o
| arg 2 .

P R S
L ---------------- R S
| arg N .

o e e m o e e m Fom e e o
fl ags

Thi s hol ds bit mapped fl ags.

TAC PLUS_ACCT_FLAG START : = 0x02

TAC_PLUS ACCT _FLAG STOP : = 0x04

TAC PLUS_ACCT FLAG WATCHDOG : = 0x08

12345678

Decenmber 2015

and nust be

The packet for-

There is a fixed portion and an extensi bl e por-
the sane attribute-value pairs

12345678

T SR +

| authen_type |
T T Ty +

| remaddr len |
R T Ty +

| C. |
B TSy +
T T Ty +
R T T ISy +
T SR +
T T Ty +
R T T ISy +
T SR +
T T Ty +

All other fields are defined in the authorization and authenticati on
sections above and have the sane senantics.
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See section 12 Accounting Attribute-value Pairs for the dictionary of
attributes rel evant to accounti ng.

6.2. The Accounting REPLY Packet Body

The response to an accounting nmessage is used to indicate that the
accounting function on the server has conpleted. The server should
reply with success only when the record has been conmtted to the
required | evel of security, relieving the burden on the client from
ensuring any better form of accounting is required.

12345678 12345678 12345678 12345678

U U U U +
| server_nsg |l en | data | en |
Fom e e e Fom e e e Fom e e e Fom e e e +
| st at us | server_nsg

S S S S +
| dat a

U +

status

This is the return status. Values are:
TAC_PLUS ACCT_STATUS SUCCESS : = 0x01
TAC PLUS_ACCT_STATUS ERRCR : = 0x02
TAC PLUS ACCT_STATUS FOLLOW: = 0x21

server_nsg

This is a US-ASCII string that may be presented to the user. The
decision to present this nessage is client specific.

dat a

This is a US-ASCII string that may be presented on an admni strative
di splay, console or log. The decision to present this nmessage is
client specific.

When the status equals TAC PLUS ACCT_STATUS FOLLOW then the actions
to be taken and the contents of the data field are identical to the
TAC PLUS AUTHEN STATUS FOLLOW status for Authentication.

The server MJUST term nate the session after sending a REPLY.
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The TAC PLUS _ACCT_FLAG START flag indicates that this is a start
accounting nmessage. Start nessages should only be sent once when a
task is started. The TAC PLUS ACCT FLAG STOP indicates that this is
a stop record and that the task has term nated. The

TAC PLUS ACCT_FLAG WATCHDOG fl ag neans that this is an update record.
Update records are sent at the client’s discretion when the task is
still running.

Summary of Accounting Packets

| | NVALI D
| Start Accounting Record
| Stop Accounting Record
| 1 NVALID

| Wat chdog, no update

| Watchdog, with update

| | NVALI D

| 1 NVALID

PRPRFPPRPOOOO

The START and STOP flags are mutual ly exclusive. Wen the WATCHDOG
flag is set along with the START flag, it indicates that the update
record is a duplicate of the original START record. |If the START
flag is not set, then this indicates a mninmal record indicating only
that task is still running. The STOP flag MJUST NOT be set in
conjunction wth the WATCHDOG fl ag.

7. Attribute-Value Pairs
TACACS+ is intended to be an extensible protocol. The attributes
used in Authorization and Accounting are not fixed. Sone attributes
are defined bel ow for common use cases, clients MJST use these
attri butes when supporting the correspondi ng use cases.

Al'l nuneric values in an attribute-value string are provided as
deci mal US- ASCI| nunbers, unless otherw se stated.

Al'l boolean attributes are encoded with values "true" or "fal se".

It is recoomended that hosts be specified as a nuneric address so as
to avoid any anbiguities.

Absol ute tinmes should be specified in seconds since the epoch,

12: 00am Jan 1 1970. The tinmezone MJUST be UTC unless a tinezone
attribute is specified.
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A val ue of NULL neans an attribute with a zero length string for its
value i.e. cnmd=NULL is actually transmtted as the string of 4
characters "cnd="

7.1. Authorization Attributes
service

The primary service. Specifying a service attribute indicates that
this is a request for authorization or accounting of that service.

Current values are "slip", "ppp", "shell", "tty-server",

"connection", "systeni and "firewall". This attribute MJST al ways be
i ncl uded.

pr ot ocol

a protocol that is a subset of a service. An exanple would be any

PPP NCP. Currently known val ues are "lcp", "ip", "ipx", "atal k",
"vines", "lat", "xrenmote", "tn3270", "telnet", "rlogin", "pad",
"vpdn", "ftp", "http", "deccp", "osicp" and "unknown".

cmd

a shell (exec) command. This indicates the conmand nanme for a shel
command that is to be run. This attribute MJIST be specified if
service equals "shell". A NULL value indicates that the shell itself
is being referred to.

cnd-arg

an argunment to a shell (exec) command. This indicates an argunent
for the shell command that is to be run. Miltiple cnd-arg attri butes
may be specified, and they are order dependent.

acl

US- ASCI | nunber representing a connection access list. Used only
when servi ce=shel |l and cnd=NULL

i nacl
US-ASCI| identifier for an interface input access list.
out acl
US-ASCI| identifier for an interface output access |ist.

zonel i st
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A nuneric zonelist value. (Applicable to AppleTalk only).
addr

a network address

addr - pool

The identifier of an address pool fromwhich the client should assign
an address.

routing

A bool ean. Specifies whether routing information is to be propagated
to, and accepted fromthis interface.

rout e

Indicates a route that is to be applied to this interface. Values
MUST be of the form "<dst_address> <mask> [<routing_addr>]". If a
<routing _addr> is not specified, the resulting route should be via
t he requesting peer.

ti meout

an absolute timer for the connection (in mnutes). A value of zero
i ndi cates no tinmeout.

idletine

an idle-tinmeout for the connection (in mnutes). A value of zero
i ndi cates no timnmeout.

aut ocnd
an auto-conmand to run. Used only when service=shell and cnmd=NULL
noescape

Bool ean. Prevents user fromusing an escape character. Used only
when servi ce=shel|l and cnd=NULL

nohangup

Bool ean. Do no disconnect after an automatic conmmand. Used only
when servi ce=shell and cnd=NULL

priv-1vl
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privilege level to be assigned. Please refer to the Privilege Level
section (Section 8) bel ow
renot e_user
renote userid (authen_nethod nust have the val ue
TAC PLUS_AUTHEN METH RCMD). In the case of rcnd authorizations, the
aut hen_nethod will be set to TAC PLUS AUTHEN METH RCMD and the
renmote_user and renote_host attributes will provide the renote user
and host information to enable rhost style authorization. The
response nmay request that a privilege |level be set for the user.
renot e_host

renot e host (authen_nethod nust have the val ue
TAC_PLUS_AUTHEN METH_RCMD)

cal | back-di al string
I ndi cates that callback should be done. Value is NULL, or a
dialstring. A NULL value indicates that the service MAY choose to
get the dialstring through other neans.
cal | back-1ine
The Iine nunber to use for a call back.
cal | back-rotary
The rotary nunber to use for a call back
nocal | back-verify
Do not require authentication after call back.
7.2. Accounting Attributes
The follow ng new attributes are defined for TACACS+ accounting only.
When these attribute-value pairs are included in the argunent I|ist,
t hey shoul d precede any attribute-value pairs that are defined in the
aut hori zation section (Section 5) above.
task id
Start and stop records for the same event MJST have matching task id

attribute values. The client nust not reuse a specific task id in a
start record until it has sent a stop record for that task_id.
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start _tine

The tinme the action started ().

stop_tine

The tinme the action stopped (in seconds since the epoch.)
el apsed_tine

The el apsed tine in seconds for the action. Useful when the device
does not keep real tine.

ti mezone

The tinmezone abbreviation for all timestanps included in this packet.
event

Used only when "service=systeni. Current values are "net_acct",
"cnmd_acct", "conn_acct", "shell _acct" "sys_acct" and "cl ock_change".
These indicate system |l evel changes. The flags field SHOULD i ndicate
whet her the service started or stopped.

reason

Acconpani es an event attribute. It describes why the event occurred.
byt es

The nunber of bytes transferred by this action

bytes in

The nunber of input bytes transferred by this action

byt es_out

The nunber of output bytes transferred by this action

paks

The nunber of packets transferred by this action.

paks_in

The nunber of input packets transferred by this action.
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paks_out
The nunber of output packets transferred by this action.
status

The nuneric status value associated with the action. This is a
signed four (4) byte word in network byte order. O is defined as
success. Negative nunbers indicate errors. Positive nunbers

i ndicate non-error failures. The exact status val ues may be defi ned
by the client.

err_msg
An US-ASCI |1 string describing the status of the action.

8. Privilege Levels
The TACACSt+ Protocol supports flexible authorization schenes through
the extensible attributes. One schene is built in to the protocol:
Privilege Levels. Privilege Levels are ordered values fromO to 15
with each I evel representing a privilege level that is a superset of
t he next |ower value. Pre-defined values are:

TAC PLUS PRI V_LVL_MAX : = OxOf

TAC PLUS PRIV _LVL_ROOT : = OxOf

TAC PLUS PRI V_LVL_USER :

0x01
TAC PLUS PRIV LVL_M N : = 0x00

If a client uses a different privilege | evel schene, then it nust nmap
the privilege I evel to schene above.

Privilege Levels are applied in two ways in the TACACS+ protocol:

- As an argunent in authorization EXEC phase (when service=shel
and cnd=NULL), where it is primarily used to set the initial
privilege level for the EXEC session.

- In the packet headers for Authentication, Authorization and
Accounting. The privilege level in the header is primarily
significant in the Authentication phase for enabl e authentication
where a different privilege |evel is required.
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The use of Privilege levels to determ ne session-based access to
commands and resources is not mandatory for clients, but it is in
common use so SHOULD be supported by servers.
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