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Abstract

As | P networks grow nore conplicated, these networks require a new

i nteraction nmechani sm between custoners and their networks based on
intent rather than detailed specifics. An intent-based |anguage is
need to enable custoners to easily describe their diverse intent for
network connectivity to the network managenent systems. This
docunent describes the problem I ntent-Based NEtwork Mdelling (IB-
NEMO) | anguage is trying to solve, a sunmary of the use cases that
denonstrate this problem and a proposed scope of work. Part of the
scope is the validation of the |anguage as a mninmal (or reduced)
subset.

The | B- NEMO | anguage consi sts of conmands exchanged between an
application and a network manager/controller. Sone would call this
boundary between the application and the network nmanagenment system as
nort hbound interface (NBI).

| B- NEMO focuses on creating mniml subset of the total possible

I nt ent - Based conmands to pass across this NBI. By creating a m ni nal
subset (about 20% of the total possible) of all intent commands, the
| B-NEMO can be a sinple Intent interface for nost applications
(hopefully 80% . Part of validation of this command | anguage is to
to provide test cases where a set of commands are used to convey
information for a use case which result in a particular data nodel in
the network controller.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a naxi mum of siXx nonths
and may be updated, replaced, or obsoleted by other docunents at any
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tinme.

It is inappropriate to use Internet-Drafts as reference

material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 21, 2016.

Copyright Notice

Copyright (c) 2015 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents

careful ly,

to this docunent. Code Conponents extracted fromthis docunent
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as
described in the Sinplified BSD License.
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1. | nt roducti on

Thi s docunent describes the problem I ntent-Based Network MXeling
(1 B-NEMO) | anguage is trying to solve, a summary of the use cases and
a proposed scope of work.

| B-NEMO | anguage is a set of commands that allows an application to
express what it wants (its intent) for a network to the network
managenent system (or network controller). Some would describe the
interface between the application and a network as the north bound
interface (NBI) fromthe network manager. This paper will utilize
that termto indicate the point the |IB-NEMO commands are exchanged
across. Intent sinply neans the user tells the network what the user
wants, but not howto do it. Network provisioning can then
creatively fulfil the user’s desire. The key challenge is to provide
the user wwth tools to express what the user wants.

Creating a Intent-Based | anguage with a m ninmal set of commands
requires boiling down the possible alternative to a mniml subset.
These m nimal set of conmands will be adapted to different contexts
by providing additional context. For networking, an exanple of this
addi tional context may be the nane to address mapping for the nodes
an application desires to connect.

To test | B-NEMO | anguage exchange, the working group nust sel ect use
cases and devel op prototypical data nodels that should occur when |B-
NEMO commands are exchanged.

1.1. \Where to start

In the spirit of mnimalism this introduction starts with a 5
gquestion FAQ (frequently asked questions) for those who are fam i ar
with the concepts of Intent-Based networking to answer "what is
Intent-Based NEMO'. |If the FAQ answers your questions, junp off to
the use cases in this docunent or the [I-D.xia-sdnrg-neno-| anguage]
along with its managenent yang nodul es [I-D. zhou- net nod-i nt ent - neno] .

If you are new to the Intent-Based networking, you |l want to read
t hrough the notivation section before | ooking at the rest of the
docunent .

The purpose of this docunment is sinple: to provide others outside the
project with "what, when, where, how, and why" the | B-NEMO network

| anguage shoul d be standardi zed in the |ETF as part of the |arger

I ntent - Based network effort.
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1.2. FAQ

QL: There are nmany industry foruns working on an Intent-based policy
interface for applications. Wy should the IETF forma Wrking G oup
to exam ne an Intent-Based | anguage?

Over the years industry forunms have tried to create a nosaic of

st andards groups where each standards group focuses on it’s key role.
| ETF has focused its efforts on protocols that communi cate across the
| P network, and managenent protocols to nmanage these efforts.

The I ntent-Based Network Modelling (I B-NEMD) | anguage i s conmuni cated
bet ween an application and a network managenent systemthat controls
traffic through the network. Different forunms may call this network
managenent different names (E.g. SDN controller or centralized
controller or others).

| B- NEMO seeks to provide a mnimal set of conmands to express the
intent froman application to the network managenent systemwhich is
controlling the networks.

@: Can Intent North Bound Interfaces (NBlIs) control nore than
net wor ks?

A user may use Intent-based | anguage conmands to control storage or
CPU cycl es, but an intent-based networking | anguage focuses on
net wor ks.

Tel ef oni ca and sone of the cable operators supporting this work want
to control virtual networks, service-based forwarding in networks or
data center networks, honme-networks, and nobile networks. |f Intent
based networking is successful, then the community may turn to
controlling networks plus storage plus CPU.  The group is starting
wi th what they know.

The [I-D. xi a- sdnr g- neno- | anguage] focuses on three basic conponents:
| ogi cal node, logical Iink, and a |ogical data flow

@B: Wiy focus on creating a mniml set of commands? How will you
control all of the network nanagenent devices that control the
net wor k?

| BNenp design goals are to create a sinple |anguage with a mni ma
set of commands so that nost applications can easily use this
interface to establish network connections. O ten nost application
users (say 80% using a language utilize only 20% of the operations.
W'll call this within this paper as the 80/20 rule of conmmunication.
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The | B- NEMO commands [ | -D. xi a- sdnr g- neno- | anguage] al | ows groups of
applications to sinplify the interface by providing the capability to
transfer a data nodel that can store common information (e.g. nanes
or addresses) for nodes and links plus rate of data flow (e.qg.
10Ghit). As an exanple, an application for a hone-network on a cable
network can sinply |oad one set of data froma library and pass them
to the network managenent system Applications for virtual networks
for a conpany could load a different set of data froma |ibrary and
send it to the network nmanagenent system

The goal of this |anguage is not to support all possible |Intent
| anguage conmmands nor all network managenent systens. The intent is
to work within the 80/20 rule.

Open-Dayl i ght (ODL) has three Intent-Based Code projects:

o Network Intent Conposition (N C
(https://w ki.opendaylight.org/view
Proj ect _Proposal s: Network_I ntent _Conposition) (ODL: N C),

o0 Open Daylight NEMO (ODL NEMO) https://w ki.opendaylight.org/view
NEMO: Mai n, and

0 Goup Based Policy (ODL-GBP) (https://w ki.opendaylight.org/view
G oup_Based_Policy_(GBP)).

The ODL-NIC project is creating a Intent based interface whose focus
is to include all necessary intent commands in the interface between
the application and the network nmanagenent system The ODL NEMO
project is creating an interface with a mnimal set of intent
commands. The ODL- GBP sees G oup-based policy as the automation of
Intent by creating contracts between groups of endpoints.

&: Is it tinme for | ETF standardi zati on?

An Open Source rel ease of the Open Daylight code for |B-NEMO (ODL
NEMO) under the Open Daylight NEMO occurred July of 2015. Rel eases
fromJuly 2015 will contain versions of the |IBNeno | anguage

i nterface.

The 1 B-NEMO project teamis working with the OPNFV Movi e project
(https://w ki.opnfv.org/novie) to provide use cases that will allow
mat chi ng the ODL code bases with the OPNFV depl oynents. Mich of the
open source code from ODL and OPNFV open source projects has noved
into the product code bases of vendors.
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Now is the tine for the IETF to begin to standardi ze the
interoperability of the |IB-NEMO commands as the ODL Nenp code is
being distributed in these open source code bases.

Tel efonica, BT and the DOCSIS group see this as a key way to speed up
provi sioning by obtaining their users desires via the Intent

I nterface.

b: What data nodels will | B-NEMO focus on?

| B- NEMO | anguage when passed to a networ k nmanagenent system shoul d
fill in a set of data in a data nodel.

| B- NEMO wor k standardi zation effort is focused on providing a suite
of test scenario for applications and netwrk managenent systens.
Each test scenario will provide the follow ng:

0 a description of the test’s context,

0 a set of Intent Based commands to be sent fromthe application,

0 yang data nodel used by the network managenent system

o a set of information that should | oaded in the network nmanagenent
systens’ data nodel .

The purpose is to indicate what service data nodels (such as the
L3VPN servi ce data nodel) input should be filled in by the |IBNenp
conmmands.

| B-NEMO work is not to create the service yang data nodels, but to
descri be how these data nodels mght be filled in by |IB-NEMO
conmands.

| B- NEMO wor k pl an does not focus on being an automation architecture
or protocol. ANMAIis working on this in the |IETF
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1.3.

Har es

context library
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| system . Intent ===== Mbdel s]
| Engi ne : | for | |
[ [...... | cont ent | |
| :yang nodel s: +=======+
| . services |
e +

Definitions and Acronyns

ETSI: European Tel ecommuni cati ons Standards Institute

Intent-Based Interface: An interface which tells what what to do
(go to store) rather than howto do it. (Travel 5 mles down this
road to SAMS Cl ub store)

Intent-Based interface: A intent-based command | anguage interface
consi sts of conmands exchanged between an application and the

net wor k managenent system

NETCONF: The Network Configuration Protocol

NFV: Network Function Virtualization

ODL: Open Daylight project

ODL NIC. ODL Network Intent Conposition

ODL NEMO - Open Daylight NEMO

ODL GBP: Open Daylight G oup Based Policy project

ONF: Open Networ k Forum

RESTCONF: REST-1i ke protocol that provides a progranmatic interface

over HITP for accessing data defined in YANG using the datastores
defined i n NETCONF.
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2. Mbtivation for Intent |Interfaces

The I P networks within Carriers, Data Centers, C oud provider, and
Enterprises continue to grow in size and conplexity. Sinmultaneously,
the services that are demanded by custoners, particularly the upper

| ayer applications, are becomng nore and nore conplicated. The
users of these services demand that the services be available to
nobi |l e devices (E.g. i PADs, smart phones) as well as their desktops.
New applications that denmand these services have a short |ife span
(months rather than years). The current rigid service nodels are

| acking the flexibility to neet this conbination of requirenents and
scenari os.

Recent efforts have | ooked to open source and open APIs for the IP
devi ces and networks as a way to replace the rigid service nodel s

wi th fast-paced devel opnent. ETSI’s NFV group, Cabl eLabs DOCSI S
(docsis.org), and ONF Intent-Based NBI (North-Bound interface) are

i ndustry forunms | ooking at Intent based open APIs. OPNFV Myvie
project (https://w ki.opnfv.org/novie) is exam ning the intent-based
use cases for OPNFV (https://ww. opnfv.org/). The use cases in this
docunent encapsul ate many of the use cases discussed with operators
and vendors individually or within these foruns.

The idea of intent can be sumed up in a sinple phrase: "Do not tel
me what to do, tell nme what you want”. Traditional networking
configures devices, network protocols, and topologies within a
network. It is network-device centric. Intent-based networKking
focuses on what an application needs fromthe network. It is
application-centric. In Intent-based networking, the network

provi sioning or network automation is free to operate in any way it
chooses as long as it provides the application the requested service.

I nt ent - based network nodels present the network as the application
woul d see it. Intent-Based NEMO utilizes the application-centric
viewin its nodelling of a network. These nodels nmay hide details
the application does not need to know.

2.1. Challenges in Intent-Based NEtwork MXeling
The chal l enges in Intent-Based NEMO are:
1. create a common definition of intent,

2. create a common architecture for an Interoperable Intent-Based
Nor t hbound API
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3. create a standard and interoperable command | anguage the
appl i cations can use conmmuni cate with the network managenent
systens, and

4. create a way to reduce the conplexity that the context places on
t he intent engine.

The ODL projects, the Distributed Managenent Task Force (DMIF -
www. dimt f. org), Open Networ ki ng Foundati on (ONF) I ntent-Based
Nor t hbound interface(NBl) working group (ONF Intent NBI WG
(https://ww. opennet wor ki ng. org/ techni cal -comruni ti es/ ar eas/

servi ces/ 1916- nort hbound-i nterfaces), and OpenStack Congress
(https://w ki.openstack. org/w ki/Congress) are working on definitions
of Intent.

ONF Intent NBI WG (http://ww. onfsdninterfaces.org/) and ODL-N C
project are working on conmon architecture principles for the Intent-
Based Northbound APl (https://w ki.opendaylight.org/view

Net wor k_I nt ent _Conposition: Main) with work to define application end
points (https://w ki.opendaylight.org/view

Net wor k_I ntent _Conposi tion: Dynam c_Attri butes).

| B-NEMO seeks to sinply apply this evolving work by creating an

i nt eroperabl e set of commands that application uses to communi cate

wi th the network managenent system (or network controller). The IB-
NEMO | anguage i nterface seeks to reduces the nunber of commands from
a full-set of conmmands in order by supporting a portion of the
commands nost often used for key use cases.

The people on the ODL NEMO proj ect

(https://w ki.opendaylight.org/view NEMO. Mai n) have selected a snal
set of commands and created an open-source prototype. The | ETF work
is to review and standardi ze the set of conmands to nmake sure it
provi des an interoperable set for all applications.

2.2. Roles and User specific network information

Aut henti cation, Authorization and Accounting (AAA) protocols such as
D anmeter and Radi us pass information on the access perm ssions that
certain users or user progranms have to a network or virtual network.
G oup based policy suggests that a group of users may share a role
which is associated with a set of policies that determ nes the access
to the network or a virtual network. Role-based network access
suggests that roles can better sumari ze what access the user or user
prograns have to the network. Since IB-NEMOis trying to use
prototypical use cases to test the ability of the |IB-NEMO conmand

| anguage to create the appropriate data nodels in the network
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managenent system it is natural to use the rol e-based concepts of
sunmmari ze these data nodels.

The contextual information is the characteristics which nmake groups
of applications uni que when operating over the network. Logically
nost of this information may be associated with roles. For exanple,
if you have a set of users in a honme communi cating over a hone
network the characteristics which are unique is a set nanmes and

address for devices, links, and policy within the home. If it is a
virtual network for a conpany, the unique information is the nanes,
addresses, |inks, and bandw dth expected on the links along wth

security issues. As these exanples denonstrate, an intent |anguage
contains the intent plus contextual information.

2.3. \What is a sinple Intent-Based Protocol ?

What is a sinple interface? It is said that 80% of the applications
only use 20% of the commands in any API. This paper calls this the
80/20 rule of networking. A sinple Intent-based conmand | anguage
shoul d only supports these 20% of commands that all applications wll
need to exchange information with the network managenent system O
course, the challenge in any sinply interface is to select the 20% of
commands that are being repeated used by applications.

It is also inportant these commands be simlar to a human being’s
natural |anguage for easy debuggi ng.

The challenge is that different industries nay have a different 20%
of commands that are commonly used. The NEMO Project teans in the
CDL NEMO project and OPNFV Movi e project are seeking uses cases to
determine if there is cormmon set of use cases that vary just by
context. For exanple, a global L3VPN for a conpany with three sites
may be simlar to a three site L3VPN across a cabl e networKk.

After getting a set of uses cases, creating a sinple interface is a
four step repetitive process:

1. find use cases,
2. devel op prototype code,

3. do early testing at proof of concept denonstrations and hack-
a-t hons

4. work with many vendors to clarify | anguage to nake the | anguage
smal | and interoperable, and

5. go back to step 1
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Wiere is NEMOis this process?

| B- NEMO has gone through steps 1-3. Use cases are |listed bel ow, and
the OPNFV project is working on use cases. |IB-NEMO s ODL NEMO
project is devel oping the code for the open source (ETA July

release). IB-NEMOis at a stage where it needs to work in a
standards body to create a small, efficient, interoperable set of
conmands.

The standardi zation through an 1ETF We will help IB-NEMO to work on
step 4.

2.4. Intent-Based NBI Open Source is heading toward Products
The foll ow ng are Open Daylight Projects:

Open Daylight G oup Based Policy (GBP)
https://w ki . opendaylight.org/view G oup_Based Policy (GBP)

OpenDayl i ght Network Intent Conposition (ODL-N C)
(https://w ki.opendaylight.org/view
Proj ect _Proposal s: Network_|I ntent Conposition), and

Open Daylight Network Intent Conposition: NEMO
https://w ki .opendayl i ght. org/vi ew/ NEMO. Mai n

These are open-source coding efforts creating an intent-based
nort hbound interface for intent-based networking.

The ODL Group Based Policy (GBP) views policy as a contract between
two endpoints, and sees its work as the automation of Intent.

ODL-@BP was released in the ODL Lithiumrel ease in June of 2015.

The ODL-NIC project is creating a Northbound interface (NBI) for
network orchestration systens, SDN applications, and Network
operators. It may be defined as RESTCONF [|-D.ietf-netconf-restconf]
protocol and/or Java APIs. This extensible interface will be
designed to allow any and all new intent expressions to be exposed as
part of a consistent and integrated single NBI to SDN applications.
The singularity is necessary for the Conposition Function to provide
a conprehensive capability to manage network resources and resol ve
conflicts across application’s intents. In a sense, the ODL-N C
project is suggesting a thin waist of a single APl at the entrance to
the networking layer, just as the IP protocol presents a thin waist
of a single APl at network | ayer.

CDL NI C project was released in June of 2015.
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The ODL NEMO project has created a | anguage with m ni mal operationa
commands. The ODL NEMO command | anguage has 15 operational commands
in three groups. Goup 1 describes nodes, links, and fl ows between
nodes. Goup 2 deals with operational checks (query, notification,
policy, connect, disconnect, session (start), and commt (end of
commands). Goup 3 defines the nodel that provides the context for
nodes, links, flows and policy.

ODL NEMO project first release in ODL was in July, 2015.

ODL open source code is currently finding its way rapidly into other
sources (E.g. OPNFV code base) and into products that are within 6
nmonths to a year of rel ease.

2.5. IB-NEMO Intent NBI is Synergistic to NETCONF and | 2RS

The | ETF NETCONF [ RFC6541] and RESTCONF [I-D.ietf-netconf-restconf]
protocols provide a network interface to the configuration and status
information within I P network devices. The IETF I2RS (Interface to
Routing Systenm) W is creating a highly dynam c network interface to
the routing systemwhich can inject or retrieve state regarding
routing state, topologies, filters, and operational state. The PCE
Wor ki ng Group has protocols and nethods to pass routing for

cal culation. Each of these interfaces and protocols have a purpose

i n managi ng and enhancing I P network infrastructures.

Intent Based NBI is synergistic to these |IETF protocols to the
devices. Synergistic nmeans that sum of Intent Based NEMO conmands +
NETCONF + RESTCONF + | 2RS + PCE is nore than any of the parts al one.
I ntent Based NEMO command can signals the application’s intent to a
net wor k managenent system which configures, manages, and nonitors
networ k devi ces through NETCONF, RESTCONF or |2RS protocol.

2.6. Rest of Docunent
Based on this notivation, the next sections discuss:
0 The Scope should the Intent-Based NBI work
o Sunmary of Use cases for this scope
o0 Gap Analysis and where IB-NEMO fits

o Transition fromIRTF to | ETF
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3. Scope
3.1. In-Scope
The initial scope of this IB-NEMO work has focused on:

1. creating a mnimal set of |anguage commands to express intent
fromthe application to the network nmanagenent device,

2. selecting use cases and associating themw th prototype
applications in order to determ ne the subset of commands that
needs to be included in |IB-NEMO | anguage,

3. validating the I B-NEMO | anguage by creating data nodels (which
shoul d exist in the network managenent system for each
application use case to determne if the | anguage can help a
net wor k managenent systemcreate the right data node

4. creating a yang data nodel to manage this |Intent-Based Networking
| anguage, and

5. working with other foruns to refine a definition of intent so
that the mnimal size | anguage serves a W de range of use cases
(target of 80% of known use cases) with an interoperable
i nterface.

3.2. CQut-of-Scope

The followi ng things are outside the |B-NEMO scope:

0 creating yang data nodels that describe service |ayers

o The creation of a |anguage to communicate froma security network

managenment systemto the network security devices is outside this
scope. (Wirk denoted as | 2NSF)
4. Use cases for Intent-Based |B-NEMO

The foll ow ng use cases are described in this section:

1. Virtual WAN

2. Virtual Data Center

3. Bandw dth on Demand

4. Service Chaining
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4.1. Virtual Wde-Area Network (VAN

Description: Enterprises want to set up their own virtual WAN for
nore control and optim zation.

User Intent: Create virtual Wde-Area network between offices.
Net wor k managenent systens do the foll ow ng:
1. Deploy virtual routers and |links for a custoni zed topol ogy.
2. ldentify flows.
3. Steer the traffic flows though different paths. (E.g. real-tine
flowto go through a shortest path, and backup flow to go though
a broadband path but may have nore hops.)
The networ k managenent system should have a data nodel that captures
this information. |B-NEMO commands are used by the application to
pass the user’s intent to set-up connections, the |ocations, and the
type of flows.
Net wor k operator: Creates web portal for business custoners to
request a WAN connecting offices. Interface request corporate |D
security ID, and a link to the paynent system
The sub-cases of this general use are the follow ng.
Honme LAN attached to Corporate Network
parental controls for child travelling outside the hone

Details can be found in (draft-hares-nenp-usecases-00.txt)
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**** phr oadband

Virtual LAN
(real time path)
+o-o-- - . (real tinme path) S +
| s |
T e f s |
| Beijing|----- Rl- - - - - R2---| London |
|office | ***al]* \b ¢/ | d: | office
Fo oo oo oo + | * \ / | * %k % % So oo oo oo oo +
. | * \ | *
I [oAx ]
I S
|/ VA
R4- - - - R3
Fi gure 5-1:

4.2. \Virtual Data Center

Description: User (corporate or honme) creates a virtual data center
with network. The virtual data center has a front-end network of
router to exterior firewall to DMZ LANto interior firewall to
conmput i ng user

User Intent: A Corporation wants to buy C oud conputing inside a
virtual data center with secure conputer cluster

Net wor k Service Provider: Sales person of the provider is given a
reduced group of well-known buil ding bl ocks (DMZ, protected area,
unprotected area) and that he/she uses these bl ocks to conpose
different kinds of vDC infrastructures for the client. The sales
person has an App on a PAD device that shows a cloud for the internet
and the different building blocks (Exterior, DMZ, interior) and the
user builds vDCs with these buil ding bl ocks.

The application the sales person is running queries the network
managenent system usi ng | B- NEMO conmands on exi sting nodel conponents
with the potential vDC functions. The application expresses the
user’s desires/intent via |IB-NEMO commands to the network managenent
system

Operat or automation: Based on the context with Intent, corporate

context, secure vDC context, the operator autonation series wll
pl ace the virtual cluster in a data center, and set-up the vDC and
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the O oud conputer clusters. The Corporate custonmer |IDs that are
pushing data to this vDC will have the vDC defined in the Corporate
cul ture.

Specific use cases fromthis prototypical use case are:

0 User gets clean mail services with firewall and spam mail cl eaner
o SMB Manufacturing network with Virtual DataCenter

o SMB with Sal es-Marketing accounting on Virtual Data Center

These are described in (draft-hares-neno-usecases-00.txt)

[ The user sinply builds this as building blocks on

the application.]

(internet )

+----- [------ +

| router |

e [------ +
I

+----- [------ +

| firewall |

| exterior |

+- - [------ +
|

Dvz |

+----- [ ------- +

|  firewall |

| interior |

e [------- +

( protected )
( cloud )

Figure 5-2
Bandw dt h on Demand
Description: The corporate user wants to create a virtual link

bet ween renote of fi ces and headquarters that has bandw dth that can
be adjusted based on tine of day.
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User Intent: Corporation wants to connect branch office with corporate
office wwth 10G of bandwi dth for data flow 8amto 6pm and 1G of
bandw dth from 6pmto 8am

User interface: A web portal allows himto login (corporate ID and
security IDs) and indicate this intent via a graphic picture of his
network that allows himto indicate on-demand bandw dth size and tine
of day.

Net wor k QOperator: Creates Wb portal for business custonmers to put in
request with corporate ID and | evel of security for entrance into the
corporate intent site. The Wb portal allows for prototypical use
case (virtual WAN, Virtual DC, Bandw dt h-on-demand Virtual Private
Network (VPN), Service Function Chaining (SFC). The network
operators store enough application-Ilevel topology that the the users
intent is defined.

Operator automation: Based on the | B-NEMO queries and commands, the
application will pass the User’s Intent to the the provisioning
software which will automatically allocate bandw dth between these
two sites at the rate indicated. The access router/switch can
optionally limt at a rate over this val ue.

Corporate Virtual Data Center information: includes the |IP address,
DNS nanmes, and application addresses (Transport Ports, application
identifiers) of subnet with application wrks on, and the
applications transferring data. The corporate data al so includes

i nformati on on whet her L2VPN or L3VPN is used by the custoner

==== 8amto 6pm 10GB
**** 6pmto 8am 1BG

VPN
Fo--o--- + dayti nme R +
| T |
| | e f S |
| Branch |----- RL- - - - - R2---| HQ |
|office | ***al]* \b ¢/ | d: | site |
R T pp—— + | * \ / [ **** >4 m e oo +

| * \/ | *

| [ \* |*

| / \* | * night tine

|/ \¥|*

R4- - - - R3

Figu}éiélé; .............
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4.

4.

The foll ow ng use cases are specific exanples of this prototype use
case:

Hone Networ k gami ng system

Home Security system zoomin

Application Big Data or SAP Transfers at night

Dat abase applications contact other database applications
Servi ce Chai ni ng

Description: Apply several virtual network functions, such as
firewall, | oad bal ancer, WAN optim zati on between virtual private

cloud and the internet.

User Intent: User has a private cloud and wants to get a secure
interface to the Internet.

Net wor k Qper at or networ k managenent system defines the secure access
ring of protection around the private cloud to be the follow ng
virtual network topol ogy:

o firewall
o | oad bal ance
o DPlI inspection

Net wor k Operator: Has Web portal or Phone App for business custoners
to put in request with corporate ID and | evel.

Corporate Information: Corporate context has the topol ogy of private
cl oud, and the access points. The network operator wll access
service chaining to through a virtual access ring.

Operator automation: Based on the context of the network topol ogy of
the private cloud’s link to the carrier network and the access points
to service chains, the network automation sets up the traffic flow so
that the traffic to and fromthe private cloud flows through a
firewall, | oad bal ancer, and DPI inspection.
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(internet )

+----- [------ +

| firewall |
|--] function |-------- |
| A | ------ + I
I I I
| o
| | load bal ancer | |
| | function | |
| |-+
I I I I
I Al S I
+----|DPI 1] |DPI 2 |----+

S I S e

| |
( private d oud )

( for corporation )

Figure 5-4

The specific use cases for this prototype are:

Provi ders access edge box replaced by service chaining for wired
and wireless (LTE and Wfi)

Cor porate access edge box replaced by service chaining for wred
and w rel ess

Wfi offload of LTE does service chaining to replace nobile
services

5. Gap Analysis and where IB-NEMO Fits
5.1. | ETF Working groups Gap Anal ysis
No working group is working on an Intent-Based comrands.

SUPA proposes to create an information nodel for event-condition-
action based policy.

NETCONF and NETMOD are not creating an intent-based interface.
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5.

5.

2.

3.

CDL Open- Sour ce

ODL network intent conposition (ODL-NIC) is creating a full intent-
based North Bound Interface. CODL NEMOis creating a set of conmands
wth a mninmal set of operations as of the open source project. The

| ETF 1 B-NEMO work will | everage the | essons |earned fromthe ODL NEMO
open source work to create a m ninmal subset.

OPNFV Movi e project (https://w ki.opnfv.org/novie) is defining the
use cases for Intent-Based networking for OPNFV. | ETF |IB-NEMO wil |
expand on these use cases for non-OPNFV scenarios in Cabl e Networks
(MO .

Open Stack Policy initiatives

None of the Open Stack Congress work focuses on intent-based command
| anguage.

Open Stacks policy includes network, conmpute, and storage. |Its work
conbi nes aut omati on (scheduling of resources, nonitoring cloud
services, Event-Condition-Action (ECA) policy, ECA based managenent),
store-related policy, and neta-data policy storage. The projects
are:

OpenSt ack has Congress (https://w ki.openstack. org/w ki / Congress)
with its Congress initiative which ains to provide an extensible
open-source framework for governance and regul atory conpliance
across any cloud services (e.g. application, network, conpute and
storage) within a dynamc infrastructure.

Sol ver Schedul er (Nova bl ueprint): The Sol ver Schedul er provi des an
interface for using different constraint solvers to solve

pl acenent problens for Nova. Depending on howit is applied, it
could be used for initial provisioning, re-bal ancing | oads, or

bot h.

Gantt: A scheduler framework for use by different OpenStack
conponents. Used to be a subgroup of Nova and focused on
schedul i ng VMs based on resource utilization. 1ncludes plugin
framework for making arbitrary metrics available to the schedul er.

Neutron policy group: This group ains to add a policy APl to
Neutron, where tenants express policy between groups of networks
and ports. Policy statenents are of the form"for every network
fl ow between groups A and B that satisfies these conditions, apply
a constraint on that flow'. Constraints are currently allow or
deny, but this may expand.
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6.

Open Attestation: This project provides an SDK for verifying host
integrity. It provides sone policy-based nmanagenent capabilities,
t hough docunentation is limted.

Pol i cy- based Schedul i ng Modul e (Nova blueprint): This effort ains
to schedul e Nova resources per client, per cluster of resources,
and per context (e.g. overload, tine, etc.).

Tetris: This effort provides condition-action policies (Event-
Condition-Action policy). It is intended to be a generic
condi ti on-action engine handling conplex actions and optim zati on.
This effort subsunes the Runtine Policies blueprint within Nova.
It al so appears to subsune the Neat effort. Tetris and Congress
have recently decided to nerge because of their highly aligned
goal s and approaches.

Convergence Engine (Heat): This effort separates the ideas of
desired state and observed state for the objects Heat nmanages.
The Convergence Engine will detect when the desired state and
observed state differ and take action to elimnate those

di ff erences.

Swift Storage Policies: A Swft storage policy describes a virtual
storage systemthat Swift inplenments with physical devices. Today
each policy dictates how many partitions the storage system has,
how many replicas of each object it should nmaintain, and the

m ni mum anount of tinme before a partition can be noved to a

di fferent physical |ocation since the last tine it was noved.

Gaffiti: Gaffiti ains to store and query (hierarchical) neta-
dat a about OpenStack objects, e.g. tagging a dance inmage with the
software installed on that inmage. Currently, the teamis working
wi thin other OpenStack projects to add user interfaces for people
to create and query neta-data and to store that nmeta-data within
the project’s database. This project is about creating neta-data,
whi ch coul d be useful for witing business policies, not about
pol i cies over that neta-data.

From Open Source and I RTF to | ETF

As di scussed above, the open-source work for ODL-NIC was first

rel eased in June, 2015, and ODL NEMO rel eased its code in July of
2015. The novenent of these code sources to OPNFV

(https://ww. opnfv.org/) will happen rapidly, aided by the OPNFV
Movi e project (https://w ki.opnfv.org/ novie) use case work. |In order
to get a command | anguage with m ni mal nunber of operations that
application vendors and network managenent devices agree upon, it is
i nportant to standardize the conmand | anguage in | ETF.
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Initial concepts for |IB-NEMO have been presented in IRTFs NFVrg and
SDNrg to obtain initial review

7. | ANA Consi derations
This draft includes no request to | ANA
8. Security Considerations

The security in a Intent-Based interface nmay require that nost

I nt ent - Based Networ ki ng operate across a secure transport security
wWith encryption. However, sone use cases (in-hone only) or sone
l[imted data may al |l ow an unsecured transport.
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