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i. Introduction

Within the internct, thore is a necd for both addressing and routing
information as part of every packet. Using the distinction articulated by
John Shoch (1)}, ue take the address of a packet to be where the packet is
dostined, and the route, the specification of how the packet will get there.
Currently. an internet header contains only an address, and the route is
derived implicitly from that address. That addressing/routing strategy is
quile suitable given the current internet tepology, but tuo problems may arise
as the internet continues to grou. First, unless the internet experiment is
truncated artificially, it can be expected to continue, as has the ARPANET,
for some period of time, in which case the number of networks involved may
grou to exceed the size of the field allocated to number them. Second, as the
topology grous more complex, it may not aluways be possible to deduce the
desired or effective route from the address. This proposal attempts to

address those tuwo problems.
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2 Addressing of Netuorks

The current internet header has space to name 256 netuworks. The
nnuﬁmpt}nn. at least for the time being, is that any netuork entering the
internet will be aszsigned one of these numbers. Hhile it is not likely that a
great number of large nets, such as the ARPANET, will join the internet, the
trend toward local area netuworking suggests that a very large number of small
netuﬁrks can be expected in the internet in the not too distant future. We
should thus begin to prepare for the day when there are more than 256 netuworks
participating in the internct.

To cope with this problem, ue propose that the top level entity named in
an internet address not be a single network, but, optionally, an aggregate of .
notuworks which we will refer to as a region. Thus, an address now begins with
a region number, perhaps followed by a netuwork number, in turn followed by
netuork dependent fields., Large netuorks, such as the ARPANET, will
presumably continue to be a region unto themselves. In fact, all of the
currently existing nctuorks in the internet can be viewed as regions, uhich
means that no ra}mplementatiun is required if the concept of regions is
accepted. Houever, in the future, as more and more nets enter the internet,
we can, at our discression, lump various netuorks together into regions. Put
another way, a netuwork ean only join the internet by first joining a region.

In fact, the concept of a region was always available to the internet,
although in an informal manner. The structure of a network address uas
unapecificd except that it began with a fixed size field naming the netuork.
It was aluays permissible to use the component of the internet address next
after ihc netuork field to identify a subnet of the named network. HMaking

more explicit this hierarchy of regions and netuorks is important because, as
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ue discussed above, the address is used not only as an address but as a basis
for deriving a default route. Me must thus consider houw, using the addressing
struclure of regions and nats within regions, ihe address can be used to

generate an effective and unambiguous route,

2. Defaul t Routing

Currently, every gateway in the internct knous how to generate a route to
every netuork.  1f the nunber of netuworks grous substantially above 168 or
780, the gateways can no longer be expected to understand this much
information. One of the major purposcs of the region concept is to control
the amount of information which every gateway must know. This scheme would
imply that an arbitrary gateway now only need to know how to reach every
region, but necd not be concerned with routing to the individual netuork
wilhin a distant region. Only for gateuays connected to or completely inside
a particular region uould be necessary to understand how to route packets to
all of the netuorks within the region.

Let us consider an examnple of hou these regions might be used. There are
already tuo local networks at M.1.T., with more on the way. These might quite
properly be considered as one region. That would imply that a gateway located
in England need not be concerned with the internal structure of the local
nctuorks at M.1.T. 1f H.1.T. uere one region, such a gateway would merely
need to know hou to reach M.1.7. Only when the packet has reached a gateuay
connecting to onc of the nets at M.1.T., would it be necessary to begin to
worry about how to reach the correct local netuork. It is possible that
deriving the route in this manner will not produce the uptimum_route; the

packet may arrive at a gateuag ta M.1.T. which leads to the wrong local
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netuork, but presumably this is an acceptable inefficiency. (Ue will return
later to consider what might be done if it is not an acceptable inefficiency.)
Hn;m general ly, this example suggests that the success of deriving routes from
addresses depends critically on the way netuorks are grouped together to form
regions. A region containing tuo netuworks, one in California and the other in
England, is not structured in such a way that effective routes can be derived
from the netuork address alone. A naive gateuay, routing its packet ﬂﬂlQ to
the region uithout regard to the particular network for which the packet is
destined, may discover that the packet has been routed to the wrong side of
the world. In fact, it is probable, in most cases, that regions should be
connected, [f not, it may be impossible to get a packet from one part of the
region to the other, since the packet will have to leave the region in order
to do so and may encounter a gateuay which, not understanding anything about
the netuwork structure of the region, blindly sends the packet back to the part
of the reqgion from which it came. 1f, houwever, the appropriate gateuays can
be spucia]lg trained, there is nothing to prevent a disjoint region, and in

particular circumstances it may be quite appropriate.

h. Source Routing

In the previous scction, it was shoun that an internet address of the
form <region, netuork,...> could be used to derive a default route for a
packet, much as a route is nou derived by the gateways from the current
internetuork address. Can uwe presume that this route uwill aluways be
sufficient, even if it is not optimal? Unfortunately, in a feu cases ue
cannot. First, it is casy tn.imauinn circunstances in which the default route

is hopelessly inefficient. A netuork may be connected by gateways to several
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reqgions, even thounh for addressing purposes it is identified as belonging to
one particular region. To send a packet to that region in order to reach the
nufunrk may grossly lengthen the path of the packet. As we said before, this
problen can be minimized by proper use of the region mechanism, but we cannot
expect the region mechanisn to be perfect.  Second, it may be necessary to
route a packet in such a way that it explicitly does not go through certain
noluorks,  For example, speech packets may be hopelessly delayed if theu
inadvertantly travel by a network involving a satellite. It may be necessary
to ensure that speoech packets travel by some netuork with louer banduwidth but
botter response characteristics.

Hou can the internet come up with better routing information in those
cascs where it is required? In many cases, additional intelligence can be
built into the gateways. HWhat is required is that gateways not immediately
adjocent to a region be prepared to understand the network field as well as
the region field of packets destined to that region. This is analogous to
something which happencd in the telephone system, uwhere a central office
originating a phonc call will usually examine only the area code in order to
generate a route, but may, if it detects a particular area code, then further
examine the destinations central office to discover if use of a particular
optomized route is applicable. Building this additional routing knouledge
inlo the gatcuays is very desirable in general, since it means that it will
apply to all packets. Houwever, we cannot expect all routing information to be
cnbedded in the gateways. First, in order to solve the problem offered above
of properly routing the speech packet, it would be necessary for the gateways
to base their routing decisions on tupe of service information. This sounds

like a rather complex decision for the gateways, especially since tupe of
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service is not pell understood.  Sccond, network topology will change with
tiwe, and il is nol rensonable to expect that all galeways uill be constantly
upﬂutcd. Thus, we can expect the situation wheore only the originator of the
packet has sufficient information to specify the proper route.

The solution which has been proposed in the past to cope with this is to
reploce the address in the packet wuhith a route, called a source route since
it is provided by the source of the packet. The disadvantage of having a
route in a packet instead of an address is that the concept of an address is
very useful one. For example, for @ccounting purposes it may be necessary to
note the source and destination of a packet as it passes through a transit
net. Clearly, it is desirable that the source and destination be uniquely
identified for this purpose, something not easily done if the source and
destination are specified only by a route. Thus, we propose that the address
continue to be the primary piece of information in the packet, but that it be
possible to include, in addition, an optional source route. This new internet
option field will, if present, be used by the gateways instead of the default
route uhich would normally be derived from the address,

Lle do not proposs, in this report, a specific syntax for the option
field., Houecver, uwe make the following general observations. The source route
should be structured in such a way that it nced not contain more information
than that required to augment the defficiencies in the default route. Thus,
for example, it should be possible to source route a packet into a particular
region, then specify that the default route should be used to get from there
to some other region, and then specify additional explicit source information.

In a later section ue propose a particular semantics for source routes.
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v. Migration

Hhatl is the relalionship betucen the schese proposed here and the current
internet header with a fixed size address field? iappily, adoption of the
ardressing strategu involving regions together with the optional internet
source route implies no immcdiate upheaval to packet formats or gateway code.
Currentlu, every network is a region, and every gateday thus contains code for
toing inter-region routing. Eventually, aalewaus will want to be modified as
follous. Uhen a region finally is defined which contains more than one
netuork, then gateways inside that region will need to understand an
adeli tional component of the internet address. Presumably, since different
roegions moy have a different number of netuorks, ue can expect the size of the
netuork ficld to differ betucen regions.  Thus, unless gateway code is
rearitten for different regions, it will be necessary to write code which can
deal, eventually, with a variable size component of the address. The address
itonlf, however, con reasonably be a fixed size, since i1 is merely an address
and not a route. In fact, it scems that the field as specified for the
current internet header is sufficient in size, although perhaps marginal ly so.
Given that certain implenentations of this header already exist, I would
suggest that the correct field size in 3.1 be accepted unless strong
complaints are heard from someone in the near future.

The next step in adopting this scheme, after the gatewaus have learned
that for certain regions they must also look at sone additional address bits,
is to arrange that gateways seclectively use this additional information, ewven
when it is for a region for which they are not immediately adjacent. This
facility, discussed above, can be uscd to provide more efficient routing than

the default uhich would otherwise result from simplistic use of the address
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information., Theo tnnhniﬁﬂl problen here is not inplenentation of additional
gateusy code for address manipulation, but rather the development of proper
policies for dissemination of routing information so that the appropriate
gateunys are correctly informed of the routing decisions to make.

The third and final step in adoption of this scheme is the implementation
in the gateways and hosts of the ncu internat option which specifies explicit
source routes, Presumably, the general mechanism for dealing with internet
option fields will already exist, so this is not a major upheaval of the code
which parses an internct header. The only issue related to parsing is that,
as the packet flous from gateway to gateuay the source route wmill need to be
modified to indicate which portion has already been used., This can either be
done by physically rewriting the route inte the option field, or by providing
a pointer into the ficld as part of the eption, The pointer field has the
advantage that it does not destroy the route, so that it can be used to
backtrack to the source, which is an important feature.

There are tuo reasons why it is desirable to be able to use a source route
in reverse. First, the recipient of the packet may have no idea hou to get
back to the source. Sccond, and more relevant, if the route has been formed
incorrectly, a gateway may receive a packet and have no idea hou to foruard
it, bocause the next component of the route is nonsense. If that intermediate
gateuay cannot figure out how to get an error message back to the originating
host, packets sent with malformed routes will appear to fall into black holes.
It is very difficult to debug systems with black holes. Thus, reversability
of routes is very important.

The necd for modification implies the option should not be checksummed as

part of an end-to-end checksum. The packet will also contain an address uhich
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can be used by the eventual recipient to confirm that the packet is indeed
deatinad for hime  The address field con be chocksummed, and under certain

circumstances even encrypted,

G. Semanlics of Source Houtes

Le wiew the internet as being composed of three physical entities:
netuorks, gateuways, ond hosts, and one logical entity, a region, which is an
aggregate of netuorks. The default route algorithm examines the region and,
optionally, the network within this region, and selects from a table the
appraopriate netuork and gateway on that netuwork to which to send the packet.
Thus, if the route follouwed by a packet were written out in advance, it would ~
be an alternating concatination of netuork names and gateway names, finally
terminating with a netuork name followed by a host name. For symmetry, one
should also precede the source route with the name of the originating host, to
allou the route to be used in reverse. Thus, an initial structure for

internet source routes might look as follous:

HoN, G, N, G M, G N, o0, G H

vhore H is a host identifier,

N is a nn?unrk identifice,

G is a gateway identifier.
Each gateway, on receiving this route, finds his position in the route usfng
the pointer into the route, updates the pointer to indicate the next gateway
tihiech is to receive the packet, and then routes the packet through the
speci fied netuork to the next gatouay,

The source route as shoun above aluays specifies the conplete route. Far

many cases this dearec of specificity is not necessary. For example, once a
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packet has been routed part of its vay, the default route may then be
effoctive. This generalization neans that instead of specifying the
pnfticulﬂr netuork which is used as ue pass from one gateway lo the next, a
default route can be used betuween tuo particular points in the route. Thus,

we propose a more general form of o cource rouie, as fol lous:
<source routeos>:=<sourcer<steps...<destination>

The source route takes the packet from the source to a sequence of

gateways to the destination. The progress from each of these specified points

to the next is a step.

<step>i=<explicit route stop>ledefault route step>

<gwplicit route step>:= RiNG

If ue are concerned uwith the exact route betueen one gateway and the
next, uwe specify the step in this form, naming the particular netuork that is
to be used. A sequence of explicit route steps can thus connect tuwo gateways

not imnmediately adjacent.

<tlefault route step»:=<starting net><ending net>G

<starting net>,<ending net>:= RN

If the particular route to the next specified point is not critical, then
the default route step is used. The originating gateway will generate a route
te the netuork addressed by <ending net>. That net may be any distance away
in the internet; intermediate gateuways in this step will again generate the
default route from <ending net> until the specified gatemay G is reached,

which will end the step. <starting net> is required so that the route can be
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used in oreverse, It must spocify ihe netuork addeess of the gateuay,

originating this step.
cdestinalions: = RNHITRNEN

The destination is in fact the final step and as such can be either
explicit or default., Thus it has tuo forms, with the interpretation of the
slep with the equivalent form.

Note that while the string representing the source route is generated as
a scquence of "foruward" steps, there is another grammar that generates the
sane strings as a sequence of "reverse” steps. Also, in the <explicit route
step>, the intervening network is identified using a full network address,
including tho region. In fact, any shorthand netuork identifier can be used,
so long as it is unambiguously interpretable by the gateway at each end of the

step.

7. Unigueness of Names

Hosts will often he attached to more thon one netuork., Thus, hosts may
have more than one internet address. As long as the only routing algorithm is
dofault routes based on addresses, there uill be a strong desire to use these
additional names to generate better routes. MWhile this is fine in the short
run, functions such as accounting will be easier to implement if hosts have a
single unique address., To this end, uhen the route option is implemented we
expect that it will be appropriate to address a host in only one way, and

spocify a route additional ly,

11
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