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DeoD Protocol Standardization

The attached memoranda from the Principal Deputy Undersecretary

of Defense for Research and Engineering and from the Assistant
Secretary of Defense (Communications, Command, Control and Intelligence)
describe the DoD plans for standardizing internet protocols. The first
two are the Internet Protocol and the Transmission Control Protocol.

The DARPA Internet project will continue to provide technical support
for the DoD standardization effort, including the test and evaluation
of selected proposed standards.
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SUsJECoT: Host-to-Host Protecoals for DPata Cormunications
Metworks

A number of data corrunications networks are poerating or
under develonment within hen, without adecquate provisions for
intercoerability. 207TCOIV 11 is exdected to hecome
ooerational during FY 1¢230G, to provide corron-ucer date
cormunications service fer DoD corputer systems and vermit a
reduction in the numher of snecialized date networks. Plans
are under wav to incornorate within AUSC2IE Il networkes such
as the L742CS Intercomouter Metwork (VIH), Intelligence Datea
“andling Svyster Ceonrmunications (IDHEC) and the SAC Pigital
vetwork (S&CNDIY), amens others. Local networks such as the
Cormunity On-Line Intelligence Metwork System (CCQIMNS) and
certain tactical netwonrks must have effective AUTCDIN II
interfaces.

AUTCDIY TI will provids connectivity for a wide range of
systers, but the votential for information exchanae beyond
narrcwly defined communities will be limited without
sapnrooriate standards for internet, host-to-host,
terrinal-to-host znd other mrotccols. As the noed to
rvchange infermation seross netuvor% boundarics 1ner22sts,
lack of commnn rrotozol standards will beccTe a formidable
harrier to interoperability. Technicues in which the
orotocols of one network are translated into the protocols of
another will become increasingly unworkable as the numner of
protccols and networks recuirini interooceration increasce.

To insure int=sroperability of future data networkina, I am
directins the adontior of a set of Don standard host- to-host
rrotocols based on the Transwiesion Centrol and TInternct



Protocols (TCP/IP version 4) Jevelooed in the DARPA/DCH
internetwork community. DoD requirements for orecedence,
security, and community of interest controls will be
incorporated within the standard protocol set. Use of these
protocols will be mandatory for all packet-oriented data
networks where there is a votential for host-to-host
connectivity across network or subnetwork boundaries.
Case-by-case exceptions will be granted only for networks
that can be shown to have no future reguirements for
interonerability. Because the host-to-host protocol beina
developed for AUTODIN II evolved from an early version of TCP
and is unsuitable for internetwork operation, the AUTODIN II
TCP will have to be upgraded to the standard protocel set.
Recognizing that there may be cost and schedule impacts on
the AUTODIN II program, the Defense Communications Agency
should perform a cost tradeoff analysis to determine the
cotimum time for this transition. DCA should provide the
results of this analysis by April 1979.

To address these and future nrotocol issues and promulgate
aporopriate standards, I am formina an OSD Protocol Standards
Working Group chaired by the Director, Information Systems.

1 ask each addressee to nominate a representative, Names
should be provided by 8 January 1979 to LTC Wilcox
(695-3287). The first task of this grouo will be to finalize
details of the standard host-to-host orotocol set. Draft
specifications for these protocols will be available in
January 1979. Final specifications should be distributed by
April 1979 following review by the working groud and testing
by DCA and DARPA. At that time, I expect to promulgate these
standards and set dates for their adootion.

The Defense Communications Agency 1is designated as DoD
Executive Agent for computer communications protocols and
will manage the imolementation and development and evolution
of standard host-to-host protocols, as designated by the
Protocol Standards Working Group. The DCA will forward to
this office within 120 days a managemsnt plan for carrying
out this role.
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Gerald P. Dinnean
Principal Deputy
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SUBJECT: Host-to-Host Data Communications Frotocols

The revised Management Plan for Standardization of Host-to-Host Data Communi-

cations Protocols (enclosure 1) is approved. The plan has been modified to
emphasize DCA's direct responsibilities as Executive Agent.

The DoD Standard Transmission Control Protocol and Internet Protocol Specifi-
cations (enclosure 2) are hereby ratified. Use of these protocols is mandatory
for all packet-oriented data networks where there Is a potential for host-to-
host connectivity across network or subnetwork boundaries. In order to facili-
tate rapid implementation of these protocols on DoD networks, the Defense
Communications Agency, as part of Its Executive Agent role, will prepare a
series of workshop/seminars and implementation support documents to assist

the DoD activities in implementing these protocols. The AUTODIN Il implemen-

tation of these protocol standards will take place as soon after AUTODIN 11 10C
as possible.

| would like to thank all those who participated in the 0SD Protocol Standards
Working Group during the past year. That Working Group is hereby disestablished
and its responsibilities are transferred to the various DCA panels as defined

in the Executive Agent Charter.
A
' A 2o

Enclosures 2



MANAGEMENT PLAN
For
EXECUTIVE AGENT FOR STANDARDIZATION OF HOST-TO-HOST
DATA COMMUNICATIONS PROTOCOLS IN THE DOD

1. Reference. USDRE Memo, Host-to-Host Protocols for Data Communications
Networks, 23 Dec 78.

2. Introduction. This paper conmstitutes the Executive Agent Management
Plan for Standardization of Data Communications Protocols in the DeD. This Plan
identifies the major functions, the organization and responsibilities of the
Director, Defense Communications Agency as the Executive Agent and the respon-
sibilities of the Military Departments and DoD Agencies for supporting the
Executive Agent.

3. Authority. The authority for establishing the Director, Defense
Communications Agency (DCA) as the Executive Agent for Standardization of
Host-to-Host Data Communications Protecols in the DoD is contained in the
reference. A more permanent authority will be provided by a Dol Directive which
will be drafted by DCA for the signature of the Principal Deputy Under Secretary
of Defense, Research and Engineering, upon approval of this Plan.

4. Background. Protocols are the rules of performance for data communica-
tions networks:; and these rules pervade all levels of performance, from electrical
interfaces to the interactions among user processes within host computers. Hence,
the standardization of protocols is of interest and concern to a number of
organizational elements, including operators, program managers, systems engineers,
standards groups and users. Judicious management of protocol standards can do
much to enhance the value of DoD data communications services. Conversely, lax
management of standards on the one hand, or overly zealous insistence on
unnecessary conformity on the other, can cause user dissatisfaction and spawn
proposals for special-purpose networks.

Within DCA, the Deputy Directors for Systems Engineering, Command and Contrel
Systems, Command and Control Technical Support, Plans and Frograms, and Operations
and Readiness have clear and vital interests in this important area, and their full
and active participation is essential to the success of the Executive Agent's
protocol standardization efforts. Moreover, it is important to have the
participation of user representstives from the Services, Defense Agenciles
0JCS and JINTACCS to ensure responsiveness of the Executive Agent to user
operational requirements. Likewise, the participation of the National Communications
System is essential so that the Executive Agent can benefit from NCS federal and
international standards experience. The participation of non-DoD government
organizations who are concerned with protocol standardization, such as the
Intelligence Community Staff and the National Bureau of Standards, is useful and
will therefore be invited.



5. Functions of the Executive Agent. The Director, DCA, as Executive
Agent, will manage the development, implementation and evolution of standard
host-to-host and higher level data communications protocols, Specifically, the
Executive Agent will perform the following functions:

a. Provide a forum for discussion with Services and Defense Agencies
on requirements for new standards.

b. Based on identified requirements, cause new proposals for standardi-
zation or for enhancements and modifications to existing standards to be specified.

¢. Prepare, distribute and maintain documentation of the standards and
their specifications.

d. Maintain configuration control of the standards and their specifications.

e. Evaluate and approve or disapprove proposed standards and specificationms
for use by the DoD.

f. Evaluate and approve or disapprove requests for waivers received
from the Services and Defense Agencies.

g. Test proposed standards and specifications.

h. Coordinate a DoD RDTE effort to develop new protocols and identify
items having standardization potential,

i. Provide a forum for exchange of technical information on host-to-host
and higher level data communications protocols.

j. Monitor federal, national and international standards developments
to ensure that DoD requirements have appropriate influence in standardizatiom
forums.

k. Ensure that DoD standards are developed with due consideratien of
emerging federal, national and international standards as appropriate.

6. Organization. DCA will use resources from its headquarters directorates
and field offices to carry out the functions of the Executive Agent delineated in
paragraph 5 above. The principal responsibilities will be assumed by the Systems
Engineering Directorate (DCA Code 1000) for technical functions, and by the
Operations and Readiness Directorate (DCA Code 500) for configuration control
functions. To provide for the full participation of the Military Departments,
Defense Agencies and other DoD components, two panels, a Protocol Configuration
Control Board (PCCB) and a Protocol Standards Technical Panel (PSTP), will be
established to advise and assist DCA in performing the Executive Agent functioms.
A Protocol Standards Steering Group (PSSG), also comprised of representatives of
representatives of all interested DoD components, will provide overall directiom
to the effort and will advise the Director, DCA, on policy matters.



The relationship among the several organizational elements assigned functions
in support of the Executive Agent are portrayed in Figure 1, and their responsi-
bilities and membership are defined as follows:

a. Protocol Standards Steering Group (PSSG). The PSS5G will recommend
DoD standards policy decisionms to the Director, DCA, and will provide on his
behalf a focal point for overseeing the performance of the Executive Agent functions.
Because host-to-host and higher level protocol technology is currently a subject
of R&D, the PSSG will be chaired inmitially by a representative of the DCA Deputy
Director for Systems Engineering. At an appropriate later time to be designated
by the Director, DCA, when protocol specification, development and validation
technology has matured, the chairmanship will pass to a representative of the
DCA Directorate for Operations and Readiness. The members of the PSSG will be
the chairpersons of the Protocol Configuration Control Board and the Protecel
Standards Technical Panel, the Chief of the DCA 0ffice of Interoperability and
Standards, and designated representatives from the Command and Control Technical
Center, the DCA Plans and Programs Directorate, the Command and Control Systems
Directorate, the Services, JINTACCS, TRI-TAC, the OJCS, and Defense agencies.
Ex-officioc members will be provided bv the O0ffice of the Chief Ecientlst. DCA,
and the National Communications System (NCS).

b. Systems Engineering Directorate. The DCA Deputy Director for Systems
Engineering (DCA Code 1000) is responsible for the technical review, evaluation
and testing of proposed standards and specifications. The Systems Engineering
Directorate will provide standards guidance and systems engineering expertise on
the technical aspects of protocols. This Directorate will evaluate and monitor
federal, national and international standards developments to ensure compatibility
between external standards developments and evolving DoD protocol standards.
This Directorate will oversee a total DoD RDTE program in protocol standardizatiom,
will define and manage a DCA RDTE effort in support of Executive Agent functions.
and will provide appropriate test bed facilities to support testing activities.

¢. Operations and Readiness Directorate. The DCA Deputy Director for
Operations and Readiness (DCA Code 500) is responsible for preparing standard
protocol specifications in proper documentation format, distributing these
specifications, maintaining them, and ensuring compliance with them through
appropriate configuration management control procedures. The Operations and
Readiness Directorate will provide guidance on impacts of proposed new standards
and changes to existing standards on operational DCS elements. This Directorate
will also maintain a catalog of walidated user programs implemented in accordance
with standard protocol specificatioms. This Directorate will alsc provide network
facilities to support testing efforts and manage O&M contracts that provide
support to the Executive Agent.

d. Protocol Configuration Control Board (PCCB). The PCCE will advise
and assist the Operations and Readiness Directorate in configuration control of
standard DoD data network protocols, and will serve as a forum for identifying
and evaluating requirements for new protocol standards -or capabilities. The PCCE
will be chaired by a representative from the Operations and Readiness Directorate.
Membership will include representatives of the Services, Defense Agencies, TRI-TAC
Dffice, JINTACCS and the follewing DCA components: the Systems Engineering
Directorate, the Plans and Programs Directorate, the Command and Control Systems
Directorate and the Command and Control Technical Center.



_ aan31yg

ST3INVd M3IAIH/NOILVNIAGHOOD E

$3111118ISNOdS3H Va4 133dId

Qyvo8 1041NOD g58 13NVd TVIINHOIL
NOILVHNDIANOD 1000.L0YHd I_ SAHVANVLS 1000L0Hd I._
31vHOLO3HId SsaNIavay | : 31vH0193410
aQNV SNOILYY3dO v2od ONIHIINIONT WILSAS VOd
TOHLNOD NOILYHNOIINOD NOILVNTVA3 ANV M3IAIY
1000104Hd | - SAHVANVY.S 1020L0Hd M3aN

dNOYD ONIYIILS
SQHVANVLS 1020104d

v3d ‘HO123HIa
AIN3IOV IAILNIIX3

S7020.104d SNOLLYIINNWWOI V.IVd
LSOH-OL"LSOH 40 NOLLVZIGHVANVLS
04 INFDV INLNIIXT



e. Protocol Standards Techniecal Panel (PSTP). The PSTP will assist
the DCA Systems Engineering Directorate in accomplishing the techmical functions
of the Executive Agent. The panel will be chaired by a representative of the
Svstems Engineering Directorate. Membership will consist of representcatives from
the DCA Ofiice of Interoperability and Standards, the Operations and Readiness
Directorate, the Plans and Programs Directorate, the Command and Control Systems
Directorate, the Command and Control Techmical Center, and technical experts
selected by the Services, JINTACCS, TRI-TAC and Defense Agencies. Ex-officio
members will be provided by the Office of the Chief Scientist and the Natiomal
Communications System (NCS), and will be invited from the Intelligence Community
(IC) Staff and from the National Bureau of Standards (NES).

f. DCA Interoperability and Standards Office. The functions of the
DCA Interoperability and Standards Office stem from the DCA charter, DoD
Directive 5105.19, which direets DCA to develop standards for the DCS. The
functions are further elaborated in a 23 January 1969 0ASD memorandum which
assigns DCA the responsibility for development of long-haul communications
standards for the DoD, and in DoD Directives 4120.3 and 4120.3M which prescribe
policies and procedures for the Defense Standardization and Specification Program
(DSSP). 1In accordance with these responsibilities, the DCA 0ffice of
Interoperability and Standards, Code R1l0, will have the responsibility for
reviewing proposed protocel standards for DeD long=haul communications. These
processes will be accomplished in accordance with the procedures established
under the Defense Standardization and Specification Program (DSSP) and will be
based upon a clear delineation of valid requirements. This office will closely
monitor and evaluate the development of federal and nongovernment standards in
order to adopt such standards where appropriate and to minimize the differences
between such standards and DoD standards to the greatest possible extent.

g+ Alr Force Directorate of Computer Resources. A 17 December 1965
OASD memorandum assigned USAF the responsibility for developing computer standards
for the Department of Defense. 1In accordance with these responsibilities, the
Air Force Directorate of Computer Resources (AF/ACDX) will have the responsibility
for coordinating with the Department of Defense computer standards community those
drait data communications standards developed under this plan which dictate an
interface with computer equipment. This coordination will be accomplished in
accordance with the provisions of the Memorandum of Understanding between
HQ USAF/ACDX, the DCA (Code R110), and the US Army (Communications, Research and
Development Command), of 5 April 1974.

7. Required Resources. The DCA, as the Executive Agent, will apply
available facility resources to support the above functions but will require
additional dollars and personnel resources.

a. Facilities,

(1) Test bed facilities required to support the above functionms
are available within the Hybrid Simulatiom Facility (HSF) at the Defense
Communications Engineering Center — e.g., the Experimental Data Network (EDN).

Enhancements which may be required to support the functions of the Executive
Agent will be handled under normal HSF upgrade procedures.



{(2) HWetwork facilities required to support the above functions
are available within ARPANET.

b. Deollars.

(1) RDTE funds required to support the above RDTE functions can
be made available within the DCS RDTE appropriation. Some augmentation of funds
in the out years may be necessary.

(2) 0&M funds which will be required for facilities and contractor
support will be identified and justified under normal budgetary procedures.

¢. Persconnel.

(1) Persomnel needed to staff the Steering Group, the PSTP and the
PCCB will be made available from the DCA, the Services and other Defense Agencies
on a part-time basis.

(2) Additional personnel which will be required to perform the
detailed management and technical support within the DCA Systems Engineering
and Operations and Readiness Directorates remain to be identified.



