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PREFACE

This document specifies the DoD Standard Internet Protoecol. This
document is based on four earlier editions of the ARPA Internet Protocol
Specification, and the present text draws heavily from them. There have
been many contributors to this work both in terms of concepts and in
terms of text.

This edition revises the details security, compartmentation, and
precedence features of the internet protocol.

Jon Pastel

Editor
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DOD STANDARD

INTERNET PROTOCOL

1. INTRODUCTION
1.1, Motivation

The Internet Protocol is designed for use in interconnected systems of
packet-switched computer communication networks. Such a system has
been called a "ecatenet" [1]. The internet protocol provides for
transmitting blocks of data called datagrams from sources to
destinations, where sources and destinations are hosts identified by
fixed length addresses. The internet protocol also provides for
fragmentation and reassembly of long datagrams, if necessary, for
transmission through "small packet" networks.

1.2. BScope

The internet protocol is specifically limited in scope to provide the
functions necessary to deliver a package of bits (an internet
datagram) from a source to a destination over an interconnected system
of networks. There are no mechanisms to promote data reliability,
flow control, sequeneing, or other services commonly found in
host-to=host protocols.

1.3, Interfacaes

This protoeol is called on by host-to-host protocols in an internet
environment. This protocol ealls on local network protocols to ecarry
the internet datagram to the next gateway or destination hosat.

For example, a TCP module would call on the internet module to taks a
TCP segment (including the TCP header and user data) as the data
portion of an internet datagram. The TCP module would provide the
addresses and other parameters in the internet header to the internet
module as arguments of the call. The internet module would than
create an internet datagram and ecall on the local network interfacs to
transmit the internet datagram.

In the ARPANET case, for example, the internet module would call on a
local net module which would add the 1322 leader [2] to the internet
datagram creating an ARPANET message to transmit to the IMP. The
ARPANET address would be derived from the internet address by the
local network interface and would be the address of some host in the
ARPANET, that host might be a gateway to other networks.

[Page 1]
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1.4, Operation

The internet protocol implements two basic functions: addressing and
fragmentation,

The internet modules use the addresses carried in the internet header
to transmit the internet datagram toward their destinations. The
selacbion of a path for transmission is called routing,

Tne internet modulss use fields in the internet header to frazment and
reassemble internst datagrams when necessary for transmission through
"small packet" networks.

The model of operation is that an internet module rasides in each host
engaged in internet communication and in each gateway that
interconnects networks. Thess modules share common rules for
interpreting address fields and for fragmenting and assembling
internet datagrams, 1In addition, these modules (especially in
gateways) may have procedures for making routing decisions and other
functions,

The internet protocol treats each internst datagram as an independent
entity unrelated to any other internet datagram. There are no
connactions or logical circuits (virtual or otherwisa),

The internet protocol uses four key mechanisms in providing its
service: Type of Service, Tims to Live, Options, and Header Checksum.

The Type of Service is usad to indicate the quality of the service
desired; this may bs thouzght of as selecting among Interactive, Bulk,
or Real Time, for examplza. The type of service is an abstract or
generalized set of paraneters which characterize the service choices
provided in the networks that make up the internet. This type of
service indication is to be used by gateways to select the actual
transmission parameters for a particular network, the network to be
used for the next hop, or the next gateway when routing an internet
datagranm,.

The Time to Live is an indication of the lifetime of an internst
datagran. It is set by the sender of the datagram and reduced at the
points along the route where it is processed, If the time to live
reaches zero befors the internet datagram reaches its dastination, the
internet datagram is destroyed. The time to live can be thought of as
a self destruct time limit.

The Options provide for control functions needed or useful in some
situations but unnecessary for the most common communications, Tha

[Page 2]
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options include provisions for timestamps, error reports, and special
routing .

The Header Checksum provides a verification that the information used
in processing internet datagram has been transmitted correctly. The
data may contain errors. If the header checksum fails, the internet
datagram is discarded at once by the entity which detects the error.

The internet protocol does not provide a reliable communication
facility. There are no acknowledgments either end-to-end or
hop-by-hop. There is no error control for data, cnly a header
checksum. There are no retransmissions. There is no flow control.

[Page 3]
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2, OVERVIEW

2.1. Helation to Other Protocols

The following diagram illustrates the place of the internet protoeccl
in the protoecol hierarchy:

¥ TS T T W W————. o s o
iTelnet) | FTP | (Voice! ... | H
O — + 4 + =t
] i 1 1
| 1 1 1
P e F————— +
['STEE S [MRTESIEEE. S i
e + A RS
i H i
i Internet Protocol I
B T [ S — §
i
I
e ———————————— +
! Local Network Protocol |
e ————————E

Protoecol Relaticnships
Figure 1.

Internet protocol interfaces on one side to the higher lavel

host-to-host protocols and on the other side te the leocal network
protocol,

2.2, Model of Operation

The model of operation for transmitting a datagram from one

application program to another is illustrated by the following
scenario:

Wz suppose that this transmission will involve one intermediate
gateway.

The sending applicatlion program prepares its data and calls on its
loecal internst moduls to send that data as a datagram and passes the
destination address and other parameters as arguments of the call,

The internet module prepares a datagram header and attaches the data
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to it. The internet module determines a local network address for
this internet address, in this case it is the address of a gateway.
It sends this datagram and the local network address to the loeal
network interface.

The local network interface creates a local network header, and
attaches the datagram to it, then sends the result via the loecal
network,

The datagram arrives at a gateway host wrapped in the local network
header, the local network interface strips off this header, and
turns the datagram over to the internet module. The internet module
determines from the internet address that the datagram should be
forwarded to another host in a second network. The internet module
determines a local net address for the destination host. It calls
on the local network interface for that network to send the
datagram,

This local network interface creates a local network header and
attaches the datagram sending the result to the destination host.

At this destination host the datagram is stripped of the local net
header by the local network interface and handed to the internet
module.

The internet module determines that the datagram is for an
applieation program in this host, It passes the data to the
applieation program in response to a system call, passing the source
address and other parameters as results of the call.

Appliecation Application
Program Program
A i
Internet Module Internet Module Internet Module
AY ! AY /

LNI-1 LNI-1 LNI-2 LNI-2
Ay ! Ay I
Local Network 1 Local Metwork 2

Transmission Path

Figure 2
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2.3. Function De-ccription
The funetion or purpose of Internst Protoeol is to move datagrams
through an interconnected set of networks. This is done by passing
the datagrams from one internet module to another until the
destination is reached. The internat modules reside in hosts and
gateways in the Internet system. The datagrams are routed from one
internet module to another through individual networks based on the
interpretation of an internet address. Thus, one important mechanism
of the internet proteoecol is the internet address.

In the routing of messages from one internet module to another,
datagrams may need to traverse a network whoss maximum packet size is
smaller than the size of the datagram. +To overcome this difficulty, a
fragmentation mechanism is provided in the internet protocol.

Addressing

A distinction is made between names, addresses, and routes [3]. A
name indicates what we seek. An address indicates where it is. A&
route indicates how to get there. The internet protocol deals
primarily with addresses. It is the task of higher level (i.e.,
host-to-host or application) protocols to make the mapping from
names to addresses, The internet module maps internet addresses to
local net addresses. It is the task of lower level (i.e., local net
or gateways) procedurss to make the mapping from local net addresses
addresses to routes.

Addresses are fixed length of four oectets (32 bits). An address
begins with a one octet network number, followsd by a three octet
local address. This three octet field is ecalled the "pest" field,

Care must be taken in mapping internet addresses to local net
addresses; a single physieal host must be able to aect as if it were
several distinet hosts to the extent of using several distinet
internet addresses. A host should alsc be able to have several
physical interfaces (multi-homing).

Tnat is, a host should be allowed several physical interfaces to the
network with each having several logical internet addresses.

Examples of address mappings may be found in reference [U1],
Fragmentation

Fragmentation of an internet datagram may be necessary when it
originates in a local net that allows a large packet size and must

[Page T1]



December 19739
Internet Protocol
Overview

traverse a loecal net that limits packets to a smaller size to reach
its destination.

An internet datagram can be marked "don't fragment." Any internet
datagram so marked is not to be internet fragmented under any
cirecumstanees. If internet datagram markasd don't fragment cannot be
delivered to its destination without fragmznting it, it is to be
discardad instead.

Fragmentatien, transmission and reassembly across a local netwark
which is invisible to the internet protocol moduls is called
intranet fragmentation and may be used [5],

The internet fragmentation and reasszmbly procedure nezds to bz abla
to break a datagram into an almost arpitrary number of pieces that
can be later reassembled. The receiver of the fragments uses the
identification field to ensure that fragmznts of different datagrams
ara not mixed. The fragment offsst field tells the receiver the
position of a fragment in the original datagram. The frazment
offset and length determine the portion of the original datagranm
covered by this fragment. The more-fragments flag indicates (by
being reset) the last fragment. These fields provide sufficient
information to reassemble datagranms.

The identification field iz used to distinguish the fragments of ona
datagram from those of another. The originating protocol module of
an internet datagram sets the identification fisld to a valus that
must be unigue for that source-destination pair and protocol for the
time the datagram will be active in the internet system, The
originating protocol moduls of a complete datagram sets the
more-fragments flaz to zero and the fragment offset to zzro.

To fragment a long internet datagram, an internet protocol module
{for example, in a Zateway), creates two new intarnet datagrams and
copies the contents of the internet haader fields from the long
datagram into both new internet headers. The data of the long
datagram is divided into two portions on a 8 octet (54 bit) boundary
{the second portion might not be an integral multiple of 8§ octets,
but the first must be). Call the number of 8 ootst blocks in the
first portion NFB (for Number of Fragment Blocks). The first

portion of the data is placed
and the total length field is
datagram. The more-fragments
portion of the data is placed
and the total length field is
datagram. The more-fragments
lonz datagram.

[Fage 3]

in the first new internet datagram,
set to the length of the first

flaz is set to one. The second

in the second new internset datazram,
set to the lenzgth of the second

flag ecarries the same value as the

The fragment offset field of the second new internet
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datagram is set to the value of that field in the long datagram plus
NFB. s

This procedure can be generalized for an n-way split, rather than
the two-way split described.

To assemble the fragments of an internet datagram, an internet
protocol module (for example at a destination host) combines
internet datagram that all have the same value for the four fields:
identification, source, destination, and protocol. The combination
is done by placing the data portion of each fragment in the relative
position indicated by the fragment offset in that fragment's
internet header. The first fragment will have the fragment offset

zero, and the last fragment will have,the more-fragments flag reset
Lo zero.

[Pagze 9]
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3. SPECIFICATION
3.1. Intgrnet Header Format

A summary of the contents of the internet header follows:

0 1 2 3

012314 5 67890 1 23456 T 89012 3 45678901
bt =f + F—t=+ b=t ==t F=4+=+=-=+ t=t=t =t
'Ver31un. IHL iType uf Service. Tﬂtﬁl Length i
R et e Sl bl s sl oL L e e e s el e B s s 1ok o S, [ S - o e e
] Identificat1cn iFlags| Fragmant foset |
R L L e e Bt R o T T A B S o e e e e e e e e e o
i Time to Live | Protocol | : Header Checksum

| Source Address I
Ft—t—t=—b=d—d = —f = e e B e i L e e el e L e e s o, L RS S—y
| Destination Address i
R b e e e e e Rt et e e e s i e e e e et o e e e e e e
i Options i Padding |
B e e e A tats st sl (T TS Y R S SO S e e o e e e e e e e e e o

Example Internet Datagram Header
Figure 3,
Note that each tick mark represents one bit position,
Version: U bits

The Version field indicates the format of the internet header. This
document deseribes version 4.

IHL: 4 bits

Internet Header Length is the length of the internet header in 32
bit words, and thus points to the beginning of the data. Note that
the minimum value for a corrsct header is 5,

[Page 11]
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Type of Serviecs: 3 bits

The Type of Service provides an indication of the abstract
paramaters of the quality of service desired. These parameters are
Lo be usad to guide the selection of the actual Serviee parameters
when transmitting a datagram through a particular network. Several
nztworks offer service precedence, which somehow treats high
precedence traffiec as more important than other traffic., A few
natworks offer a Stream service, whereby one can achisve a smaother
service at some cost. Typically this involves the reservation of
rasources within the network. Another choice involves a low-delay
vs. high-reliability trade off, Typically networks invoke more
complex (and delay produecing) mechanisms as the need for reliability
increasas,

Bits 0-2: Prisrity.

Bit 3t Btream or Datagram.
8its 4-5: Reliability.

Bit 5: Speed over Reliability.
Bits T: Spead,

0 1 2 3 4 5 4] T

B et += 1 + + + + : +
i i | I I |
i PRECEDENCE i STRMIRELIABILITY! S/R |SPEED!
] 1 1 ] ] i

] 1 1 ] L]
e e 4 + t + + +
PRECEDENCE STRH RELIABILITY 5/R SPEED
111-Flash Override 1-STREAM 11-highest T-spezed 1-hizh
110-Flash O-DTGR 10-hizher O=rlblt O=low
11X-TImmediate 01-lower
01X=Priority 00-lowast
00X=-Routine

The type of serviecs is used to specify the treatment of the datagram
during its transmission through the internet systam. In the
discussion (section 3.2) below, a chart shows the relationship of
the internet type of service to the actual service provided on the
ARPANET, the SATMNET, and the PRNET.

Total Length: 16 bits

Total Length is the length of the datagram, measured in octets,
including internet header and data. This field allows tha lenzth of
a datagram to be up te 55,535 cetets, Such long datagrams are
impractical for most hosts and networks., All hosts must be prepared
to accept datagrams of up to 575 octets (whether they arrive whole

[Page 12]
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in fragments). It is recommended that hosts only send datagrams
larger than 576 octets if they have assurance that the destination
is prepared to accept the larger datagrams.

The number 576 is selected to allow a reasonable sized data block to
be transmitted in addition to the required header information. For
example, this size allows a data block of 512 octets plus 54 header
octets to fit in a datagram. The maximal internet header iz A0
octets, and a typical internet header is 20 octets, allowing a
marzin for headers of higher level protocols.

Identification: 16 bits

An identifying value assigned by the sender to ald in assembling the
fragments of a datagram. .

Flags: 3 bits
Various Control Flags.
Bit 0: reserved, must be zero

Bit 1: Don't Fragment This Datagram (DF).
Bit 2: Mores Fragments Flag (MF).

O
i i DI M
el P ol e

Fragment Offset: 13 bits

This field indicates where in the datagram this fragment belongs.
The fragment offset is measured in units of 3 octets (64 bits). The
first fragment has offset zero.

Time to Live: 8 bits

This field indicates the maximum time the datagram is allowed to
remain the internet system. If this field contains the value zero,
then the datagram should be destroyed. This field is modified in
internet header processing. The time is measured in units of
seconds. The intention is to cause undeliverable datagrams to be
discarded.

[Page 13]
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Protocol: & bits

This field indicates the next levzl protocol used in the data
portion of the internet datagram. The values for various protocols
are specified in reference [6].

Header Checlksum: 10 bits

A checksum on the header only. Since some header fields may change
(e,z2,, time to live), this is recomputed and verified at each point
that the internet header is processed.

The checksum algorithm is:

The cheaksum fi2ld is the 16 bit one's complement of the one's
complement sum of all 16 bit words in the header. For purposzs of
computing the checksum, the value of the checksum field is zero.

This is a simple to compute checksum and experimental evidence
indicates it is adequate, but it is provisional and may bz replacsd
by a CRC proceduras, depending on further experiencea,

Source Address: 32 bits

The source address. The first octet is the Source Network, and the
following three octats are the Source Local Addrass,

Destination Address: 32 bits
The destination address. The first octet is tha Destination

Hetwork, and the following three octets are the Destination Loecal
Address.

[Page 14]
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Options: wvariable
The option field is variable in length. There may be zero or more
options. There are two case for the format of an option:

Case 1: A single octet of option-type.

Case 2: An option-type octet, an option-length octet, and the
actual option-data octets,

The option-length octet counts the option-type occtet and the
option-length occtet as well as the option-data octets,

The option-type octet is viewed as having 3 fields:

1 bit  reszerved, must be zero
2 bits option class,
5 bits option number,

The option elasses are:

control

internet error

experimental debugging and measurement
reserved for future use

LS I L I e

[Page 15]
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The following internet options are defined:

CLASS NUMBER LEWSTH DESCRIPTION

0 0 - End of Option list. This option occupiss only
1 setet; it has no lenzth octet,

0 1 - No Operation. This option occcupies only 1
oectet; it has no length octet,

0 2 b Szeurity. Used to carry Security, and user
group (TCC) information compatible with DOD
requirements,

0 3 var., Source Routing. Used to routs the internet
datagram based on information supplied by the
source.

0 4 var. BCR Open.

0 5 var. BCR Closa.

0 B var. BCR other.

o T var. Return Route. Used to record the route an

internet datagram takes,

0 4 4 Stream ID. Used to earry the stream
identifier,

1 1 var. General Error Report., Used to report errors
in internet datagram processing.

2 4 ] Internet Timestamp. Used to accumulats

tinmestamping information during internet
transit. The length field is variable and may
ehange as the internet datagramn traversssz tha
networks and gateways of the internet system.

2 5 & Satellite Timestamp. Used as above for
special satellite network testing.

Speeific Option Definitions

End of Option List

fm——————— +

100000000

m———————— +
Type=

This option indicates the end of the option list. This might
not coincide with the end of the internet header according to
the internet header length. This is used at the end of 3all
options, not ths end of each option, and need only be used if
the end of the options would not otherwise eoineide with the end
of the internet header.

[Page 16]
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May be copied, introduced, or deleted on fragmentation,

No %peratian

100000001}

S

Type=1

This option may be used between options, for e2xample, to align
the beginning of a subsequent option on a 32 bit boundary.

May be copied, introduced, or deleted on fragmentation.

Security

This option provides a way for DOD hosts to send security and
TCC (closed user groups) parameters through networks whose
transport leader does not contain fields for this informatioen.
The format for this option is as follows:

——

TCC i

4

e ———— e e e e —
100000010300000100} 00000038

+ == 4

Type=2 Length=Y
Security: 2 bits
Specifies one of U4 levels of security

11=top secret
10=58cret
0l-confidential
00-unclassified

Transmission Control Code: #& hits

Provides a means to compartmentalize traffic and define
controlled communities of interest among subseribers.

Note that this option does not require processing by the
internet module but does require that this information be passed
to higher level protocol modules, The security and TCC
information might be used to supply class level and compartment
information for transmitting datagrams into or through

AUTODIN II.

Must be copied on fragmentation.

[Page 17]
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Source Routa

+= - + + /o

100000011} lenzth | source route |

+ 4 : + ' |
Type=3

The2 source route option providss a means for the source of an
internet datagram to supply routing information to be used by
the gateways in forwarding the datagram to the destinatioen.

The option bezins with the option type code. The sz2cond ootet
is the option length which includes the option typs code and the
length octet, as well as length-2 octets of source route data.

A source route is composed of a series of internet addresses.
Each internet address is 32 bits or 4 octets. The length
defaults to two, which indicates the source routz is empty and
the remnaining routing is to be based on the destination addrass
fleld,

If the address in destination address field has been reached and
this option's length is not two, the next addressz in the source
route replaces the address in the destination address field, and
is deleted from the source route and this option's length is
reduced by four. (The Internet Header Length Field must be
changed also.)

Must be copied on fragmentation.

Raturn Route

S — 4 I

100000111) length | return route i

+ } + 4 - t
Typa=T

The return route option provides a means to record the routes of
an internet datagram.

The option begins with the option type code. Tha second octet
is the option length which includes the option typs code and the
length octet, as well as length-2 octets of return route datsa,

A return route is composed of a seriess of internst addrasses,

The length defaults to two, whizh indiecates the return routsz is
empty.

[Page 13]
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When an internet module routes a datagram it checks to see if
the return route option is present. If it iz, it inserts its
owWwg internet address as known in the environment into which this
datagram is being forwarded into the return route at the front
of the address string and increments the length by four.

Not copied on fragmentation, goes in first fragment only.
BCR Options

BCR OPEN

i

100000100} length

data

e m—

+

Type=Y§
BCR CLOSE

- ; !

100000101} length | data

e R S——
Type=5

BCR OTHER

100000110} length
+= v

Typa=6

data

A

These options are used with the BCR.

These options are not copied on fragmentation, they are carried
only in the first fragment.

Stream Identifier

Il 4= 4=

100001000 100000010} Stream ID
+ t 4 4

Type=8 Length=4

 — +

This option provides a way for the 16-bit SATNET stream
identifier to be earried through networks that do not support
the stream concept.

Must be copied on fragmentation.

[Page 19]
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General Error Report

= + + ¥ 4 + £ +
100100001} length lerr code! id i i
' pmmmm f ey

'y e i +

Type=33

The general error report is used to report an error detected in
processing an internet datagram to the source internet module of
that datagram. The "err code" indicates the tyoe of error
detected, and the "id" is copied from the identification field
of the datazram in error, additional octets of error information
may be presant depending on the err code.

If an internet datagram containing the general error raport
option is found to be in error or must be discarded, no error
report is sent.

ERR CODE:

0 = Undetarmined Error, usad when no information is available
about the type of error or the error does not fit any defined
class. Following the id should be as much of the datagram
(starting with the internet header) as fits in the option
space,

1 = Datagram Discarded, used when specific information is
avallable about the rezason for discarding the datagram can be
reported. Following the id should be the original (4-pztests)
destination address, and the (1-octet) reason.

Reason Deszription

= .

0 Ho Reason

1 No One Wants It - No higher level protocol or
application program at destination Wwants this
datagram,

2 Fragmentation Needed & DF - Cannot deliver with out
fragmenting and has don't fragment bit set.

3 Reassambly Problem - Destinatiaon could not

reassemole due to missing fragments when time to
live expired.

4 Gateway Congestion - Gateway discarded datagram du=s
to conzsstion.

The error report is placed in a datagram with the following
values in the internet hesader fields:

[Paze 20]
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Version: Same as the datagram in error.

EdL: As computed,

Type of Service: Zero,

Total Length: As computed.

Identification: A new identification is selected.
Flags: Zero.

Fragment Offset: Zero.

Time to Live: Sixty.

Protocol: Same as the datagram in error.

Header Checksum: As computed.

Source Address: Address of the error reporting module.
Destination Address: Source address of the datagram in error.
Options: The General Error Report Option.

Padding: As needed. .

Not copied on fragmentation, goes with first fragment,

Internet Timestamp

+= + + * + +
101000100;00000100] time in milliseconds '

= - —— e

¥ ¥ +

Type=68 Length=6

The data of the timestamp is a 32 bit time measured in
milliseconds,

Not coplied on fragmentation, goss with first fragment

Satellite Timestamp

— 3=

+ S — }

101000101{00000100} time in milliseconds '

4=

T T T

Type=69 Length=6

The data of the timestamp is a 32 bit time measured in
milliseconds,

Not copied on fragmentation, goes with first fragment
Padding: wvariable

The internet header padding is used to ensure that the internet
header ends on a 32 bit boundary. The padding is zero.
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3.2. Discussion

The implementation of a protocol must hbe robust. Each implementation
must expect to interoperate with others created by different
individuals. While the goal of this specification is to be explicit
about the protocol there is the possibility of differing
interpretations. 1In general, an implementation should bz conservative
in its sending bshavior, and liberal in its receiving behavior. That
is, it should be careful to send well-formed datagrams, but should
accept any datagram that it can interpret (e.g., not objsct to
technical errors where the meaning is still clear).

Tha basie internst sarvizsz is datagran oriented and provides for the
fragmentation of datagrams at gataways, with reassembly taking place
at the destination internst protocol module in the destination host.
Of course, fragmentation and reassembly of datagrams within a network
or by private agrsemant between the gataways of a nztwork is also
allowzd since this is transpareat to the internet protocols and the
higher-level protocols. This transparent type of fragmentation and
reassembly is termad "network-dependent" (or intranet) fragmentation
and is not discussed further hera,

Internet addresses distinguish sources and destinations to the host
level and provide a protocol field as well., It is assuned that each
protocol will provide for whatever multiplexing is nscessary within a
host.

Addressing

The 8§ bit network number, which is ths first octet of the address,
has a valuz as specified in reference [6].

The 24 bit local address, assigned by the local network, should
allow for a sinzle physical host to act as several distinet internet
hosts. That is, there should be mapping between internet host
addresses and network/host interfaces that allows several internat
addresses to corraspond to ons interface. It should also bz allowed
for a host to have several physical interfaces and to treat the
datagrams from several of them as if they were all addressed to a
single host. Addrsss mappings betwesn internet addresses and
addresses for ARPANET, SATNET, PRHET, and other networis are
described in reference [4],

Fragmentation and Reassembly.
The internst identification field (ID) is used together with the

source and destination address, and the protoccl fislds, to identify
datagram fragments for reassembly.
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The More Fragments flag bit (MF) is set if the datagram is not the
last {ragment. The Fragment Offset field identifies the fragment
location, relative to the beginning of the original unfragmented
datagram. Fragments are counted in units of 8 octets. The
fragmentation strategy is designed so than an unfragmented datagram
has all zero fragmentation information (MF = 0, fragment offset =
0}, If an internet datagram is fragmented, its data portion must be
broken on 8 octet boundaries.

This format allows 2%*13 = 8192 fragments of 8 octets each for a
total of 65,536 octets. MNote that this is consistent with the the
datagram total length field.

When fragmentation occurs, options some are not copied, but others
remain with the first fragment only.

Every internet module must be able to forward a datagram of 68
octets without further fragmentation. This is becausz an internst
header may be up to 60 pctets, and the minimum fragment is B octsts.

Every internet destination must be able to receive a datagram of 576
octets either in one piece or in fragments to be reassembled.

The fields which may be affected by fragmentation include:

(1) options fi=ld

(2) more fragments flag

(3) fragment offset

(4) internet hesadasr length field
(5) total length field

{6) header checksum

If the Den't Fragment flaz (DF) bit is set, then internet
fragmentation of this datagram is NOT permitted, although it may be
discarded. This can be used to prohibit fragmentation in cases
Where the receiving host does not have sufficient resources to
reassemble internet fragments.

General notation in the following pseudo programs: "=<" means "less
than or equal", "#" means "not equal", "=" means "equal", "<-" means
"is set to". Also, "X to y" ineludes x and excludes y; for example,
"4 to T" would ineclude 4, 5, and 6 (but not 7).

Fragmentation Procedure

The maximum sized message that can be transmitted through the next
network is called the maximum transmission unit (MTU),
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If the total length is less than or equal the maximum transmission
unit then submit this datagram to the next step in datagram
procesaing; otherwise cut the datagram into two fragments, the
first fragment being the maximum size (modulo the fragment block

size),

and the second fragment being the rest of the datagram,

The first fragment is submitted to the next step in datagram
processing, while the second fragment is submitted te this
procedure in case it still too large.

Notation:

FO = Fragment Offset

INL - Internet Header Length

MF - More Fragments flag

TL - Total Length

QrFa - 01d Fragment Offset

OIHL - 0ld Internet Header Length

OMF - 0ld More Fragments flag

aTL —= 0ld Tetal Length

HFB - Humber of Fragment Blocks

MTU - Maximum Transmission Unit
Procedure:

IF TL =< MTU THEHN Submit this datagram to the next step

in datagram processinz ELSE

To produce the first fragment:

(1)
(2)
(3)
(4)
(5)

(6)

Copy the original internet header;

OIHL <- IHL; OTL <- TL: OF0 <- FO; OMF <- MF;
HFBE <- (MTU-IHL*4)/8;

Attach the first NFB*3 data octets;

Correct the header:

MF <= 1; TL <- (IHL*U)+(NFB*B);

Recompute Checksum;

Submit this fragment to the next step in
datagram processing;

To produce the second fragment:

(73

(3)
(9

(10}

[Page 24]

Selectively copy the internet header (some options
are not copied, see option definitions);

Append the remaining data;

Correct the header:

IHL <- OIHL - ({length of options not copiedl}+3)/4;
TL <- OTL - WFB*3 - (OIHL-IHL)*i);

FO <- OFO + WNFB; MF <- OMF; BRecompute Checksum;
Submit this fragment to the fragmentation test; DONE.
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Reassembly Procedure

For each datagram the buffer identifier is computed as the
concatenation of the source, destination, protoecol, and
identification fields. If this is a whole datagram (that is both
the fragment offset and the more fragments fields are zero), then
any reassembly resources aszzociated with this buffer identifier
are released and the datagram is forwarded to the next step in
datagram processing.

If no other fragment with this buffer identifier is on hand then
reassembly resources are allocated. The reassembly resources
consist of a data buffer, a header buffer, a fragment bloek bit
table, a total data length field, apd a timer. The data from the
fragment is placed in the data buffer according to its fragment
offset and length, and bits are set in the fragment block bit
table corresponding to the fragment blocks received.

If this is the first fragment (that is the fragment offset is
zero) this header is placed in the header buffer. If this is the
last fragment ( that is the more fragments field is zero) the
total data length is computed. If this fragment completes the
datagram (tested by checking the bits set in the fragment block
table), then the datagram is sent to the next step in datagram
processing; otherwise the timer is set to the maximum of the
current timer value and the value of the time to live field from
this fragment; and the reassembly routine gives up control.

If the timer runs out, the all reassembly resources for this
buffer identifier are released.

Notation:
FO - Fragment Offset
IHL - Internet Header Length
MF - More Fragments flag
TTL - Time To Live
NFB - HNumber of Fragment Bloecks
TL - Total Lenzth
TDL - Total Data Length
BUFID - Buffer Identifier

RCVET

Fragment Received Bit Table
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Procedure:

(1) BUFID <- sourceidestination|protocol!identification;
(2) IF FO = 0 AND MF = 0

(3) THEN IF buffer with BUFID is allocated

(4) THEN flush all reassembly for this BUFID;
(5) Submit datagram to next step; DONE.

(6) ELSE IF no buffer with BUFID is allocated

(7) THEWN allocate reassembly resources

with BUFID;
TIMER <- 2 minutes; TDL <- 9;
(3) put data from fragment into data buffer with
BUFID from oetet FO*3 to
octet (TL-{IHL*4))4+FO*3;
(9) set RCVBT bits from FO
to FO+((TL-(IHL*4)+T7)/3);

{10} IF MF = 0 THEN TDL <- TL-{IHL*Y)+(F0%*3)
{11) IF FO = O THEN put header in headsr buffer
{12} IF TDL # O
(13) AND all RCVEBT bits from O

to (TDL+7)/8 are set
(14) THEN TL <— TDL+ (IHL*Y)
(15) Submit datagram to next step;
(15) fres all reassembly resourcses

for this BUFID; DOME,

173 TIMER <- MAX(TIMER,TTL):
(183 give up until next fragmsnt or timer expires;

(19) timer expires: flush all reassembly with this BUFID; DONE.

In the case that two or mors fragmsnts contain the same data
either identically or through a partial overlap, this procedure
Will use the more recently arrived copy in the data buffer and
datagram dszlivered,

Tdentification

The choice of the Identifier for a datagram is based on the nsed to
provide a way to uniquely identify the fragments of a particular
datagram. The protocol module assembling fragments judges frazments
to belong to the same datagram if they have the same source,
destination, protocol, and Identifier. Thus, the sender must choose
the Identifisr to bz unique for this source, destination pair and
protocol for the time the datagram (or any fragment of it) could be
alive in the internet.

It seems then that a sending protocol module needs to kesp a table

of Idantifiers, one entry for sach destination it has communicated
Wwith in the last maximum packet lifetime for the internet,
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However, since the Identifier field allows 65,536 different values,
some Host may be able to simply use unigue identifiers independent
of destination.

It is appropriate for some higher level protocols to choose the
identifier, For example, TCP protocol modules may retranamit an
identical TCP segment, and the probability for correct reception
would be enhanced if the retransmission carried the same identifier
as the original transmission sinece fragments of either datagram
could be used to eonstruct a correect TCP segment,

Type of Service

The type of service (TOS) is for intermet service quality selection.
The type of service is specified along the abstract parameters
precedence, reliability, and speed. A further coneern is the
possibility of efficient handling of streams of datagramz. These
abstract parameters are to be mapped into the actual service
paramaters of the particular networks the datagram traverses.

Precedence. An independent measure of the importance of this
datagram.

Stream or Datagram. Indicates if there will be other datagrams from
this source to this destination at regular frequent intervals
justifying the maintenance of streanm processing information.

Reliability. A measure of the level of effort dezired to ensure
delivery of this datagram.

Speed over Reliability. Indicates the relative importance of speed
and reliability when a conflict arises in meeting the pair of
requests.

Speed. A measure of the importance of prompt delivery of this
datagzram,

For example, the ARPANET has a priority bit, and a choice between
"standard" messages (type 0) and "uncontrolled" messages (type 3),
(the choice between single packet and multipacket messages can also
be considered a service parameter). The uncontrolled messagas tend
to be less reliably delivered and suffer less delay. Suppose an
internet datagram is to be sent through the ARPANET. Let the
internet type of service be given as:
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Precedence; 5
Stream: a
Reliability: 1
S/R: 1
Speed: 1

December 1979

The mapping of these parameters to those available for the ARPANET
Wwould be to set the ARPAMET priority bit on since the Internet

priority is in the upper have of its range, to select uncontrolled
messages since the speed and reliability requirements are equal and

speed is preferred,

The following chart pressnts the recommended mappings from the
internet protocol type of service into the service parameters
actually available on the ARPANET, the PRNET, and the SATNET:

+ t - pm e ———— ———tm——— e ——— e +
iApplication | INTERNET | ARPANET | PRHET | SATHET I
e ————— + + 4 Ll +
| TELNET 13/Distream} T: 3 i R: ptp i T: block |
i on i Rinormal] 3: 3 i A: no i D: min |
i TCP 15/Rispeed | | i H: inf :
I | S:fast | | | R: no i
e e + o= o = ¥
1FTP i15/Dtstream| T: 0 i Rt ptp | T: block |
i on i Rinormal] 5: H | A: no i D: normal}
H TCP I5/R:rlblt | | | H: inf i
i i S:inormal] | i R: no i
e e + el T —— +
iinteractive |3/D:strm* | T: 3 i R: ptp i T: stream|
inarrow band | R:least ! 3: 8§ i A: no | D: min
|  sp=ach i Prispesd | | | H: short |
| { S:asap | i i R: no H
e e e e e e e e e e e e
idatazram i13/Didtgrm | T: 3 or 0} R:station! T: block !
I i Rinormall 3: S or M| A: no | D: min i
| 15/R:speed | | | H: short |
i i Bi:fast |} i i R: no i
o —— —_— ———— T —— -t
key: S/D=strm/dtgrm  T=type R=route T=type
R=reliability S=size A=ack D=delay
S/R=speed/rlblt H=holding time
S=5pzed R=reliability

¥=requires stream set up
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Time to Live
The time to live is set by the sender to the maximum time the
datagram is allowed to be in the internet system. If the datagram
is in the internet system longer than the time to live, then the
datagram should be destroyed. This field should be decreased at
egach point that the internet header is processed to reflect the time
spent processing the datagram. Even if no leeal information is
available on the time actually spent, the field should be
decremented by 1. The time is measured in units of seconds (i.e.
the value 1 means cone second). Thus, the maximum time to live is
255 seconds or 4.25 minutes,

Options i

The options are just that, optional., That is, the presence or
absence of an option is the choice of the sender, but each internet
module must implement every option.

There can be several options present in the option field. Every
internet module must be able to parse and act on every option.

The options might not end on a 32-bit boundary. The internet header
should be filled out with octets of zeros. The first of these would
be interpreted as the end-of-options option, and the remainder as
internet header padding.

Checksum

The internet header checksum is recomputed if the internet header is
changed. For example, a reduction of the time to live, additions or
changes to internet options, or due to fragmentation. This checksum
at the internet level is intended to protect the internet header
fields from transmission errors.
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3.3. Examples & Secenarios

Example 1:

This is an example of the minimal data carrying internet datagram:

0 1 2 3
0123456789 01234567890123485678901
e e e B e it il it Ll R Rt T SR SR SR S SR S S S SRR S W S S Sy
iVer= 4 {IHL= 5 |Type of Service} Total Length = 21 i
R e e e et e e e S ot T e IO S ST ST S ST S R T TU U TS
i Tdentification = 111 iFlz=01 Fragment Offsst 0 i
e i s e s + +

i Time = 123 | Protocol = 1 | header checksum
e e e e e e I e T S S S I )
I source address H
e B e s T CHT SV Sy S R ST TOUr S S S S
H destination address

e e T e e e L T St LT T S S S S S S
i data i

B s T e A R A —.

+ 1l =

+ -- 4

Example Internet Datagram
Figure 4,
Note that each tiek mark represents one bit position.
This is a internet datagram in version 4 of internet protocol; the
internet header consists of five 32 bit words, and the total lenzth

of the datagram is 21 octets. This datagram is a complete datagram
(not a fragment).
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Example 2:

In this example, we show first
(552 data octets), then two int
from the fragmentation of this
transmission allowed were 280 o

0 1
012345678901 231465
s e S et S T S S
iVer= 4 |IHL= 5 |Type of Service
e e o et o s B T S w
H Identification 111
bbb — === =t =t — =t —F—+—
{ Time 123 | Protocol B
bbb — === == =t =t ——+—

a moderate size internet datagram
ernet fragments that might result
datagram if the maximum sized
ctets.

2 3
ETB90123456T7890 1
e Lt e S e [ o m———
| Total Length = 472
S S S S
iFlg=0} , Fragment Offset
T S I S S S
i header chescksum i
T S U PR DS S S S ST

source address

data

Bt e e e e e e B S T T T B e T e s
I destination address

e R ot St S SN TSI MO SR SRS ST SRE ST SRNE SRR ST S T RS
: data }
i data H
j" Y
A N
| data i
+t R e L R s Attt st S0 L L s Mo St B
I

I

1
1
1
T

+

-+

4 4 4 s =

Example Internet Datagram

Figure 5.
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Now the first fragment that results from splitting thz datagram
after 256 data octets.

0 1 2 3
0123456789012 3 45678 9 05 2NN YRESHE S V0 pt q
e e e e o e b=t ol bl Sl et sl ST TR TR S S

| Type of Servlce' Tctal Length = 275 H
+"+-+—+-+—+-+--l*-"l---l--lll-'I--'I--'I-—-I---I-'—-I-—-l-—-I-—-I-—-I-—-I---I*—--I-—-I-—-I-—-I-—-I-—-I---l‘--l-
| Identification = 111 iFlg=1} Fragment Offset =
e e o S S NS S TSNS VO WS S S
| Time = 119 | Protocol = 6 | Header Cheelsum

I

L] ]
-+-+-+-+-.;.::::—='*1--&1-:11-;.;.;.:::--11_;..
1

I

L]

T T T y T =T T y y y T 1 T ™=
I

i source addrass

B e e e e s s e o D o o e e B T ST RS U S S ST [T T e WY

| destination address

e e e e e e e e e T e o i S ST (ST S SOLOT SO U ST S U TS

i data '

e s e o e e T e s et L T T S O S ST ST S SOOr ST S
data

—_— == 4

data
B et H S P U S S S TS
| data
B e e T e it e L o St S A S T ST R T RS S ST WA T S T

+
B

== —= ek

+

Example Internet Fragment

Figure 6,
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And the second fragment.

0 1 2 3
0123456878901 234856783901234856T7T8901
e e e B e s e [ N R B )
iVer= 4 [IHL= 5 |[Type of Service] Total Length = 216 i
B e e e e e T st st e e L e e e S e OSE NOT TUN THUIOT T SO TRt S 8
i Identification = 111 iFlg=0{ Fragment Offset = 32 |
B e e e e B e e L L S N W W T S S S
Time = 119 Protocol = 6 Header Checksum i

1

1
i e i el st s e s e sl s el e e el B e K B
T === —— r=r=_tr—tr—T—t

+ PRI P ST ST S S N N 1
T r=f=f=t—1T—=1t—1t—+—+

source address i

I S A I T Sy W W W U U T TN TR T
=t r=t=t—=trt—t=—t=fmf=ig=j

destination address
o ot S T e e e et S St S T A S T S SO ST S S Sy
! data i
R B e B e e L e e L s s S T TR S T ST ST SR ST ST SO S S W S +—+
data i
5
5
i

+
+
+

P, T pe——

4+
+
4

data
s et o s S S PSS U S S S S S S SR SR W ST
data I

o o e i e e
T R R e e e ——

e i

+

Example Internet Fragment

Figure T.
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Example 3:

Here, we show an example of a datagram containing options:

0 1 2 3
012345678901234586 T B9012345678920:1
e L e e St f T SR S SR S B S s s e S S

iVer= 4 (IHL= 8 |Type of Serulce, Total Length = 5754
o e e e e e e e o e e e e i e i e e e Laia it e S e S T T T S S S
i Identifiecation = 111 1Flg=0] Fragment Offset = 0 |
B e e s e B e e D e o e B e S S N S PSP ST S S S S
| Tima = 123 | Protocol = 6 |} Header Checksun !
e e T e e s e S L L S S S S T S S SO S
! source address i
bbbt 11V S S Y PR U WU W S
i destination address

B e e i e e e e T e T TR T T NS S S S S —ry
i Opt. Code = x | Opt. Len.= 3 | option value | Opt. Code = |
e e e e e o e e e e e e e e e e e e e = e o o e o p ety bt o}
1 Opt. Len. = 4 |} optisn value | Opt. Code = 1
e s o T e e B B T T St WY WEFRNIE WL NP ST W S S S Y
i dpt. Code = y | Opt. Len, = 3 | option value ! OJot. Code = 0 |
e et e e e oL T T TRt T A RS T S ST T S S S A O S
H data i
Y A
\ Y,
i data !
e e e e e L st et T e S S O e e S S T S S
i data i
s e e e L T e e e T s Lok Al s Ty SRS SR TR T ST S T e = == e e e e

Example Internst Datagram
Figure 8,
3.4. Interfaces

Internet protocol interfaces on one side to the loecal network and on
the other side to either a higher level protocol or an application
program. In the following, the higher level protocol or application
program (or even a gateway program) will be called the "usar" sines it
is using the internet moduls. Sinee internet protocol is a datagram
protocol, there is minimal memory or state maintained betwean datagram
transmissions, and each call on the internet protocol module by ths
user supplies all the necassary information.
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For example, the following two ecalls satisfy the requirements for the
user to dnternet protocol module communication ("=»>" means returns):

SEND (dest, TOS, TTL, BufPTR, len, Id, DF, options => result)
where:

dest = destination address
TO3 = type of service
TIL = time to live
BufPTR = buffer pointer
len = length of buffer
Id = Identifier
DF = Den't Fragment .
options = opticon data
result = response
OK = datagram sent ok
Error = error in arguments or local network error

RECV (BufPTR => result, source, dest, prot, TO3, len)
where:

BufPTR buffer pointer
result = response
0K = datagram received ok
Error = error in arguments
sourece = source address
dest = destination address
prot = protocol
T35 = type of service
len = length of buffer

When the user sends a datagram, it executes the SEND call supplying
all the arguments. The internet protocol module, on receiving this
call, checks the arguments and prepares and sends the message. If the
arguments are good and the datagram is accepted by the loecal network,
the call returns successfully., If either the arguments are bad, or
the datagram is not accepted by the local network, the call returns
unsuccessfully, On unsuccessful returns, a reasonable report should
be made as to the cause of the problem, but the details of such
reports are up to individual implementations.

When a datagram arrives at tha internet protocol module from the local
network, either there is a pending RECV call from the user addressed
or there is not. 1In the first case, the pending call is satisfied by
passing the information from the datagram to the user. In the second
case, the user addressed is notified of a pending datagram. If the
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user addressed does not exist, an error datagram is returned to the
sender, and the data is discarded.

The notification of a user may be via a pseudo interrupt or similar
mechanism, as appropriate in the partiecular operating system
environment of the implementation.

A user's RECV call may than either be immediately satisfied by a
pending datagram, or the call may be pending until a datagram arrives,

An implementation may also allow or require a call to the internet
module to indicate interest in or reserve exclusive use of a class of
datagrams (e.z., all those with a certain value in the protocol

field).
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1822
BBN Report 1822, "The Specification of the Interconnection of
a Host and an IMP", The specification of interface between a
host and the ARPAMNET.

ARPANET message
The unit of transmission between a host and an IMP in the
ARPANET. The maximum size is about 1012 oetets (8096 bits).

ARPANET packet
A unit of transmission used internally in the ARPANET between
IMPs. The maximum size is about 126 octets (1008 bits).

Destination
The destination address, an internet header field,

DF
The Den't Fragment bit carried in the flags field.

Flags
An internet header field carrying various control flags.

Fragment Offset
This internet header field indicates where in the internet
datagram a fragment belongs.

header
Control information at the beginning of a message, segment,
datagram, packet or block of data.

Identification
An internet header field carrying the identifying value
assigned by the sender to aid in assembling the fragments of a
datagram.

IHL
The internet header field Internet Header Length is the length
of the internet header measured in 32 bit words.

IMP

The Interface Message Processor, the packet switech of the
ARPANET,
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Internet Address
A four octet (32 bit) source or destination address eonsisting
of a Network field and a Local Address field.

internet fragment
A portion of the data of an internet datazram with an internet
haader.

internet datazram
The unit of data exchangad between a pair of internst modules
(includes thz internet header).

ARPANET leader
The control information on an ARPANET message at the host-IHP
interface.

Local Address
The address of a3 host within a network. The astual mapping of
an internet local address on to the host addresses in a
network is quite general, allowing for many to one mappings.

MF
The Hore-Fragments Flag carried in the internet header flags
field,

module
Ain implementation, usually in softwara, of a protocol or other
procedursa.

more-fragments flag
A flag indicating whethsr or not this internet datazram
contains the end of an internet datazram, carried in the
internet header Flags field.

NFB
The Number of Fragment Blocks in a the data portion of an
internet fragment. That is, the length of a portion of data
measured in 3 octet units,

octet
An eight bit byte.

Options

The internet header Options field may contain several options,
and each option may be several octets in length. The options

are used primarily in testing situations, for example to carry
timestamps.

[Fage 38]



December 1979
Internet Protocol
G].DEE-EII‘}’

Padding
;The internet header Padding field is used to ensure that the
data begins on 32 bit word boundary. The padding is zero,
Protocol
In this document, the next higher level protoecol identifier,
an internet header field.
Rest
The 3 octet (24 bit) local address portion of an Internet
Address,
RTFE
Real Time Protocol: A host-to-host protocol for communication
of time critical information.
Source
The source address, an internet header field.
TCP

Transmission Control Protocol: A host-to-host protocol for
reliable communication in internet environments.

TCP Segment
The unit of data exchanged between TCP modules {including the
TCP header).

Total Length
The internet header field Total Length is the length of the
datagram in cetets including internet header and data.

Type of Service
An internet header field which indieates the type (or quality)
of service for this internet datagram.

User
The user of the internet protocol. This may be a higher level
protocol module, an application program, or a gateway program.

Version
The Version field indicates the format of the internet header.
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